
£គǑបណ´µះបǢǾǓល៖ Ǚន់ ǫរុណ

វគ�បណ´µះបǢǾǓល

មូលǞëǓន£គឹះៃន សវុត�ិǫពេលើ

£បព័ន�បេច�កវÂទǓǻ



សុវត�ិǫពេកើតេចញពីខ¤«នេយើង

2

វគ�បណ´µះបǢǾǓល

មូលǞëǓន£គឹះៃន សុវត�ិǫពេលើ£បព័ន�បេច�កវÂទǓǻ



េតើសុវត�ិǫពេលើ£បព័ន�បេច�កវÂទǓǻǛអ¥ី?
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គឺǛǔរǔរǪរ និងរកǓǼព័តǬ៌នឯកជន

ព័តǬ៌នលមិ̈តǩïǓល់ខ¤«ន េǶយǬនសុវត�ិǫព

ǣមរយៈឧបករណ៍ ឬ£បព័ន�បេច�កវÂទǓǻ។



ព័តǬ៌ន

4

ឧបករណ៍ ǔរទំǧក់
ទំនង



£បេភទព័ត៌Ǭន៖

 ព័តǬ៌នǩïǓល់ខ¤«ន

 រǨយǔរណ៍ហិរ³�វត�©

 រǨយǔរណ៍េពទǓ¢

 ព័តǬ៌នកែន¤ងេធ¥ើǔរ

 េផǓ¦ងៗេទៀត

ព័ត៌Ǭន
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េតើអ�កǶច£គប់£គងេលើអ¥ីǨនខ¤ះ?
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េតើអ�កទុកចិត�អ�កǢខ¤ះ?
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?



េយើងចង់Ǩនសុវត�ិǫពឧបករណ៍៖

 កំុពǓ¢ªទ័ររបស់អ�ក

 ទូរស័ព�ǳõǓតហ¥ªន និង េថេប¤ត

 £បព័ន�£បតិបត�ិǔរ

 កម¡វÂធីកុំពǓ¢ªទ័រនិងទូរស័ព�

 ឧបករណ៍ផ�©កទិន�ន័យ

 ǔរផ�©កទិន�ន័យអនǵញ

ឧបករណ៍
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យុទ�ǳÀស�ǔរǪរទិន�ន័យ ៖
1. សុវត�ិǫពទិន�ន័យ (Data security) - ǔរǪរទិន�ន័យពីǔរខូចǕត

េǞយេមេǮគ (Malware) ឬេ£ǖះǤñǓក់េǞយៃចដនǓ¢ (Antivirus)

Malware គឺǛ£បេភទកម¡វÂធីមួយែដលបេង�ើតេឡើងេដើមǓ�ីេធ¥ើ

ឱǓ¢ខូចកុំពǓ¢ªទ័ររបស់អ�ក ឬទទួលǨនព័តǬ៌នǩïǓល់ខ¤«នរបស់

អ�កេǞយǖõǓនǔរអនុǽ̡Ǔត។ ǰរួមប³�ªលេមេǮគ ពពួក 

Worm, Trojan house និង spyware ។ េមេǮគǫគេ£ចើន

£តǑវǨនែចកǙយǣមអ៊­នធឺណិត េហើយǛេរឿយៗ£តǑវǨន

រួមប³�ªលǛមួយកម¡វÂធីេផǓ¦ងេទៀត។
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2.  ǫពǶចរកǨនមកវÂញៃនទិន�ន័យ (Data availability) - 

ǔរǳíǓរទិន�ន័យេឡើងវÂញǭúǓងǚប់រហ័សក�©ងករណីǬនǔរខូច

Ǖត ឬǨត់បង់ (Backup)

External Drive Online Cloud Backup
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3. ǔរ£គប់£គងǔរចូលេ£បើ (Access 

Control)

ǦǧǤទិន�ន័យǶចចូលេ£បើǨន

ស£Ǭប់អ�កែដល£តǑវǔរǰ មិនែមន

ស£Ǭប់នរǢǬñǓក់េផǓ¦ងេទៀតេទ។

(Password & Encryption)
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ǔរǔរǪរឧបករណ៍របស់អ�កពីពួក Hacker៖
1. េមេǮគǣមរយៈអ៊­ែម៉ល ឬ ǳរបǢǾǓញសង�ម

2. តំណរǫèǓប់ែក¤ងǔöǓយ

3. USB ǬនេមេǮគ

4. កំុេ£បើកម¡វÂធី Crack
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https://haveibeenpwned.com/



េយើង£តǑវǔរǪកǓ¢ សǬåǓត់  េដើមǓ�ី Ǭនសិទ�ិេធ¥ើ អ¥ី £គប់ ǭúǓងǨន េș េលើ ឧប

រកណ ៍និងេគហទំព័រ រួមǬន ៖ ǔរ ពិនិតǓ¢ អ៊­ែមល  រហូត ដល ់េសǰ ធǧǖរ 

ǣម អនǵញ។ េហើយខណៈេពលែដលǪកǓ¢សǬåǓត់ǔន់ែតខ¤ី េហើយ

ǳម³�ក�©ងǔរេ£បើ និងǘយ£សួលចងǙំ ǰក៏Ƕចបង�Ǵនិភ័យǭúǓង

ធ�ន់ធ�រដល់សុវត�ិǫពអនǵញរបស់អ�កផងែដរ។

េដើមǓ�ីǔរǪរខ¤«នអ�ក និងព័ត៌Ǭនរបស់អ�ក អ�ក£តǑវែតេ£បើǪកǓ¢សǬåǓត់

ែដលែវង េហើយរÄងǬំ ស£Ǭប់អ�កេផǓ¦ងក�©ងǔរទសǓ¦ន៍ǥយ ខណៈេពល

ែដលអ�កេșែតរកǓǼǰទុកǭúǓងǘយ£សួលស£Ǭប់អ�កក�©ងǔរចងǙំ។
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ǪកǓ¢សǬåǓត់ Password (*****)



1. 123456

2. 123456789

3. 12345

4. Qwerty

5. Password

6. 12345678

7. 111111

8. 123123

9. 1234567890

10. 1234567

Ǖងេ£ǔមេនះគឺǛǪកǓ¢សǬåǓត់េពញនិយមបផុំតស£Ǭប់ǚñǓ ំ2021 

ែដលេធ¥ើឱǓ¢គណនីែដលពួកេគ ǘយ£សួលក�©ងǔរលចួចូល ៖
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Published by NordPass 
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https://www.security.org/how-secure-is-my-password/



 កំុេ£បើព័ត៌ǬនǩïǓល់ខ¤«ន

 កំុេ£បើǪកǓ¢សǬåǓត់ដូចǖñǓ

 ǪកǓ¢សǬåǓត់គួរែតǬនǭúǓងតិច ១០ តួរអកǓ¦រ, េ£បើេលខ និងសǽʲǓ, អកǓ¦រធំ តូច, កំុ

េ£បើេឡើងវÂញ។ ឧǥហរណ៍៖ m#P52s@ap$V

 £បសិនអ�កពǨិកក�©ងǔរគិតរកǞក់ សូមេ£បើកម¡វÂធីជំនួយ Password Generator 

គន¤ឹះបេង�ើតǪកǓ¢សǬåǓត់រÄងǬំ
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https://privacycanada.net/strong-password-generator/



Settings

1 ចុចរូបសȦƈ

េƙតបី

2

Security 
and login

3

Settings & Privacy

20

អនុវត�ន៍េលើបǢǾǓញសង�ម Facebook



4

ចុចយក

Change password

េដីមƓេីធƛីƳរǈƚ សប់Ǝូរ

5

ƙតȪវƽក់េលខសǋƂ តƸ់ស់

ƽក់េលខសǋƂ ត់ថƗី

ƽក់បȦƅ ក់េលខសǋƂ តថ់ƗីមƎងេទȢត

ចុចប៊ូតុងរកǜទុក ឬ (Save 

Changes) ƺƳរេƙសច

6

21

អនុវត�ន៍េលើបǢǾǓញសង�ម Facebook



 ǔរេផ�ºងǩïǓត់២កǣíǓ គឺǛវÂធីែដលអនុǽ̡ǓតឱǓ¢អ�កេ£បើ£Ǩស់កំណត់អត�

សǽ̡Ǔណ ខ¤«នេȗអ�កផ�ល់េសǰកម¡េǞយតំរូវេǶយǬនǔរប³�ªលេលខ

សំǘត់ េដើមǓ�ី  េផ�ºងǩïǓត់។

 https://2fa.directory/int/

 អនុវត�ន៍េលើបǢǾǓញសង�ម Facebook
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មុខǘរǙក់េǳរពីរǛន់ ឬេផ�ºងǩïǓត់២កǣíǓ



Settings

1 ចុចរូបសȦƈ

េƙតបី

2

Security 
and login

3

Settings & Privacy
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4

ចុចǉកƘ

Use two-factor authentication

5

ចុចប៊ូតុង Get Started

24



6

សូមេរសីយក

Text message

7

ចុចបូ៊តុង
Add a New Phone Number
េដីមƓបីȥƃូ លេលខទូរស័ពƐ

25



8

បȥƃូ លេលខទូរសព័Ɛ

រចួចុចប៊ូតុង Confirm

9

បȥƃូ ល Password អƒក
រចួចុច CONTINUE
រចួេលខកូដនឹងេផƇីចូល
ទូរស័ពƐៃដរបស់អƒក

26



10

បčçĄលេលខកូដ

រួចចុចប៊ូតុង Next

11 ចុច Finish

27
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េតើកម¡វÂធីរុករក (Browser) Ǜអ¥ី?

Browser Ǜកម¡វÂធីសំǮប់េធ¥ើǔររុករក និង£ǳវ£Ǜវព័តǬ៌នǣមរយៈអ៊­នេធើេណត។

Microsoft
Edge

Apple
Safari

Google
Chrome

Brave
Browser

Mozilla
Firefox

TOR
Browser
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េតើǔររកǓǼទុក Password ក�©ង Browser

ល̈ែដរឬេទ?
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េយើងចង់Ǧǧឯកជនǫពនិងសន�ិសុខ

ពីអ�កǢ?

 រǞëǓភិǨល

 £កុមហុ៊នទូរគមǧគមន៍

 £កុមហុ៊នផ�ល់េសǰអ៊­នេធើេណត

 £កុមហុ៊នផ�ល់េសǰេផǓ¦ងៗេទៀត

 ។ល។

ǔរទំǧក់ទំនង

32



េតើកូដនីយកម¡Ǜអ¥ី Encryption?

ដំេណើរǔរៃនǔរបំែលងǳរ (ព័ត៌Ǭន ឬទិន�ន័យ)

េȗǛកូដ េដើមǓ�ីកំុេǶយ(ǫគីទី៣)ចូលេមើលǨន

េǞយǖõǓនǔរអនុǽ̡Ǔត។

33

WhatsAppSignal Telegram



ǔរទំǧក់ទំនងេǞយសុវត�ិǫព និងឯកជនǫព



ǔរទំǧក់ទំនងេǞយសុវត�ិǫព និងឯកជនǫព



ǔរទំǧក់ទំនងេǞយសុវត�ិǫព និងឯកជនǫព



Signal គឺǛកម¡វÂធីេផ�ើǳរ ែដល£តǑវǨន

ែណǧំǛចមǓ�ង េǞយǬនកូដនីយកម¡ǳរ 

End-2-End Encryption េហើយកǛ៏កម¡

វÂធី…

 កម¡វÂធីេបើកទូǯយ

 មិនǬនǔរផǓǼយǪណិជ�កម¡

 សវនកម¡ឯកǮជǓ¢

37

Signal

ǔរទំǧក់ទំនងេǞយសុវត�ិǫព និងឯកជនǫព



38

 Ǭនǔរ£បុង£បយ័ត� េលើǔំេមǮʳǓសុវត�ិǫព និងǔរេ£បើ WiFi ǳǦរណៈ

 េ£បើ£Ǩស់ VPN េដើមǓ�ីǩöǓស់ប�ªរ IP Address ទីǣំងតំបន់និង Encrypts 

ǔរសន�ǧរបស់អ�ក។ (ProtonVPN, RiseupVPN, TunnelBear)

គន¤ឹសុវត�ិǫព
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Phishing
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“phishing” មកពីǪកǓ¢Ǥ “fishing”

Phishing គឺǛǔរឆេǨកǣមអ៊­

នធឺណិត។ ǰǙប់េផ�ើមǛមួយនឹង

ǔរ£Ǩ£ស័យǥក់ទងǣមរយៈ ៖ 

អីែមល ǳរ ឬបǢǾǓញសង�ម 

ែដល£តǑវǨនរចǧេឡើងេដើមǓ�ី

េមើលេȗដូចǛǰមកពី£បភពែដល

Ƕចទុកចិត�Ǩន។
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42
https://phishingquiz.withgoogle.com/



“អ¥ីែដលǬនសន�ិសុខៃថ�េនះ

£បែហលǛមិនǬនសន�ិសុខេទេșៃថ�ែស̈ក”

សូមបន�សិកǓǼេរៀនសូ£តបែន�ម
43



44

 https://getcybersafe.ca

 Totem project – https://totem-project.org/

 Digital first aid – https://digitalfirstaid.org/en/topics/account-access-issues/

 Journalist Tool Kits – https://gcatoolkit.org/journalists/beyond-simple-

passwords/?_tk=tools-for-2fa

 Surveillance Self-Defense – https://ssd.eff.org/

 The Canadian organization Citizen Lab – https://citizenlab.ca/

ែស¥ងយល់បែន�ម
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 https://www.security.org/how-secure-is-my-password/

 https://haveibeenpwned.com/

 https://phishingquiz.withgoogle.com/

 https://2fa.directory/

 https://bit.ly/3vasc8k

ែស¥ងយល់បែន�ម
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 1Password – https://1password.com

 KeePass – https://keepassxc.org

 LastPass – https://lastpass.com

 VeraCrypt – https://www.veracrypt.fr/en/Downloads.html

 ProtonVPN – https://protonvpn.com/

 TunnelBear – https://www.tunnelbear.com

ែស¥ងយល់បែន�ម


