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1. UIQMNSSSW (Data security) - MIMISSSWAMISTEAA
IR WIBINA (Malware) UI|M: QAN WIGHS] (Antivirus)

a a dod

Antivirus - 0 X Malware nIIﬂLU agn ? IQOISJQINHJIE
N O ! BJSGHHJSJIU I;! QSSNRJUIS H']SII]"](USSJU&J
o o o % HolwmSmMIiHSma maummmmn rmn

Worm, Trojan house SH spyware 9 18INAANI nlLGS
insicAnwmufsioia WM woRims
JYUMUMYWALTRIRRIS) A

scanning..
VIRUSES REMOVED: 1
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2. MNHGIAMSYAIMIS§§SW (Data availability) -
MINIS g SWIS|RIMUNRMUINAIGRAIMANSMIST
316 UMAUR (Backup)

]

<+ > (O (online backup service )

= Online Cloud Backup

-_—

External Drive Online Cloud Backup



3. MI[AUARMIGUI[D (Access
Control)
MSI1S§gSWHGGUITMS
fUIBUHATRURIMIN B8ius
B USINMYAIRHIS)AIS
(Password & Encryption)
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MIMIMIg2UAINNIURIHANNA Hackers

(=3

Slan

1. IHINAMYIW:AIBU U fIuamMm gy

)

2. nﬂ.ﬂIﬁlUlnﬁ_l[U

2D

3. USB B1S1IBlnA

4. nl Gﬁjﬁ Crack



;--have | been pwned?

Check if you have an account that has been compromised in a data breach

email address

https://haveibeenpwned.com/
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MAJIUN Password (****+)




RIMUISIAMMAJUNAINM S WYURAN[BIUG 2021
lHUIGgjannSiiunAA MWNGRMINGG

1. 123456 6. 12345678

2. 123456789 7. 111111

3. 12345 8. 123123

4. Qwerty 9. 1234567890
5. Password 10. 1234567

Published by NordPass



How Secure Is My Password?

& The #1 Password Strength Tool. Trusted and used by millions.

https://www.security.org/how-secure-is-my-password/
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PRIVACY CANADA News VPN Essentials ~ Reviews ~ Privacy Tools ~ About us ~

Strong Password Generator: stay safe online

Staying safe online starts with strong passwords. Follow these steps to help keep you, your family, and your friends safe online.

Strong Password Generator

xD7(aH5:i0

Password Length

4 @ 32

10

Include Uppercase & Include Numbers (/]

Include Lowercase @ Include Symbols (V]

Generate Password

19
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Recommendations
® 1 new post

See More
Help & Support

Settings & Privacy

Settings

Privacy shortcuts

Your time on Facebook
Language

Data Saver

Code Generator

All shortcuts

Log Out

<

HSIGSIUUAM M ARG Facebook

A 2~

Settings & Privacy

Settings

)

1445 d 7 @ -

Zeallall 22% 8

€ Q Search settings

Security

Change your password and take other actions
to add more security to your account.

o

Security and login

Change your password and e other actions
to add more security to your acCwgt.

Apps and websites

Manage the information you share with apps
and websites that you've logged in to with
Facebook.

Instant Games

View and remove Instant Games you've played
on Facebook and Messenger.

Business integrations

View and remove the business integrations
you've connected to your account to
manage your ads, Pages and other business
information.

Privacy

Control who sees what you do on Facebook and
how data helps us personalise experiences.

Privacy settings
Control who can see your posts and content,
as well as who can search for vou.

< @ [

Security
and login
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«

Login

&/ Change password
It's a good idea to use a strong >
password that you don't use
elsewhere

Two-factor authentication

@ Use two-factor authentication
We'll ask for a security code if we >
notice a login from an unusual
device

App passwords

Get a unique, one-off password

for apps that don't support >
two-factor authentication (e.g.

Xbox, Spotify)

Authorised logins

Review a list of devices on which 5
you won't have to use a login

code

Setting up extra security

Q Get alerts about unrecognised

< @ [l

HSIaSIuUAM

gown

1

Change password
iRgfEmim ey

MJWY Facebook

~ )

1607 @@ -

€ Change Password

Current password <€

New password <«

Retype new password «g

Save Changes
‘ Cancq ’

Forgotten pagpword?

U (Save

Changes) MNANI{UT
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Recommendations
® 1 new post

See More
Help & Support

Settings & Privacy

Settings

Privacy shortcuts

Your time on Facebook
Language

Data Saver

Code Generator

All shortcuts

Log Out

<

Settings & Privacy

Settings

1445 d 7 @ .-

Zeallall 22% 8

€ Q Search settings

Security
Change your password and take other actions
to add more security to your account.

o

Security and login
Change your password and e other actions
to add more security to your acCwgt.

Apps and websites

Manage the information you share with apps
and websites that you've logged in to with
Facebook.

Instant Games
View and remove Instant Games you've played
on Facebook and Messenger.

Business integrations

View and remove the business integrations
you've connected to your account to
manage your ads, Pages and other business
information.

Privacy
Control who sees what you do on Facebook and
how data helps us personalise experiences.

Privacy settings
Control who can see your posts and content,
as well as who can search for vou.

< @ 1]

Security
and login
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«

Login

&/ Change password
It's a good idea to use a strong
password that you don't use

elsewhere

Two-factor authentication

Zrallall 13%

@ Use two-factor authentication

We'll ask for a security code if we

notice a login from an unusual

device

App passwords

Get a unique, one-off password
for apps that don't support

two-factor authentication (e.g.

Xbox, Spotify)

Authorised logins
Review a list of devices on which

you won't have to use a login

code

Setting up extra security

Q Get alerts about unrecognised

<

O

Use two-factor authentication

1529 M ® ﬁﬁ N R allall 52% =

€ Two-factor authentication

O

Add extra security with
two-factor authentication

Add extra security to your account
each time you log in on a phone or
computer we don't recognise.

How two-factor authentication works

Extra protection

If we notice a login from
a device that we don't
recognise, we'll ask for a
login code before you
can access your
account.

Via SMS message or
an authentication app -
Get Started GG Get Started
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€ Two-factor authentication

Choose a security method

Any time you log in from a phone or
computer that we do not recognise,
we'll ask for your password and a login
code.

Choose a security method

Text message
We'll send a code to +855 ***+*80to (@)
get you set up.

al
Authentication app NEHRIWN

Set up an app such as Google O Text message

Authenticator or Duo Mobile to
generate login codes.

< O [

15:45 ? o N = llal 50% =

€ Two-factor authentication

Choose mobile number

We'll send a code to the number that
you choose to get you set up.

YOUR PHONES

GURY
dd a New Phone Number

ol Dl

Rgumnse giag

> .
<C3
s}

Add a New Phone Number
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€ Two-factor authentication

Add a New Phone Number

Adding your number to your account
lets Facebook use it to help you log in,
find and suggest friends for you and
others, protect our community and
keep an accurate count of how many
people use our services.We won't use
this number to provide ads, and we
won't show this number to other people
on your profile unless you make it
visible. Learn more

ENTER NUMBER

R, +855

< @)

N =l al 49% =

< Enter password

For your security, please enter your
password again to continue

CONTINUE

UNFIU Password Hf
‘“‘uj G CONTINUE
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€ Two-factor authentication

Enter code
Enter the 6-digit code that we sent to

+855 ****+*8( to finish setting up
two-factor authentication.

Please wait 2 minute(s) before requesting a new
code.

() RESEND CODE

O

15328 Q@O - N =alal 51% =

€ Two-factor authentication

Two-factor authentication
ison

We'll now ask for a login code
whenever you log in on a phone or
computer that we don't recognise.

Receive text notifications about new
messages, posts and more

< @] I
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Browser NN ? ﬁJﬂUlﬁjll ShLﬁﬂILﬁWIﬂnmSTHIw fsiEinna

Microsoft
Edge

Google Brave Mozilla TOR
Chrome Browser Firefox Browser

28
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€& - C | B nttps;//accounts.google.com/ServiceLoginAuth w7 o2 =

T Do you want Google Chrome to ... Save passwordl INever for this sitel el

Google

25



https > http
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Encryption

110101 Username: Pete 011010 10111 Password: Sp@rkie g

001010110 Credit Card #: 887989078975 1110001 000100
Everything sent across this connection is plain text o

THE SAME DATA OVER HTTPS

[— —1

EnCt2a9853£7b50c£776d12c9a56£40327¢c4055ab27¢c7a9853£7
bwIMZ51ebCjyUTLN+GSwJ: v03j 3QXh: SRZ820+J
©03bSxUisWLNWEC9i5/W8dVt£cTcwy4072ZN4u8971mrP1ShH4eim9 o
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HSWAYRH Encryption?

Rinnimitsmitiouan (AGe1S uSgSw)
ST AH IRE]ANW@MASMGUIBUMS
NWMSMIHSMA

S

Telegram WhatsApp
33
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Signal AMAYIRIFANI THUFIMS
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End-2-End Encryption uﬁwﬁmﬁg
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BISMIURUWG IUmMiBhgigmn Sl Wiki fminn:

0[N &J VPN IZH[R1AUUI IP Address $MUAUSSH Encrypts
mIﬁJ§SWIUﬁ'JI;§ﬁ°I (ProtonVPN, RiseupVPN, TunnelBear)
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“phishing” UANMA]B “fishing”
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Hi. | am earning from $100 to
$150 on https://myxfreelance

.cc You need log in via
Telegram and do what written

e 1 in site. Good luckw

ANIQATDAS / IAUIENE




Can you spot when
you’'re being phished?

> o P e
" L5 -
‘ s —a =
£ 3ESm. Wl
| | -
~ft g ‘b}. i F— et
-

TAKE THE QUIZ

https://phishingquiz.withgoogle.com/
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https://getcybersafe.ca

Totem project — https://totem-project.org/

Digital first aid — https://digitalfirstaid.org/en/topics/account-access-issues/

Journalist Tool Kits — https://gcatoolkit.org/journalists/beyond-simple-

passwords/?_tk=tools-for-2fa

Surveillance Self-Defense — https://ssd.eff.org/

The Canadian organization Citizen Lab — https.//citizenlab.ca/
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https://www.security.org/how-secure-is-my-password/

https://haveibeenpwned.com/

https://phishingquiz.withgoogle.com/

https://2fa.directory/

o O O O O

https://bit.ly/3vasc8k
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1Password — https://1password.com

KeePass — https://keepassxc.org

LastPass — https://lastpass.com

VeraCrypt — https://www.veracrypt.fr/en/Downloads.html
ProtonVPN - https://protonvpn.com/

TunnelBear — https://www.tunnelbear.com
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