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ol ESSENTIAL DIGITAL HEADLINES "; ¥

2 26 OVERVIEW OF THE ADOPTION AND USE OF CONNECTED DEVICES AND SERVICES

GLOBAL OVERVIEW

TOTAL UNIQUE MOBILE INDIVIDUALS USING SOCIAL MEDIA MONTHLY ACTIVE
POPULATION PHONE SUBSCRIBERS THE INTERNET USER IDENTITIES GENERATIVE Al USERS

8.28 5.83 6.12 5.79 2.42

URBANISATION vs. POPULATION vs. POPULATION vs. POPULATION vs. POPULATION

80.5% 70.4% 73.8% 69.9% 29.2%

SOURCES: MANOCHI ANALYSIS; UNITED NATION VERNMENT RE RCES; GSMA INTE TU; EUROSTAT: CNNI MILARWEB: PLATFORM RESOURCE OMPANY EARNINGS REPOR H we
BETA RESEARCH CENTER, ADVISORY: SOCIAL MEDIA USER IDENTITIES AND GENERATIVE Al USERS MAY NOT REPRESENT UNIQUE INDIVIDUA NOTES: WHERE AVAILABLE, THE FIGURE FOR URBANISATION

° REPRESENTS THE U.N.'S REPORTED VALUE FOR THE PERCENTAGE OF THE TOTAL POPULATION LIVING IN TOWNS AND CITiE SURE ENERATIVE Al USE ONLY INCLUDE THE USE OF STANDALON areia MANOCHI
SENERATIVE Al PLATFORMS, AND DO NOT FACTOR THE USE

OF Al FUNCTIONALITY WITHIN OTHER SOFTWARE OR APPLICATION COMPARAﬁILﬂY: BASE REV NS: SOURCE CHANGES. SEE NOTES ON DATA SOoC I



Gisele Pelicot =

(TFGBV Survivor)

Exposing a global ‘online rape academy’

¢ Online Rape that is teaching men how to abuse...

CNN exposes an online network of men

b :
A d encouraging each other to drug and assault
cademy

their partners, and swap tips on how to get
away with it.
edition.cnn.com



https://www.pbs.org/newshour/show/rape-survivor-gisele-pelicots-a-hymn-to-life-chronicles-resilience-after-abuse
https://edition.cnn.com/interactive/2026/03/world/expose-rape-assault-online-vis-intl/index.html
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Facebook Ad Audience in Cambodia

AT THE BEGINNING OF 2025

At the beginning of 2025, 46.7 percent of Facebook’s
ad audience in Cambodia was female, while 53.3 percent was male.

(N M ¥

FEMALE 46.7% - MALE

A Facebook _———

46.7% 3 53.3%

https://datareportal.com/reports/digital-2025-
cambodia



https://datareportal.com/reports/digital-2025-cambodia

CYBERSTALKING

i ) ONLINE
i HARASSMENT
HATE SPEECH & NON-CONSENSUAL
ABUSIVE MESSAGES SHARING OF IMAGES
| ORVIDEOS

TECHNOLOGY-FACILITATED
GENDER-BASED VIOLENCE

Training for a Safe, Respectful
and Inclusive Digital Space

@ © © (o

RECOGNIZE EW NT RESPOND
the issue the harm with support  and Seekjustlce

Technology should connect, not harm. \
Together, let’s build a safer digital world for all.

KNOW YOUR RIGHTS PROTECT YOURSELF SUPPORT OTHERS

9 e : (), e

f@» Youhave theright to n Use tools and settings \\ y | Believe, listen, and 1I Your voice can help
dignity and safety online. to stay safe online. offer support. create change.

AWARENESS ¢ EMPATHY ¢ ACTION ACCOUNTABILITY #EI

=ndTFGBV



https://youtu.be/O4TgxpaX8C8

SWWSW TFGBV 1Nt UNFPA: -=2‘

Technology-Facilitated Gender Based Violence
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A SNAPSHOT OF FORMS OF TFGBV

WITH NEW FORMS EMERGING REGULARLY

Astroturfing. Catfishing. Cross-platform harassment. Cyberbullying. Cyberflashing.
Cyberstalking. Cyberobsessional pursuit. Deadnaming. Deepfakes. Defamation.
Denial of access. Denial of service (DoS) attacks. Documenting or broadcasting
sexual assault (rape videos). Doxxing. Electronically enabled financial abuse.
False accusations of blasphemy. Flaming. (Gender or sexist) hate speech.
Gender-trolling. Google bombing. Grooming (online). Hacking. Hashtag poisoning.
Image-based abuse. Impersonation. In-real-life (IRL) attacks. Limiting or controlling
use of technology. Mobbing or dogpiling. Online (gender) harassment. Recruitment.
Retaliations against supporters of survivors. Sexting and abusive sexting.
Sextortion. Shock and grief trolling. Slut-shaming online. Swatting. Synthetic sexual
media. Technology-facilitated unwanted sexual experiences. Threats. Upskirting,
creepshots and digital voyeurism. Zoom-bombing.
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VI Sal

View profile

opleint
share them

Khernh post b eng krob post
ters jit jmr hz

Rorl ngai ng b eng kit mex?

Fwimsg:iwmsbmys
wRRBaua?
®

Message

22:43

a Vi Sal

What happened?
« You replied to VI

HWHMSg I WmSIBMmys
URNBRIUNR?

USRI WARGIUY
megwigsihwgshh

gruguiB B wisms

S
« You replied to VI

UGB UM B I Wb me)

Ssfitstu !
muUiaisitn !

{ama)sisiam !

Unread messages

ij)ssij)sAdsinuifnh 10 ad
Sunwiamnjiomigs 1 kg Whis

Message

Okay

Up to you nah

un

a Okey mex?

| don't want to make any
arguments here nah

It is okay to ters

And it is okay to not ters

| don't want to argue with you
either but look like you too
much on our president!

]

Are you living in Cambodia?
®

« You replied to VI

| don’t want to argue with you
either but look like you too
much on our president!

v What happened?

Message




AifMAaAY:

9:
HIOMMNEA 1GAlgARAUMSUSHUT mijjwgsgums

i 81 ﬁmmjuszmms inasitssgruaniisiiciunm
v SHEAgSIGMAHSSNM

3 o= 2
9?; %J g g“
DID “e

AINAS V: [UMyAMINAYARIMSHATMAIUAMMURYIR]
[UYNTG SHIBIA
IRMHAURIGISIUNSHIYSANUIHNWANISIMENWAGES Si
uBnyguUsamywnamaisiiiunmmeagy




mifimap{ay:

AINNS m: UUIRA LGBTQIA+ MIA|RIMSHARIRAIURIMA
[EHAAGSIUAIMAlsliiunMmeay X, Facebook, §3
Instagram9 10191:0MmMamSAIRSWAEALSIM Sunwminnig]
MSATISUNMMAUREGJUUTIRHINIA ARSURIISIUGIUIEA
ANNSEY SHULNTIRHEANISIIGHIMY gNHIg)a MMAMUMA
SSUMSAUAING SHIKIUMG §6M “iOHmyuniisiay
pudusumaizanin” “um8udselinumsaeis!”




gre
o~
>
m
@)
L
T
XK
D,
IC
o2
olo
(1} s c 3
o s G
nv C o
ICC
IC° =
g L%
Qn o|C ae—lma
"]
Gu I I

S
W
?

S

HUN

NS
(AU LI U TiaT

o
o
o

[
[0m

o
o

)
W

H10W

ys1s 8u
g1
o)

o
o

1M
SHAINWUUNISIHNIS
x

(=

I

UM
au
Ano

L

1z IR UG

28 minns




- Online GBV
- Image/Video-based abuse,

- Doxxing

- Hacking,

- Impersonation, - Misogynistic hate
Speech

- Discrimination - Threats

- Sexual Harassment

- Mass-reporting to silence victims

- Sextortion (blackmail,...)

- Al-generated sexual content

- Controlling one's use of technology
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\TIONAL DEFENCE

. ROGENRS
A6 NEWS:

https://www.facebook.com/reel/1584507826069892

https://www.facebook.com/reel/4383472978642508

28 minns



https://www.facebook.com/reel/4383472978642508
https://www.facebook.com/reel/1584507826069892

¢ Fear and anxiety

e Stress and panic attacks
* Depression

¢ Shame and humiliation
® Loss of self-confidence

© Trauma and emotional
exhaustion

* Sleep problems

® Social withdrawal

In severe cases, TFGBV can contribute
to self-harm and suicidal thoughts.

&

3. ECONOMIC & PROFESSIONAL EFFECTS

e Loss of employment opportunities |
* Reduced professional visibility
* Harassment affecting

‘ work performance

* Businesses or organizations
targeted online

¢ Financial loss due to scams,
hacking, or extortion

| \’\ TFGBV can undermine livelihoods, limit career growth, and
d ge public participation, ially for journalists
and civil society workers.

=

(l“}:- 5. DEMOCRATIC & COMMUNITY EFFECTS

* Silences marginalized voices * Discourages women from leadership roles
* Reduces civic participati . and
o Limits freedom of expression

discri

polarization online

TFGBV weakens democratic spaces and prevents
inclusive and equal participation in society.

THE RIPPLE EFFECT OF TFGBV

TFGBV is a human rights issue.

v

Everyone has the right to be safe, online and offline.

£
S TECHNOLOGY-FACILITATED GENDER-BASED VIOLENCE (TFGBV)

Online abuse. Real harm. Lasting consequences.

0-0-6-0-0

THE IMPACTS OF

TFGBV
can affect

* Damage to reputation e Exclusion from online spaces
anyone. o Public humiliation o Fear of participating online
Its impacts go far  Loss of friendships or trust e Self-censorship
beyond the screen * Family conflict * Avoiding speaking out

and can be long- or leaving social media

lasting and

£ @ These effects isolate survivors and silence voices—
life-changing.

especially among women leaders, journalists,
activists, and LGBTQIA+ individuals.

T

e | 4. PHYSICAL SAFETY RISKS

» Coordinated harassment
campaigns
* Real-world intimidation

* Doxxing (sharing private information)
+ Stalking
* Threats of violence

191

Online attacks can lead to offline harm. Survivors may
feel unsafe at home, at work, and during public events.

222 | 6.IMPACTS ON CIVIL SOCIETY ORGANIZATIONS

* Staff burnout
« Digital insecurity

x 7. LONG-TERM CONSEQUENCES

« Content may continue circulating
| through screenshots
* Trauma may persist
* Survivors may lose trust
in digital spaces

* Online attacks
may resurface later

* Digital harm can become
permanent and difficult
to fully erase.

* Reduced participation in
advocacy campaigns
* Fear among i . d op

|

| risks

Organizations supporting sensitive groups may also

become targets, affecting their work and sustainability. (O Theimpact of TFGBV can last long after the abuse stops.

j| WHAT cAN WE DO?

|
9%
|

7 |

Together, we can
build a digital world

)

B @ w

Believe survivors. Supportsurvivors. | Document safely. Act together. .‘| that is safe, inclusive
ONLINE ABUSE EMOTIONAL HARM  SOCIAL ISOLATION REDUCED LONG-TERM || Listen, respect, and Provide safe, informed, | Collectand store Advocate, raise awareness, ? !
PARTICIPATION TRAUMA || never blame. ( and non-judgmental | evidence with consent | and push for safer digital and equal for all.
\\ ! support. and confidentiality. ! apaces and stronger laws.
e = = =

If you or someone you know is experiencing TFGBV,
seek support from trusted organizations or professionals.

Let's stand together to prevent TFGBV
and support survivors.

@

=
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http://www.youtube.com/watch?v=Ke-3YfvvnXg

Phishin

Telegarm

Not a contact

Phone number = Cambodia
GH: 200m 512026

© SsiusmannSgims

User updated name less than an hour ago

OTP Scam
Telegram Scam
Fake Job

Fake QR
Facebook Hack
Romance Scam
Fake NGO
Deepfake
Investment Scam

igs7 2um
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Deep-Live-Cam 2.1

Real-time face swap and video deepfake with a single click and only a single image.

1 GITHUB TRENDING
0 &

%, .« #1 Repository Of The Day

https://www.facebook.com/reel/125
5603402677839/



https://www.facebook.com/reel/1255603402677839/?s=single_unit
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ATTACK FLOW

How Hackers Use Social Engineering to Attack You

@ 2 o 54 0

1. RECONNAISSANCE 2. BUILD TRUST 3. CREATE URGENCY 4. MANIPULATION 5. GAIN ACCESS 6. EXPLOITATION

Gather Information Gain Your Confidence Trigger Emotion Get You to Take Action Take Over or Steal Data Use and Cause Damage

0,

Username

&=

“Urgent action needed!”

“Your account will be
suspended!”

« Check social media « Pretend to be someone * Click a link * Access your account « Blackmail / Sextortion
| 5 Collect personal details you know or trust “Please verify now!” « Provide OTP / password + Change password « Leak private content
« Find email, phone, org info * Use similar name, photo, “Time sensitive + Download a file + Take over social media + Impersonate you
|+ Identify relationships 2900 'tOle . i * Login to a fake website onpages + Scam your friends
o/ liskin youthabits * Start a-fnendly.ct.)r.\versatlon +:Share sensitive information + Read messages / files « Financial loss
« Establish credibility « Send money or files « Steal data « Reputational damage

‘ * Move inside your network

2 N

- B
GOAL: 1 ' § GOAL: &N GOAL: GOAL: GOAL: GOAL:
Know you better | % Make you trust them Pressure you to act ! Make you give them Sainfull control Sausghar and
tL J L : ok ) L or steal data Y profit from it ]
L A —

) without thinking what they want

@ ® | @ | @ <

YOURSELF Verify before Never share Check links Enable Don't panic, Report and
\ you trust OTP or passwords carefully 2FA take a breath seek help )

IR e

Hackers don’t always hack systems,

they hack PEOPLE.
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https://docs.google.com/document/d/1IaRMb0Rs3szSIjkkDsZxPjxMklK2bEg97KvvwVhoJYY/edit?usp=sharing
https://docs.google.com/document/d/15QbFDW4UAUkC2QS_myvUU0Mu6OsnYmQpvJI912kby3M/edit?usp=sharing
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Choose the right tools to reduce your risks

TOOLS & RISKS

TABLE 1: MATCH RISKS WITH TOOLS / PRACTICES

RISK WHAT CAN HAPPEN?
Someone gets your
password and logs in

to your account.

Password Leak

Someone steals your
account and locks you
out or misuses it.

Account Theft

Your messages can be
read or intercepted by
others.

Hackers can see what

Public Wi-Fi
Risk you do online on public
Wi-Fi.
Device Theft Others access your
orlioes data or accounts on
your device.
You lose important data
Data Loss

due to device damage
or loss.

You click a fake link and
Fake Link / Phishing | give away your info or
| get malware.

KEY TAKEAWAY:

=

2
]

@
o
o

Q

TOOL / PRACTICE

Password Manager
Create strong, unique
passwords and store safely.

2FA (Two-Factor
Authentication)

Add an extra layer of
protection to your login.

Use end-to-end encrypted
messaging app.
VPN Awareness

Use VPN or avoid sensitive
activities on public Wi-Fi.

Screen Lock + Remote
Wipe

Lock your device and be ready
to wipe it remotely.

Backup

Back up your important

data regularly.

Link Verification
Check links before clicking.
Verify the source.

There is no tool that can protect you 100%.
But the right tools + good habits = much safer.

TABLE 2: COMMUNICATION & RISK LEVEL

COMMUNICATION TYPE RISK LEVEL NOTES
Not end-to-end

° Facebook Messenger Medium encrypted by default.
Use for general talks.
Encrypted in Secret Chat

a Telegram Medium only. Be careful in

groups.

O sora

v High Privacy

End-to-end encrypted
by default. Best for
sensitive conversations.

a

\

e®p Public Group
A@RN (Any Platform)

D4 Emai

Screenshot
Sharing

&

Be aware

&

Use the right tools

° High Risk

Depends

v Very Dangerous

Stay protected

Information can be
seen, saved, or shared
without your control.

Depends on content,
encryption and who
has access.

Easy to leak, hard
to control. Avoid
sensitive content.

e0e
agn

Protect others




90190 — 90 &0

AUBAHIUNIAI[YS



iUij)SSn: MIRWaAU
lUUUIgAISRIISISHEIN
Uiiip TFGBV




“tasinununenen

HIGU MY S A UAEaM?”







S — Stop
Escalation

o o o
Dle _Dle DI
2200
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T — Take Evidence

MIGAIH[AA Screenshot
nnNMU URL
iunsiitna) Username
INUN & 1513

igmn
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5 5T0p ONLINE HARM wenwstoponiineharm e @&

geistiie:

O — Organize Support

assisusanesmrg

&

>

o
ne
2
T
=
5

W hitps://forms.gle/HHINfsVxz5CcYITp7

e [AYUIGAISHY

o KAPEER - s
o  Stop Online Harm Cambodia * iﬂ;ﬁr’ﬂi Sﬁ[:ﬁfﬁﬂﬁ-ﬂﬁﬁutﬁmlgisﬂﬁg
o NCl Al
o  Take it down o Klahaan
o  Trusted IT Support o WMC
o Digital Safety Community o ADHOC
P " Licabro
o CamboJA
o CCIM
o GADC
o CWCC
o YRDP
" orn More...
o  SILAKA




P — Protect Accounts

HIMAJUYAM{UG) Change Password
i0ARI0NIMI Enable 2FA
IGMIGmAauAInA Logout Sessions
SajiBunatsmMn Privacy Check

n SEnwminnBlock & Report



STOP Framework

4 Steps to a Technical Response to TFGBV (Technology-Facilitated Gender-Based Violence)

S — Stop T — Take O — Organize P — Protect
Escalation Evidence Support Accounts
® Do not panic. Screenshot @ Trusted Person 0 Change Password
. R, e Enable 2FA
@ Do not respond @ URL (Link) Organization Support (Two-Factor Authentication)
in anger. U Logout of Active
S€fhame @ Technical Help Sessions
@ Do not share s Pri ChEck
Date & Time ; @ rivacy onec
oF fofvard. @ Emotional Support (Review Settings)
Q Chat History , Q Block & Report
(or Messages) ® (Accounts / Content)
|
Take a breath. Collect clear and complete You are not alone. Secure your accounts
Stopping escalation evidence. It can help if you Reach out to people and and devices to reduce
keeps you safer. need to report or seek support. services you trust. the risk of further harm.

Remember: Your safety and well-being come first. You deserve support. It's okay to ask for help.
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https://docs.google.com/document/d/1q4PZ0nc9hQbG22OZZ_amCHPfm5NtE9sfjqyf4aDJHy0/edit?usp=sharing

WHAT TO DO IF YOUR FACEBOOK ACCOUNT
IS DISABLED OR HACKED

Stay calm and follow the correct steps to recover your account safely.

DON’T PANIC AND

DON'T CREATE A NEW ACCOUNT e COLLECT IMPORTANT INFORMATION

L

* Do not create a new account ® Profile URL or Username '
on the same phone or device. v * Email associated with the account

e Facebook may treat the new 3 @ Phone number
account as suspicious and v e Screenshots of messages
disable both accounts. v or warnings

This may make it harder

Device(s) used to log in
to recover your account.

(phone model, computer, etc.)

O FILL IN THE FORM ACCURATELY @) susmiT YOUR ID IF REQUESTED

® Enter your real name Facebook may ask for a valid ID:

@® (as on the account) ID card, passport, or driver's license.
=Y ® Use the email or phone number .
linked to your account o Make sure the name on the ID
® Clearly explain your issue. ° matches your account.
Example: Take clear photos
=2 . e ; axe clear photos.
My Lo by Do not edit the document.

Please review it again. | am the real owner.”

0 WHILE YOU WAIT

O @ @ @ ©

0 BEWARE OF SCAMS

Do NOT trust anyone who:

* Says they can recover your account for a fee
* Claims to be Facebook staff

® Asks for your password or login code (OTP)

Do not log in Do not switch Avoid using VPN Do not submit the Check your email
too many times. devices too often. frequently form rep dly regularly, including Facebook does NOT charge for account recovery.
the Spam/Junk folder. Facebook will never ask for your password via
chat or email. Never share your password or
OTP with anyone.
—

——

#123456789

USE FACEBOOK’S OFFICIAL
RECOVERY CHANNELS ONLY

W

If your account is hacked:
facebook.com/hacked

If your account is disabled:
facebook.com/help/contact/260749603972907

Do not use unofficial websites or people
who claim they can recover your account.

0 SAVE YOUR CASE NUMBER

e After submission, you may
receive a case or reference number.

e Save it (screenshot or email)
to track your case later.

0 AFTER YOU RECOVER YOUR ACCOUNT

Change your password immediately.
Enable Two-Factor Authentication (2FA).
Log out of all devices.

Review your email and phone number.
Remove unknown devices.

e o o 0 o o

Check your apps, pages,
and Business Manager access.
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9. aSGWanANimasisinAa (Common sense in using
internet) .

¥. misgueRi[al SuRlamnauaimasistnia
(Responsibility and safety in using internet)

m. miimRIguanNijavlal (Right contents of the message)
c. mitan Samimifgnjisyja (Respect and protection of
online properties)

&. miAIniimoNans (Respect and protection of online
properties)

28 minns
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