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1 Such as lesbian, bisexual, transgender and intersex women and girls. In this paper, the term “women and girls” refers to women and girls 
in all their diversity, including their diversity in sexual orientation, gender identity and sex characteristics.
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Digital technology offers unprecedented op-

portunities and can be an enabler for gender 

equality and women’s equal enjoyment of hu-

man rights. Digital connectivity has delivered 

tremendous tools for women and girls’ greater 

information, education, expression and mobi-

lization. When open, secure, affordable and 

of high-quality, Internet access has opened 

space for women and girls, including those 

with diverse sexual orientation, gender iden-

tity or sex characteristics1 to connect, share, 

mobilize, organize, advocate, build solidari-

ty, engage in public and democratic life and 

drive social change. 

However, new technologies are increasingly

being misused to fuel and perpetrate gender-

based violence. Technology facilitated gender-

based violence is one of the fastest-growing 

forms of violence against women and girls.

> Perpetrators increasingly exploit digital 

tools, platforms, and emerging technologies 

to inflict gender-based harm, including sex-

ual exploitation, harassment, hate speech, 

stalking, and image-based abuse. Digital 

surveillance technology can also be used for 

stalking and facilitate gender-based attacks. 

> The spread of misogynistic content rein-

forces harmful masculinities and discrimina-

tory norms that fuel both online and offline 

violence against women and girls, including 

femicide. 

> The rapid expansion of generative AI is 

intensifying these trends by normalizing mi-

sogyny, amplifying harmful content, and po-

tentially creating new forms of violence. 
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What is it?

• Throughout their life, women and girls face 

multiple, recurring and interrelated forms of 

violence, in both offline and online spaces3. 

Technology facilitated gender-based violence 

is driven and enabled by the same structur-

al factors that drive gender-based violence, 

such as gender inequality, harmful social 

and gender norms, systemic discrimination 

and unequal power relations between wom-

en and men linked to patriarchal attitudes 

and gender stereotypes. 

• Technology facilitated gender-based violence 

is a rapidly spreading and evolving form of 

violence that can affect a large number of 

individuals in a short period and on a large 

scale. It often involves multiple national and 

international actors including States, internet 

providers, social media platforms, content 

creators, each bearing distinct responsibilities.
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2 Report of the Secretary-General on technology-facilitated violence against women and girls, A/79/500 (2024). 3 Report of the Secre-
tary-General on technology-facilitated violence against women and girls, A/79/500 (2024). 4 For a definition of some forms, see UNFPA 
Glossary of digital violence terms, https://www.unfpa.org/thevirtualisreal-background#glossary.  5 See for example: https://chinadigitaltimes.
net/2025/08/maskpark-cyber-abuse-scandal-censored-women-say-silence-will-only-make-it-worse/

Technology facilitated gender-
based violence refers to gender-
based violence occurring in digital 
spaces as well as offline gender-
based violence facilitated by the 
use of technology2.

Ilustration: Freepick

• Forms4: 

It can take many forms and keeps evolving. 

Examples include:

o Online harassment, stalking, misogynist hate 

speech, cyberbullying.

o Non-consensual taking and sharing of pri-

vate images, videos (“revenge porn”) or infor-

mation5;

o Blackmail, sexual extortion, impersonation, 

deepfakes;

o AI use for spreading gender-based violence 

including harmful gender stereotypes, includ-

ing AI-powered bots programmed for auto-

mated harassment, threats etc.;

o Tech-enabled offline abuse, like using GPS 

trackers for stalking, or filming without consent 

(for ex. “upskirting”).

• Victims: 

Anyone can be a victim, but women and girls 

especially those experiencing multiple and 

intersecting forms of discrimination such as 

racialized women, women with disabilities, 

migrants, women from national or ethnic, reli-

gious and linguistic minorities, older women, 

lesbian, bisexual, transgender, intersex and 

queer women, face higher risks. 

Women in politics, journalists and women 

human rights defenders are also frequent 

https://www.unfpa.org/thevirtualisreal-background#glossary.
https://chinadigitaltimes.net/2025/08/maskpark-cyber-abuse-scandal-censored-women-say-silence-will-only-make-it-worse/
https://chinadigitaltimes.net/2025/08/maskpark-cyber-abuse-scandal-censored-women-say-silence-will-only-make-it-worse/
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6 Someone who leaves an intentionally annoying or offensive message on the internet, in order to upset someone or to get attention or cause 
trouble. (Cambridge dictionary). 7 A computer program that works automatically, especially one that searches for and finds information on the in-
ternet. (Cambridge dictionary). 8 UNESCO 9 https://www.unfpa.org/sites/default/files/pub-pdf/An%20Infographic%20Guide%20to%20An%20
Infographic%20Guide%20to%20TFGBV.pdf 10 Report of the Secretary-General on Intensification of efforts to eliminate all forms of violence against 
women and girls: technology-facilitated violence against women and girls, A/79/500 (2024).

targets because of their work, in conjunction 

with being perceived as infringing gender 

roles stepping out in public spaces.

• Perpetrators: 

They can be strangers, individuals who re-

main anonymous online, or persons known 

and close to the victim (partners/ex- partners, 

coworkers, classmates, as well as political 

actors and trolls6 or bots7).  

For a comprehensive analysis of technology
facilitated gender-based violence, its manifes-
tations and the human rights violations it may
entail, consult the CEDAW Committee work-
ing group on gender based violence initial 
position paper on technology facilitated gen-

der-based violence against women.

Prevalence of technology facili-
tated gender-based violence 

Some key statistics

• 58% of young women and girls globally 

have experienced online harassment on so-

cial media platforms8. All regions are affect-

ed: nearly all women in the Arab States, 9 out 

of 10 women in Latin America and Africa, 8 

out of 10 women in the Asia Pacific region, 

and 7 out of 10 women in North America and 

Europe have encountered instances of tech-

nology facilitated gender-based violence9. 

• 67 per cent of women and girls victims 

have experienced it as under various forms of 

defamation10. 

https://www.unfpa.org/sites/default/files/pub-pdf/An%20Infographic%20Guide%20to%20An%20Infographic%20Guide%20to%20TFGBV.pdf
https://www.unfpa.org/sites/default/files/pub-pdf/An%20Infographic%20Guide%20to%20An%20Infographic%20Guide%20to%20TFGBV.pdf
https://www.ohchr.org/en/documents/position-papers/cedaw-working-group-gender-based-violence-initial-position-paper-tech
https://www.ohchr.org/en/documents/position-papers/cedaw-working-group-gender-based-violence-initial-position-paper-tech
https://www.ohchr.org/en/documents/position-papers/cedaw-working-group-gender-based-violence-initial-position-paper-tech
https://www.ohchr.org/en/documents/position-papers/cedaw-working-group-gender-based-violence-initial-position-paper-tech
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11 Inter-Parliamentary Union, Sexism, harassment and violence against women parliamentarians, (2016). 12 UNESCO 13 Security Hero. 
2023. “2023 State of Deepfakes.” https://www.securityhero.io/state-of-deepfakes/ 14 https://data.unwomen.org/global-database-on-vio-
lence-against-women 15 See UN Committee on the Elimination of all forms of Discrimination against women, General Recommendation 35: the 
Committee made clear that the Convention is fully applicable to technology-mediated environments, such as the Internet and digital spaces and 
CEDAW Committee working group on gender based violence initial position paper on technology facilitated gender-based violence against women.
16 UN Committee on the Elimination of all forms of Discrimination against women, General Recommendation 35.

Ilustration: Freepick

• Women active in public life, including wom-

en politicians, women human rights defend-

ers, journalists are groups facing increasing 

TFGBV. 82% of women parliamentarians have 

experienced some form of psychological vio-

lence, which mostly occurs online11 and 73% 

of women journalists have experienced online 

violence in the course of their work12.

• 98 per cent of deepfakes online are pornograph-

ic, with 99 per cent targeting women and girls13. 

• Only 46 countries14 have adopted legislative 

measures to address technology facilitated gen-

der-based violence against women and girls.

Technology facilitated gender-based violence 

is often underreported due to the inexistence 

of reporting mechanisms and support ser-

vices. Victims may also not understand that 

technology facilitated gender-based violence 

is prohibited violence, or fear reprisals, and 

lack trust in authorities. 

Additionally, most States have not yet put in 

place an efficient and systematic data collec-

tion on technology facilitated gender-based 

violence, which leads to significant gaps in 

the availability of substantive data to under-

stand and analyze the scale of the problem, 

and address it effectively.  

International human rights law

• Technology facilitated gender-based violence 

is a form of gender-based violence. The inter-

national human rights framework applicable 

to gender-based violence applies to technolo-

gy facilitated gender-based violence15. 

The CEDAW Committee defines gender-
based violence as “Violence directed toward, 
or disproportionately affecting someone be-
cause of their gender or sex as well as per-
ceived transgression of the gender norms in 
their community or society. Such violence 
takes multiple forms, including acts or omis-
sions intended or likely to cause or result in 
death or physical, sexual, psychological or 
economic harm or suffering, threats of such 
acts, harassment, coercion and arbitrary 
deprivation of liberty“16

https://www.ipu.org/resources/publications/issue-briefs/2016-10/sexism-harassment-and-violence-against-women-parliamentarians
https://www.securityhero.io/state-of-deepfakes/
https://data.unwomen.org/global-database-on-violence-against-women
https://data.unwomen.org/global-database-on-violence-against-women
https://www.ohchr.org/en/documents/position-papers/cedaw-working-group-gender-based-violence-initial-position-paper-tech
https://www.unesco.org/en/articles/unescos-global-survey-online-violence-against-women-journalists
https://www.unesco.org/en/articles/unescos-global-survey-online-violence-against-women-journalists
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What are States’ obligations? 

“We need stronger laws to protect survivors and have 

tech companies regulate their content on platforms. 

And society also needs to create better and more ethi-

cal digital citizens.” Hera Hussain, feminist activist. UK.

International human rights law requests States 

to act with due diligence and prevent the oc-

currence of GBV, protect all persons against 

it, as well as investigate, prosecute and pun-

ish all acts of gender-based violence.

• Key international and regional instruments:

o United Nations Convention on the Elimi-

nation of all forms of Discrimination Against 

Women (CEDAW) 

o Inter- American Convention on the Preven-

tion, Punishment and Eradication of Violence 

against Women “Convention of Belém do 

Pará” 

o Council of Europe Convention on Prevent-

ing and Combating Violence against Women 

and Domestic Violence (“Istanbul Conven-

tion”) 

o Protocol to the African Charter on Human 

and Peoples’ Rights on the Rights of Women in 

Africa (the “Maputo Protocol”)

o Rome Statute of the International Criminal Court

o Geneva Conventions 

• Interpretation of norms and principles  

by the UN Treaty Bodies: 

o CEDAW General recommendations 19 and 

35 of the Committee on the Elimination of Dis-

crimination against Women on gender-based 

violence against women explicitly recognizes 

tech-based violence as a new form of gen-

der-based violence under CEDAW’s mandate.

o CEDAW General Recommendation 33 on wom-

en’s access to justice highlights technology’s role in 

women’s empowerment and access to justice.

o CEDAW General Recommendation 36 on 

the right of girls and women to education fo-

cuses on girls’ vulnerability to cyberbullying 
o CEDAW General Recommendation 40 

on the equal and inclusive representation of 

women in decision-making systems explicit-

ly addresses technology-facilitated violence 

against women and girls, acknowledging its 

various manifestations (structural, emotional, 

economic) and urging states to adopt leg-

islative and regulatory measures for a gen-

der-equal digital future, including addressing 

biases in artificial intelligence. 

o Committee on the Rights of the Child (CRC), 

General Comment 25 on children’s rights in 

relation to the digital environment notes the 

applicability of all rights within the CRC to the 

digital environment and explicitly notes the re-

sponsibility of States to protect children from 

violence in the digital environment.

Note: The Optional Protocol to the Convention 

on the Rights of the Child on the sale of chil-

dren, child prostitution and child pornography 

also directly addresses severe forms of child 

exploitation that frequently occur online.

https://www.ohchr.org/en/instruments-mechanisms/instruments/convention-elimination-all-forms-discrimination-against-women
https://www.ohchr.org/en/instruments-mechanisms/instruments/convention-elimination-all-forms-discrimination-against-women
https://www.ohchr.org/en/instruments-mechanisms/instruments/convention-elimination-all-forms-discrimination-against-women
https://www.oas.org/juridico/english/treaties/a-61.html
https://www.oas.org/juridico/english/treaties/a-61.html
https://www.oas.org/juridico/english/treaties/a-61.html
https://www.oas.org/juridico/english/treaties/a-61.html
https://www.coe.int/en/web/istanbul-convention
https://www.coe.int/en/web/istanbul-convention
https://www.coe.int/en/web/istanbul-convention
https://www.coe.int/en/web/istanbul-convention
https://au.int/en/treaties/protocol-african-charter-human-and-peoples-rights-rights-women-africa
https://au.int/en/treaties/protocol-african-charter-human-and-peoples-rights-rights-women-africa
https://au.int/en/treaties/protocol-african-charter-human-and-peoples-rights-rights-women-africa
https://www.icc-cpi.int/sites/default/files/2024-05/Rome-Statute-eng.pdf
https://www.icrc.org/en/law-and-policy/geneva-conventions-and-their-commentaries
https://tbinternet.ohchr.org/_layouts/15/treatybodyexternal/Download.aspx?symbolno=INT%2FCEDAW%2FGEC%2F3731&Lang=en
https://tbinternet.ohchr.org/_layouts/15/treatybodyexternal/Download.aspx?symbolno=CEDAW%2FC%2FGC%2F35&Lang=en
https://tbinternet.ohchr.org/_layouts/15/treatybodyexternal/Download.aspx?symbolno=CEDAW%2FC%2FGC%2F33&Lang=en
https://tbinternet.ohchr.org/_layouts/15/treatybodyexternal/Download.aspx?symbolno=CEDAW%2FC%2FGC%2F36&Lang=en
https://tbinternet.ohchr.org/_layouts/15/treatybodyexternal/Download.aspx?symbolno=CEDAW%2FC%2FGC%2F40&Lang=en
https://docs.un.org/en/CRC/C/GC/25
https://docs.un.org/en/CRC/C/GC/25
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17 OHCHR, A Human Rights Based Approach to Data, 2018 https://www.ohchr.org/sites/default/files/Documents/Issues/HRIndicators/Guid-
anceNoteonApproachtoData.pdf
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line with a human-rights based approach to data 

including in relation to privacy and safety.17

• States should work closely with survivors, 

civil society organizations, and technology 

companies to design and implement efficient 

prevention and response measures, in line 

with international human rights norms.

• Technology companies including social 

media and messaging platforms have a 

responsibility to respect human rights, as 

outlined in the UN Guiding Principles on 

Business and Human Rights. This includes 

ensuring that their products, services or busi-

ness practices do not contribute to or ampli-

fy gender-based violence. 

What is the impact on victims? 

“Every “like” to those publications is an aggres-

sion, every “like” is a blow. Every time someone 

shares intimate content of a person who did not 

allow it is like a rape.” Olimpia Coral Melo, sur-

vivor from Mexico.

Technology facilitated gender-based violence 

can have many serious and long-lasting con-

sequences, depending on the characteristics 

of the victim and of the violence. 

• Physical: it can be a prelude of  physical 

violence and in extreme cases, femicide, or 

instigate suicide. 

o PREVENTION: for example, adopting laws, 

policies and regulations to address TFGBV, 

designed in close collaboration with survivors, 

internet providers, and social media platforms; 

implementing awareness raising campaigns 

and promoting digital education.  

o RESPECT: for example, refrain from conduct-

ing, supporting, or encouraging technology 

facilitated gender-based violence themselves 

(e.g., state-sponsored harassment, unlawful 

surveillance, or arbitrary internet shutdowns 

that hinder the ability of victims to seek help), 

and ensure and enable a safe and inclusive 

digital space for women and girls.  

o PROTECTION: for example, fostering a 

policy of zero tolerance to online violence 

against women and girls; providing avenues 

for survivors to seek redress and remedies 

and ensuring legal and psychological sup-

port services for survivors.

o ACCESS TO JUSTICE: for example, ensuring 

cases are investigated, perpetrators are pun-

ished, and victims receive justice and repa-

rations; training law enforcement officials on 

how to address technology facilitated gen-

der-based violence.

o DATA COLLECTION: for example, collecting 

and publishing reliable statistics about different 

forms of TFGBV, to understand their drivers and 

impact, disaggregated  by sex, gender, age, 

ethnicity, disability, religion or belief, sexual ori-

entation, gender identity, and other factors, in 

https://www.ohchr.org/sites/default/files/Documents/Issues/HRIndicators/GuidanceNoteonApproachtoData.pdf
https://www.ohchr.org/sites/default/files/Documents/Issues/HRIndicators/GuidanceNoteonApproachtoData.pdf
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18 For ex., see the story of Aisha: https://webfoundation.org/2022/12/online-gender-based-violence-story-aisha-nigeria/ 

• Economic consequences: Victims may drop 

school, lose jobs, or face discrimination at work. 

• Technology facilitated gender-based vio-

lence  harms not only the victims but it also 

affects their family, community, and society 

as a whole18. 

“People called for my killing (…), and (…) that I 

should be lynched. I have three sisters who look 

like me, and some people actually confuse us (…). 

One of them has had to make her cover her face 

completely, because of harassment she has been 

subjected to publicly. Another was once attacked 

in the market.” Aisha, survivor from Nigeria.

Ilustrator: Freepick

8

• Psychological: Victims may feel shame, guilt, 

or isolation, often worsened by stigma from 

their family or community. 

• Social consequences: Victims may lose/be 

excluded from their social circle/communi-

ties/families and be exposed to further vio-

lence by the family or community.

  

• Political consequences: Online harassment, 

misogynist or gendered hate speech discour-

ages women and girls from speaking up, 

running for office or participating in political 

and public life, including online. 

https://webfoundation.org/2022/12/online-gender-based-violence-story-aisha-nigeria/
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19 A/HRC/58/33.  20 A/HRC/56/45.  21 A/HRC/57/28.  22 A/HRC/60/45, A/HRC/51/17, A/HRC/48/31. 

Engaging men and boys is key! 
Boys and men can be human rights 
advocates, allies and changemakers.
When men and boys speak up 
against online abuse, challenge 
harmful norms, and promote respect
 for human rights, they help dis-
mantle a patriarchal system that 
enables violence against those 
who do not or are perceived not 
to conform with traditional gen-
der roles, including men and boys, 
women and girls and LGBTIQ+ 
persons and non-binary persons. 

TFGBV in numbers  

TFGBV is often underreported due to the inex-

istence of reporting mechanisms and support 

services. Victims may also not understand 

that TFGBV is prohibited violence, or fear re-

prisals, and lack trust in authorities. 

Additionally, most States have not yet put in 

place an efficient and systematic data col-

lection on TFGBV, which leads to significant 

gaps in the availability of substantive data 

to understand and analyze the scale of the 

problem, and address it effectively.  

ANNEX - Relevant Resources   

1. OHCHR reports

• Rights of persons with disabilities and digi-

tal technologies and devices, including assis-

9

• However, there is a high level of impuni-

ty for perpetrators of technology facilitated 

gender-based violence, due to several con-

curring factors such as: the absence of regu-

lations for tech companies and social media 

spaces, the inexistence of or inadequacy of 

legal frameworks for accountability, the lack 

of reporting mechanisms for victims, among 

others. Victims also often refrain from report-

ing technology facilitated gender-based vio-

lence due to fear of reprisal or social stigma 

and consequences. 

Technology facilitated gender-
based violence is gender-based 
violence in the digital age. It’s a 
human rights issue, and gover-
ments, communities, and technol-
ogy companies all share respon-
sibility for preventing it and pro-
tecting victims. 

https://docs.un.org/en/A/HRC/58/33
https://docs.un.org/en/A/HRC/56/45
https://docs.un.org/A/HRC/57/28
https://www.ohchr.org/en/documents/thematic-reports/ahrc5117-right-privacy-digital-age
https://docs.un.org/A/HRC/48/31
https://docs.un.org/A/HRC/48/31
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23 A/HRC/44/24. 24 A/HRC/35/9. 25 Report requested by Human Rights Council resolution 57/29 26 Report request-
ed by Human Rights Council resolution 56/19  27 A/HRC/38/47. 28 A/HRC/44/52.  29 A/HRC/50/25.  30 A/HRC/44/57.  
31https://www.ohchr.org/en/documents/position-papers/cedaw-working-group-gender-based-violence-initial-position-paper-tech 
32 A/79/500 33 E/2023/27-E/CN.6/2023/14

tive technologies19 (2025).

• Mapping report on human rights and new 

and emerging digital technologies20 (2024).

• Solutions to promote digital education for 

young people and to ensure their protection 

from online threats (2024)21.

• Reports on the right to privacy in the digital 

age (2025, 2022, 2021)22.

• Report on technologies on the promotion 

and protection of human rights in the con-

text of assemblies, including peaceful pro-

test (2020)23.

• Report on promotion, protection and enjoy-

ment of human rights on the Internet: ways to 

bridge the gender digital divide from a hu-

man rights perspective (2017)24.

• Report on a human rights approach to 

meaningful connectivity and to overcom-

ing digital divides including by addressing 

threats to individuals’ access to the Inter-

net25. (June 2026)

2. Human Rights Council Advisory Committee

• Report of the Advisory Committee of the 

Human Rights Council on technology facili-

tated gender-based violence and its impact 

on women and girls (September 2026)26. 

3. UN Special Procedures

• Report of the Special Rapporteur on Vio-

lence against women and girls on online vio-

lence against women and girls from a human 

rights perspective (2018)27.

• Report of the Special Rapporteur on Vio-

lence against women and girls on combating 

violence against women journalists (2020)28.

• Report of the Working Group on Discrim-

ination Against Women and Girls on girls’ 

and young women’s activism (2022)29.

• Report of the Special Rapporteur on con-

temporary forms of racism on racial discrim-

ination and emerging digital technologies: a 

human rights analysis (2020)30.

• Report of the Working Group on Discrimi-

nation against women and girls on artificial 

intelligence (June 2026).

4. UN treaty bodies

• CEDAW Initial Position Paper on Tech-facili-

tated gender-based violence Against Women31.

5. UN Secretary General 

• Report of the Secretary-General on Intensifica-

tion of efforts to eliminate all forms of violence 

against women and girls: technology-facilitated 

violence against women and girls (2024) .32.
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https://docs.un.org/A/HRC/44/24
https://docs.un.org/A/HRC/35/9
https://docs.un.org/A/HRC/RES/57/29
https://docs.un.org/A/HRC/RES/56/19
https://docs.un.org/A/HRC/38/47
https://docs.un.org/A/HRC/44/52
https://docs.un.org/A/HRC/44/57
https://docs.un.org/A/HRC/44/57
https://www.ohchr.org/en/documents/position-papers/cedaw-working-group-gender-based-violence-initial-position-paper-tech
https://docs.un.org/A/79/500
https://docs.un.org/en/e/2023/27
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6. UN Commission on the Status of Women

 

• Report on the sixty-seventh session, priority 

theme on “Innovation and technological change, 

and education in the digital age for achieving 

gender equality and the empowerment of all 

women and girls (2023)33.

7. UN Agencies

• UNFPA, Digital violence terms 

• UNFPA, An Infographic Guide to Technolo-

gy-facilitated Gender-based Violence (2025)

• UNFPA, Second Global Symposium on Tech-

nology-facilitated Gender-based Violence: Key 

takeaways (2025)

• UNFPA, What is technology facilitated 

gender-based violence? (2023). 

• UNFPA, A Framework for TFGBV Progra-

mming (2024)

• UNFPA, Technology-facilitated Gender-based 

Violence: Making All Spaces Safe (2021)

• UNESCO, “Your opinion doesn’t matter 

anyway”: Exposing Technology-Facilitated 

Gender-Based Violence in an Era of Genera-

tive AI (2023). 

• UNESCO, How to combat online gendered 

disinformation (2024)

• UN Women

- Repository of UN Women’s work on technol-
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