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Synopsis

Data from the United Nations Trade and Development organization indicates that
annual FDI into Cambodia has averaged 13% of the country's GDP from 2010 to 2022. Much
of Cambodia’s foreign investment is sourced from the PRC in the form of infrastructure and
manufacturing investments. A critical driver of Cambodia’s future economic growth will be
the strategic utilization of technology to transition into higher value-add industries. This
paper investigates the relation between Cambodia’s data policies and the development of
these advanced industries critical to the country’s future growth. This paper begins with
background information and summary statistics on FDI in Cambodia, followed by an
assessment of the country's technical readiness for technological innovation. Building
technical capacity in Cambodia will likely require the coordination and absorption of foreign
technical knowledge. The analysis then delves into the relationship between FDI and data
policies such as privacy laws, data transfer agreements, and cybersecurity standards. A
comparative analysis of Cambodia’s data policies with those of other ASEAN countries and
select East Asian nations highlights areas where improvements to Cambodia’s laws can be
made. This paper also explores the impact of Cambodia’s current laws on technological and
economic development. The conclusion hypothesizes that foreign entities are more likely to
invest in Cambodia if the country has transparent, robust, and internationally compliant data
policies in place. The findings suggest that robust privacy laws, a stable regime of internet
rights, foundational cybersecurity policies, and the free flow of data can power Cambodia’s
future economic growth.
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Foreign Direct Investment in Cambodia
Cambodian Foreign Direct Investment Statistics

FDI into Cambodia comprises a comparatively high percentage of the nation’s GDP
when compared to other ASEAN nations. FDI equaled 12.1% of Cambodia’s GDP in 2022
whereas the Lao People's Democratic Republic, the next closest ASEAN country in the
metric besides Singapore, totaled only 5.7%.! Additionally, there are slight variations
between figures reported by various data collecting organizations like the CDC and external
entities like UNCTAD. The CDC is the highest decision-making body for private and public
sector investment in Cambodia, chaired by the Prime Minister and composed of senior
ministers from relevant government agencies, with a mission to promote and facilitate foreign
and local investments to foster a healthy private sector and achieve sustainable economic
development. FDI into Cambodia reportedly totaled $4.92 billion USD in 2023.2 For the first
two months of 2024, the CDC reported $1.3 billion in FDI.® Attracting high quality FDI is
especially important considering that the Lowy Institute reported a 30% drop in official
development finance in 2022 following the pandemic.*

Not all FDI is created equal or has the same propensity to move Cambodia’s exports
further up the value chain. Historically, most of the FDI into Cambodia’s manufacturing has
been funneled towards the lower value-added textile and garments industry.® This is due to
the textile industry’s reliance on the lower cost of labor in Cambodia to promote exports.
General garments exports comprised 68% of Cambodia’s total exports from 2015-2022
according to the IMF.® ERIA researchers stated that these “FDI industries create fewer
backward linkages to domestic industries, investment in R&D, and development and
investment in human capital; have little impact on increasing local wages; and also cause less
investment in critical infrastructure for the network economies linked to GVC networks.”’
The next phase of Cambodia’s economic and industrial development is “unlikely to happen
naturally and will require government intervention and/or policy reforms.”® This paper will
touch on the data policy reforms that will best position Cambodia to succeed in its next stage
of development.

! World Bank, Foreign Direct Investment, Net Inflows (% of GDP) (2022),
https://data.worldbank.org/indicator/BX.KLT.DINV.WD.GD.ZS?end=2022&locations=KH-TH-VN-LA-MY-
BN-MM-PH-ID&start=1990&view=chart.

2 Cambodia Attracts $1.3 Billion in FDI Inflows, KHMER TIMES (Mar. 11, 2024),
https://www.khmertimeskh.com/501453553/cambodia-attracts-1-3-billion-in-fdi-inflows/.

3 Chinese Investment Passes $1.3B in Jan-Feb, 40% of Total, PHNOM PENH POST (Mar. 10, 2024),
https://www.phnompenhpost.com/business/chinese-investment-passes- 1 -3b-in-jan-feb-40-of-total.

4 International Aid Decline Raises Concerns for Cambodia’s Economic Stability, PANOM PENH POST (Jun. 13,
2024), https://www.phnompenhpost.com/business/international-aid-decline-raises-concerns-for-cambodia-s-
economic-stability-.

% Jayant Menon & Sothea Oum, Investment Facilitation and Promotion in Cambodia: Impact of Provincial-level
Characteristics on Multinational Activities, ERIA (2024), https://www.eria.org/uploads/Investment-Facilitation-
and-Promotion-in-Cambodia-Impact-of-Provincial-level-Characteristics-on-Multinational -Activities-.pdf.

8 IMF, Cambodia: 2023 Article IV Consultation, IMF Country Report No. 23/123 (2023).

7 Jayant Menon & Sothea Oum, Investment Facilitation and Promotion in Cambodia: Impact of Provincial-level
Characteristics on Multinational Activities, ERIA (2024), https://www.eria.org/uploads/Investment-Facilitation-
and-Promotion-in-Cambodia-Impact-of-Provincial-level-Characteristics-on-Multinational -Activities-.pdf.

8 Jayant Menon, Cambodia: Policies to Increase the Inclusiveness, Resilience, and Sustainability of Economic
Growth, EURASIA REV. (June 2, 2024), https://www.eurasiareview.com/02062024-cambodia-policies-to-
increase-the-inclusiveness-resilience-and-sustainability-of-economic-growth-analysis/.
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Infrastructure is one of the primary areas that has received significant foreign
investment in recent years. Infrastructure can be a force multiplier for the development of the
country. The NBC reported that infrastructure QIPs totaled $2.676 billion USD in 2022 and
2023 combined.® This was equal to 38% of the value of all investment projects over the two-
year span.'® Additionally, the Lowy Institute reported that transportation and storage projects
accounted for 31.1% of all development financing in the period from 2015 to 2022.1
Cambodia should seek out investment projects, whether financed by foreign investment or
borrowings, that have the highest probability of delivering sustainable growth in an inclusive
manner.'?> Cambodia should continue to pursue infrastructure investments that enable the
private-sector expansion of higher value add industries.

Jayant Menon from ISEAS - Yusof Ishak Institute has proposed “setting-up an
independent Foreign Investment Review Board, operating as a non-statutory body with inter-
ministerial and multi-stakeholder representation, to assess individual proposals in a purely
advisory capacity.”!® The objective of the review process would be to ensure that FDI is
targeted toward higher value add sectors and industries.'*

Technology Transfers

Although Reth Soeng and Thach Kao from ERIA have complained that “[d]igital
transformation has become a popular buzzword in government policy documents,” attracting
foreign investment alongside technology transfers remain an important aspect of generating
sustainable economic growth. > Cambodia views digitalization as “an important driver for
promoting national economic activities and inclusiveness; enhancing internal business
processes, efficiency, and productivity; promoting inclusiveness; and boosting international
commercial activities, i.e. international trade, and [FDI].””*® Jayant Menon from the ISEAS -
Yusof Ishak Institute emphasized that Cambodia must remain open to importing skills and
technology to help it achieve its economic goals.!’

Even more important than the exact annual dollar value of FDI is the ability of
Cambodia to accrue technology transfers. Technology transfers can play a pivotal role in
Cambodia’s development by serving as a catalyst for economic growth and industrial
advancement. Technology transfers are more than simple fixed asset investments and involve
the movement of skills, knowledge, technologies, and manufacturing methods from an
external entity into Cambodia via licensing agreements, joint ventures, and other informal
means. Technology transfers also contribute to the development of human capital because

% National Bank of Cambodia, Economic and Monetary Statistics Bulletin, Jan. 2024,
https://www.nbc.gov.kh/download_files/publication/eco_mon_sta_eng/Review%20363%20Jan-2024 En.pdf.
10 1d.

1 Lowy Institute, Southeast Asia Aid Map, https://seamap.lowyinstitute.org/country/cambodia/.

12 Jayant Menon, Cambodia. Policies to Increase the Inclusiveness, Resilience, and Sustainability of Economic
Growth, EURASIA REV. (June 2, 2024), https://www.eurasiareview.com/02062024-cambodia-policies-to-
increase-the-inclusiveness-resilience-and-sustainability-of-economic-growth-analysis/.

Bd

14 1d.

15 ECONOMIC RESEARCH INSTITUTE FOR ASEAN AND EAST ASIA, Investment Facilitation and Promotion in
Cambodia: Impact of Provincial-level Characteristics on Multinational Activities,
https://www.eria.org/uploads/10_Chapter-9-The-Case-of-Cambodia.pdf.

6 1d.

7 Jayant Menon, Cambodia. Policies to Increase the Inclusiveness, Resilience, and Sustainability of Economic
Growth, EURASIA REV. (June 2, 2024), https://www.eurasiareview.com/02062024-cambodia-policies-to-
increase-the-inclusiveness-resilience-and-sustainability-of-economic-growth-analysis/.
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advanced technologies are often introduced via training programs. The knowledge spillover
will help to extend the benefits of the technology transfer beyond the immediate recipients.

Cambodia must attract investment into higher value-added industries to increase
productivity, acquire advanced technologies, and develop higher quality exports. The Phnom
Penh Post reported that economists at the 2024 Economic and Real Estate Situation
conference emphasized the need for Cambodia to diversify its exports into higher value-
added goods.'® The enhanced competitiveness that results from technology transfers can lead
to increased exports, a favorable balance of trade, and a stronger economy. Te Taingpor,
president of the FASMEC, “stressed the significance of knowledge and technology in
promoting and enhancing local production capacity.”'® Cambodia should promote industries
and development that enable it to conduct what is referred to as “moving up the value-chain
by engaging in higher value-added activities and in manufacturing, and is associated with
greater participation in global value or supply chains.”?

One caveat is that technology transfers will not occur without a robust legal and
regulatory framework. A data regime that enables companies and the public at large to benefit
from digital transformation can enable the operating income of firms “to increase from 5% to
15%, their operating costs [] to fall by between 10% and 20%, and internal business
[efficiency] to improve by more than 30%.”%! In Indonesia, Malaysia, the Philippines,
Singapore, and Thailand, ICT infrastructure was “positively associated with the economic
performance of these countries through enhancing total factor productivity.”?? Data policies
can range from digital governance strategies to privacy laws all in the name of facilitating
FDI inflows by reducing time and cost impediments.? As an example, prior studies have
demonstrated that “e-government is positively associated with FDI,” with the estimate that if
there was a “1% increase in the level of readiness to adopt and implement digital government
in Cambodia, all else being equal, [it would] lead[] to an estimated 4.66%—6.33% increase in
Cambodia’s exports to the rest of the world.”?* Cambodia’s wiliness to adopt digital policies
that adhere to international standards may fuel the countries next stage of development.

ERIA researchers reported that “[1]n addition to the garment sector, the assembly and
manufacturing of electronics and automobile parts are becoming more visible in recent years,
contributing to the pace of diversification of the manufacturing sector.”? One example of a
higher value-add manufacturing investment is ADATA Technology's commitment to build an
electronics processing plant for USB hard drives from 2024 to 2027 for around $100 million

18 Hin Pisei, Economists: Focus on Added Value Needed, PHNOM PENH POST (Mar. 12, 2024),
https://www.phnompenhpost.com/business/economists-focus-on-added-value-needed.

©d

20 Jayant Menon, Cambodia: Policies to Increase the Inclusiveness, Resilience, and Sustainability of Economic
Growth, EURASIA REV. (June 2, 2024), https://www.eurasiareview.com/02062024-cambodia-policies-to-
increase-the-inclusiveness-resilience-and-sustainability-of-economic-growth-analysis/.

21 ECONOMIC RESEARCH INSTITUTE FOR ASEAN AND EAST ASIA, Investment Facilitation and Promotion in
Cambodia: Impact of Provincial-level Characteristics on Multinational Activities,
https://www.eria.org/uploads/10_Chapter-9-The-Case-of-Cambodia.pdf.

2 1d.

BId.

24 ECONOMIC RESEARCH INSTITUTE FOR ASEAN AND EAST ASIA, Investment Facilitation and Promotion in
Cambodia: Impact of Provincial-level Characteristics on Multinational Activities,
https://www.eria.org/uploads/10_Chapter-9-The-Case-of-Cambodia.pdf.

% Jayant Menon & Sothea Oum, Investment Facilitation and Promotion in Cambodia: Impact of Provincial-
level Characteristics on Multinational Activities, ERTIA (2024), https://www.eria.org/uploads/Investment-
Facilitation-and-Promotion-in-Cambodia-Impact-of-Provincial-level-Characteristics-on-Multinational-
Activities-.pdf.
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USD.? Overall, the CDC reported that investment into industrial projects accounted for 92
percent of FDI in 2023.2” Shandre Mugan Thangavelu, the head of the Jeffrey Cheah Institute
for Southeast Asia, emphasized that it is “critical to maintain market-based and rule-based
market access through multilateral and bilateral FTAs to develop horizontal and vertical
diversification of GVC activities.”?® Many modern FTAs include provisions to standardize
digital rules and regulations. Most economic analysis and commentary indicate that
Cambodia achieve greater progress towards its economic development goals if it joined
several of the DEAs and other data policy standardization efforts actively being negotiated.

Technology Imports & Exports

Cambodia is becoming increasingly dependent on the PRC where the “total sectoral
input has increased from about 5 percent in 2007 to about 18 percent in 2020.”?° Garment
exports “comprised around 70% of the country’s total exports” in 2017.2° Cambodia has
begun the process of diversifying its exports to include “higher value-added GVC [global
value-chain)] goods, including electronic, electrical, furniture, leather and wood products,”
but, the country still has a long way before it achieves parity with other ASEAN member
states in this respect.3! The United States was the destination export market for 40% of
Cambodia’s goods in 2022, although that decreased to 34% in the first five months of 2024.32
The decrease follows the general post-pandemic slowdown in goods imports in the United
States. Traditionally the EU has been the second largest export market for Cambodia, but
Shandre Mugan Thangavelu from the Jeffrey Cheah Institute for Southeast Asia reported that
“ASEAN surpassed the EU in 2023 to become the second-largest regional export market.”33
This may be a positive development if Cambodia is able to diversify its export market to
include its rapidly expanding neighbors.

Cambodia’s Digital Infrastructure

Cambodia’s digital infrastructure has developed rapidly over the last decade. Digital
infrastructure encompasses the “development of broadband access, hardware, software, data
cent[ers], and modern network.”** Although Cambodia only ranked 106th in the Network

% Cambodian Economy Set to Grow with ADATA Technology’s $100 Million Investment, KHMER TIMES (Dec.
20, 2022), https://www.khmertimeskh.com/501407744/cambodian-economy-set-to-grow-with-adata-
technologys-100-million-investment/.

2" Cambodia Attracts $1.3 Billion in FDI Inflows, KHMER TIMES (Mar. 11, 2024),
https://www.khmertimeskh.com/501453553/cambodia-attracts-1-3-billion-in-fdi-inflows/.

28 Export Diversification and Structural Transformation of Cambodia’s Post-Covid Recovery, PANOM PENH
POST (June 12, 2024), https://www.phnompenhpost.com/opinion/export-diversification-and-structural-
transformation-of-cambodia-s-post-covid-recovery.

29 IMF, Cambodia: 2023 Article IV Consultation, IMF Country Report No. 23/123 (2023).

30 Jayant Menon & Sothea Oum, Investment Facilitation and Promotion in Cambodia: Impact of Provincial-
level Characteristics on Multinational Activities, ERIA (2024), https://www.eria.org/uploads/Investment-
Facilitation-and-Promotion-in-Cambodia-Impact-of-Provincial-level-Characteristics-on-Multinational-
Activities-.pdf.

31 Export Diversification and Structural Transformation of Cambodia’s Post-Covid Recovery, PHNOM PENH
POST (June 12, 2024), https://www.phnompenhpost.com/opinion/export-diversification-and-structural-
transformation-of-cambodia-s-post-covid-recovery.

21d.

B1d.

34 ECONOMIC RESEARCH INSTITUTE FOR ASEAN AND EAST ASIA, ASEAN Digital Community 2045,
https://www.eria.org/uploads/ASEAN-Digital-Community-2045-DP.pdf.

9



The Impact of Data and Privacy Frameworks on Foreign Direct Investment and Technology Transfers in Cambodia

Readiness Index 2021 out of 130 economies, the nation’s telecommunications infrastructure
has progressed rapidly in urban areas.®®

Telecommunications Services Providers

More than three in four Cambodians used the Internet in 2020, and that number has
only grown since.*® Additionally, over half of Cambodia’s internet traffic was conducted on
mobile devices in 2020.%7

Cambodia has several undersea fiber internet cables that serves the countries’ cross-
border internet connections. One undersea fiber cable, the Asia-Africa-Europe-1 cable, spans
25,000 kilometers and connects Cambodia to Europe and Hong Kong.®® The country has a
land-based internet 'backbone' network of 19,279 km of fiber optic cable.*

Cambodia has numerous fixed broadband providers, but only had a subscription rate
of 1% in 2020.%° S.I.Net and Ezecom are the largest providers while other providers include
Digi, ONLINE, WiCAM, MekongNet, Opennet, and Today Communication.*! There is also
Cambodia’s state-owned provider, Telecom Cambodia. Recent developments in the fixed
broadband market include a July 2022 deployment by Nokia of its XGS Passive Optical
Network solution for SINET.*? Additionally, MekongNet signed a MoU with Huawei to
provide high-speed internet and improved connectivity services in the country in September
2022.% Greater fiber availability and subscriptions in Cambodia would enhance access to
modern, bandwidth intensive internet services for recreational and commercial purposes.

The wireless internet market is comparatively more advanced and widely adopted in
Cambodia. It was estimated that at least 91% of the population was covered by 4G networks
in 2020.* As of February 2023, it has been reported that 4G networks cover 95.7% of the
population and 74% of the land area.*® Additionally the average monthly mobile internet
traffic consumption was around 11.6 GB in 2020, and that figure has almost certainly grown
since.*

3 National Information Society Agency, Technical Assistance Report for Open Government Data in Cambodia:
APT Expert Mission 2022 (prepared for the Cambodian Ministry of Posts and Telecommunications).

% 1d.

37 STATISTA, Share of Internet Traffic by Device in Cambodia, https://www.statista.com/statistics/803927/share-
of-internet-traffic-by-device-cambodia/.

3 MORDOR INTELLIGENCE, Cambodia Telecom Market - Size, Share & Industry Analysis,
https://www.mordorintelligence.com/industry-reports/cambodia-telecom-market.

3% 0&A with the Telecommunications Regulator of Cambodia, INTERNATIONAL INSTITUTE OF COMMUNICATIONS,
https://www.linkedin.com/pulse/q-telecommunications-regulator-cambodia--1e.

40 National Information Society Agency, Technical Assistance Report for Open Government Data in Cambodia:
APT Expert Mission 2022 (prepared for the Cambodian Ministry of Posts and Telecommunications).

41 MANGOTANGO ASIA, eCommerce: Readiness and Opportunities in Cambodia, Overview of Cambodia’s
eCommerce Market Landscape (Jan. 2017), https://unctad.org/system/files/official-
document/dtlstict2017d2_en.pdf.

42 MORDOR INTELLIGENCE, Cambodia Telecom Market - Size, Share & Industry Analysis,
https://www.mordorintelligence.com/industry-reports/cambodia-telecom-market.

B 1d.

%4 National Information Society Agency, Technical Assistance Report for Open Government Data in Cambodia:
APT Expert Mission 2022 (prepared for the Cambodian Ministry of Posts and Telecommunications).

4 0&A with the Telecommunications Regulator of Cambodia, INTERNATIONAL INSTITUTE OF COMMUNICATIONS,
https://www.linkedin.com/pulse/q-telecommunications-regulator-cambodia--1e.

46 National Information Society Agency, Technical Assistance Report for Open Government Data in Cambodia:
APT Expert Mission 2022 (prepared for the Cambodian Ministry of Posts and Telecommunications).
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The largest wireless carriers are Metfone, Smart Axiata, and Cellcard. These three
providers account for 90% of wireless subscribers in Cambodia.*” The corporate name for
Metfone is Viettel (Cambodia) Pte., Ltd., which is owned by a Vietnam state-owned
enterprise. Metfone is the largest telecommunications operator in Cambodia with more than
nine million subscribers and nearly 50 percent of the market share.*® Its annual revenue is
estimated at $144 million.*® Smart Axiata is owned by an assortment of Malaysian sovereign
wealth funds and has an estimated 8 million subscribers.> Its annual revenue is estimated at
$369 million.>!

Cambodia also had several smaller wireless carriers, but the industry has undergone
significant consolidation in recent years. CamGSM Co., Ltd. (“Cellcard”), another wireless
carrier in Cambodia, is owned by the Royal Group of Cambodia. Other wireless carriers in
the country include Cambodia Advance Communications Co., Ltd. (“qb”’), Xinwei Cambodia
Telecom Co., Ltd (“CooTel”), Southeast Asia Telecom (Cambodia) Co., Ltd. (“SEATEL”).
The carrier “qb” was reportedly stripped it of its spectrum license in 2020.%? CooTel is owned
by Beijing Xinwei Technology Group.>® SEATEL is believed to be owned by the Southeast
Asia Telecom Group, a Singapore-registered company whose investors include Hong Kong's
First Oriental Holdings Limited and Sun Bright International Holdings Ltd.>*

Data Centers

While the internet infrastructure in Cambodia has developed at a rapid rate in the last
decade, it still has considerable progress to make in its domestic server and cloud
infrastructure. Many of the most popular apps, websites, and services are hosted on servers
outside the country. This is likely due to both the lack of server availability and Cambodia’s
data policies. It was announced in 2023 that EZECOM would partner with Amazon Web
Services to offer the “digital expertise of a leading cloud service provider in computing,
storage, database, security, management, and networking.”>®

Technology Services

The most popular websites and mobile applications in Cambodia include social media
websites, banking apps, and video games. The overall social media penetration rate in
Cambodia was 74% in 2021.%® Facebook is one of the most popular social media apps in

4 Cambodia Telecom Market 2024-2032, MARKWIDE RESEARCH (2024),
https://markwideresearch.com/cambodia-telecom-market/.

48 Metfone Celebrates 14th Anniversary, KIRIPOST (2024), https://kiripost.com/stories/metfone-celebrates-14th-
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49 Metfone Profile, ROCKETREACH, https://rocketreach.co/metfone-profile b50f7608f9c8b713.

%0 Case Study: TELCO-Smart Axiata, HUBSPOT,
https://cdn2.hubspot.net/hubfs/2238292/Case%20Studies/Case%20Study-TELCO-Smart%20Axiata.pdf.

51 Smart Axiata Profile, ROCKETREACH, https://rocketreach.co/smart-axiata-profile_b5d477a6f42e3fe8.

52 Cambodia Strips CadComms of Licence and Spectrum, DEVELOPING TELECOMS (2020),
https://developingtelecoms.com/telecom-business/telecom-regulation/9693-cambodia-strips-cadcomms-of-
licence-and-spectrum.html.
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Cambodia with more than “12.6 million users which accounts for 73.9 percent of the total
population.”’

Cambodia also has some software development companies like Morakot Technology,
Khmerload, and Pathmazing that spearheading this burgeoning industry in the country.*® Two
major investors in Cambodia’s tech scene include the Smart Axiata Digital Innovation Fund
and Belt & Road Capital.>®

In terms of government digital services, Cambodia has a platform for “exchanging
data between different government bodies in a standardi[z]ed and secure manner” called
CamDX.® The platform is governed by the Ministry of Economy and Finance with a total of
eleven government institutions participating.®* The CamDX platform enables business
owners to easily conduct online business registration while ensuring the completed data is
“sent to all relevant government institutions simultaneously.”®> CamDX plans to launch an
electronic KYC service that allows “banks and other financial institutions to request KYC
data directly from the Ministry of Interior.”%

CamDX is part of a larger Cambodian initiative to increase the availability and ease of
access of public government data after APT declared that Cambodia was “a latecomer in the
field of open data.”® APT emphasized that “opening up government data is fundamentally to
improve openness and transparency of government while at the same time facilitating
economic growth.”®® This E-government service demonstrates that Cambodia possess the
technical capability and resources to implement out a nationwide digital service.

The government organization within the country that is charged with “coordinat[ing]
digital policies and initiatives” is the National Council.®® The organization is led by the Prime
Minister and seeks “to advance digital technology, improve ICT infrastructure, and elevate
digital skills to bolster economic growth and citizens’ quality of life, focusing on strategy,
regulation, and addressing cybersecurity and privacy issues.”®’ Another government entity
involved with Cambodia’s digitization efforts is the Digital Government Committee, which
“oversees digital initiatives within the government to enhance public service, transparency,
and technological innovation, setting policies and standards, and fostering inter-agency
collaboration.”®®

Fintech is another area where Cambodia has seen significant digitization initiatives.
Available technologies in the country include mobile and QR code payments and e-wallet
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accounts for domestic and cross-border payments and transfers. As early as 2016, the NBC
introduced the “Fast and Secure Transfer” payment system “to facilitate instant fund
transfers.”®® The “cashless payment systems frequently used in eCommerce requires
significant data flows between local and international merchants, banks, and card
associations.”’? Cross-border payments is one area where clear rules on data flows is
essential. Fintech is one area that is likely to be most impacted by Cambodia’s proposed data
localization requirements due to the volume of data transfers required in a modern economy.

One objective that Cambodia seeks to achieve through digital payments is the de-
dollarization of its economy. Chea Serey, the NBC governor, commented at Nikkei's Future
of Asia conference in Tokyo about the utilization of Cambodia’s Bakong digital financial
system to increase domestic use of the Cambodian riel.

The availability and reliability of Cambodia’s digital infrastructure is critical to
“modern services such as banking and finance, e-commerce, data management services,
logistics and aviation” and will propel the nation “to develop competitive service sectors in
the next phase of growth.””* Data policies should plan for the requirements of these industries
pursing digitization.

Data policies play a crucial role in supporting Cambodia's FinTech efforts,
particularly as the country seeks to expand its digital economy and enhance financial
inclusion. The Cambodia Financial Technology Development Policy 2023-2028 emphasizes
the importance of creating a robust regulatory environment that fosters innovation while
ensuring financial stability.”? This policy aims to increase access to financial services,
especially for the unbanked and underbanked populations, and to improve efficiency and
competition within the financial sector.”® Additionally, the Bakong System, a blockchain-
based payment platform, exemplifies the integration of advanced data policies to facilitate
secure and efficient digital transactions across the country.’* By promoting the adoption of
enabling technologies such as Al big data, and blockchain, Cambodia is positioning itself to
harness the full potential of FinTech, driving economic growth and social welfare in the

process.”

The development of well-thought-out, internationally standardized, and human rights-
compliant data policies is essential for strengthening Cambodia's digital infrastructure. Such
policies are crucial for fostering a reliable and secure digital environment that can attract FDI,
which is vital for the country's economic growth and development. According to the World
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Bank's Cambodia Economic Update, enhancing digital infrastructure is a key component of
Cambodia's strategy to boost exports and integrate more deeply into regional and global
markets.’® Furthermore, UNCTAD's data highlights the importance of stable and transparent
regulatory frameworks in maintaining investor confidence and sustaining FDI inflows, which
have been volatile globally.”” By aligning its data policies with international standards,
Cambodia can ensure the protection of individual rights while facilitating the free flow of
information, thereby enhancing its competitiveness and resilience in the digital age.

Cambodia’s Legal Regime for FDI

The broader legal regime that supports FDI in the country is worth a quick mention.
These laws and policies are just as crucial to ensuring Cambodia accrues the necessary
technology developments as shrewd data policies. Prominent policies include IP laws,
licensing rules, R&D incentives, and investment laws.

Cambodia has numerous ICT policies. In 2014, Cambodia adopted its first digital
policy framework in the Cambodian ICT Masterplan 2020.”® Two years later, the 2016
publication of the Telecom/ICT Development Policy 2020 was designed “to serve as a
roadmap and mechanism for the successful development of the ICT sector.”’® The National
Digital Economic and Social Council was created by Royal Decree No. 0821/564 in 2021 to
establish the following three committees: Digital Economy and Business Committee; Digital
Government Committee; and Digital Security Committee.?® Also in 2021, the Digital
Economy and Society Policy Framework 2021-2035 was released to build “the digital
economy as a new source of economic growth and an ecosystem that increases productivity
and economic efficiency is the road to improving the well-being of the people of
Cambodia.”! The following year the Digital Government Policy, 2022-2035 was released. It
sought to create structures and a legal framework that would enable the “standardization and
architecture of digital government, which are in line with the international best practices.”%?
The specific reference to international best practices is quite telling due to the numerous
deviations that several of the draft laws make to normal data laws. Lastly, Cambodia hosted
the Cambodia-International Digital Government and Digital Technology Expo on February
16, 2024, where digital governance, emerging technologies, cybersecurity, and digital
transformation strategies were discussed.®

In terms of official laws, Reachakrets, and prakas, the 1994 Law on Investment has
been amended several times to shepherd the FDI environment. The 2003 Amendment to the
Law on Investment created an application process for QIPs managed by the CDC.
Cambodian or foreign investors were allowed to form a QIP as a “joint venture between
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Development, https://unctad.org/data-visualization/global-foreign-direct-investment-flows-over-last-30-years.
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Cambodian entities, between Cambodian entities and foreign entities, or between foreign
entities, except when the joint venture is intended for land ownership that requires a
Cambodian’s combined shareholding of at least 50%.”%* Additionally QIPs could enjoy “long
periods of profit tax exemption as mandated by the Law on Taxation, duty-free imports of
production equipment, and export tax exemptions.”®®

In 2021, Cambodia passed a new Law on Investment.®® The new law enabled
approval of QIP registration within 20 working days, and created three types of incentives.
First, basic incentives included “income tax exemptions, export tax exemptions, special
depreciation rates, and eligibility for customs duty exemptions and VAT exemptions for the
import of construction equipment and materials.”®® Second, additional incentives included
VAT exemptions for the purchase of locally produced production inputs.”® Third, special
incentives were “granted to investment projects that have a high potential to contribute to
national economic development.”® The 2021 Law on Investment focused on specific sectors
such as agro-processing, electronics, machinery, industrial parts, infrastructure, and green
energy.

87

Separately, Cambodia ratified the Convention on the Settlement of Investment
Disputes between the States and Nationals of Other States in 2004, which provides “a
mechanism for foreign investment protection through international arbitration.”® Foreign
investors in Cambodia also have access to political risk insurance through the Multilateral
Investment Guarantee Agency of the World Bank.%?

Cambodia’s financial regulators also play a role in attracting high quality FDI. The
NBC regulates the operations of banks in Cambodia and has allowed foreign banks to register
and operate freely in the country.%® In addition, the Cambodia Financial Intelligence Unit
(CAFIU) actively monitors and combats financial crimes, enhancing the integrity of the
financial system and boosting investor confidence.®* Another positive development is that
Cambodia is no longer under Financial Action Task Force’s “Increased Monitoring.”%*% This
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should help to allay investor worries about money laundering and financial misconduct in
Cambodia. Furthermore, the Credit Bureau Cambodia provides comprehensive credit
reporting services that improve transparency and reduce credit risk, making the financial
sector more attractive to foreign investors.’

Cambodia allows for 100% foreign ownership of companies, except in the cigarette
manufacturing, movie production, rice milling, and gemstone mining and processing
industries.®® Additionally, foreign investment is subject to restrictions in land ownership that
limits foreign land ownership to 49% of any joint venture between a foreign and Cambodian
entity.®® Cambodia does not have any “forced localization policy that obligates foreign
investors to use domestic contents in goods or technology.”'® Additionally, the country “does
not currently require foreign information technology providers to turn over source code.”%
This is a key data policy that allows companies to have confidence that critical algorithms
and software will remain confidential when expanding into Cambodia. Further detail on the
topic of Cambodia’s IP laws is presented later in this report. All of these policies increase
Cambodia’s investment attractiveness.

Currently, there are “no restrictions on the conversion of capital for investors.”*%? The
country does not “impose capital control measures, and the foreign exchange law allows
foreigners to transfer their profits out of Cambodia without any restrictions.'®® Cambodia’s
remittance policies are generally accommodating and “QIPs can freely remit abroad foreign
currencies purchased through authorized banks for the discharge of financial obligations
incurred in connection with investments.”!% Additionally, Cambodia’s 1997 Law on Foreign
Exchange dictates that “there shall be no restrictions on foreign exchange operations through
authorized banks.”*% One exception to this rule is that the NBC may “issue temporary
restrictions on the activities of authori[z]ed intermediaries in times of economic or financial
crisis.”1% Banks must also report transactions to the National Bank of Cambodia.'®” The
relative ease with which foreign investors can move funds helps to inspire confidence in the
economic stability of the country. This is further supported by the government-managed
exchange rate, which is pegged to the U.S. dollar to maintain macroeconomic stability.1%

Cambodia’s industrial development policy is primarily driven by the CDC.1% The
policy emphasizes the promotion of high-tech industries, innovation, and research and
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development as key areas for investment. Examples of investment incentives available to
foreign entities includes “100 percent foreign ownership of companies, corporate tax
holidays, reduced corporate tax rates, duty-free import of capital goods, and no restrictions on
capital repatriation.”*'% Additionally, the policy outlines incentives for industries that support
regional and global production chains, agriculture, tourism, and digital industries, further
enhancing Cambodia's attractiveness as an investment destination.

Cambodia’s SEZs have received particular attention from the CDC, although several
economic papers question the utility of the zones. SEZs attempt to “concentrate economic
infrastructure and public goods in one geographical area” and pilot “experimental new
policies and approaches.”!!! The zones may also help to alleviate concentrated employment
in certain areas.!*? SEZs in Cambodia are heavily concentrated in the export manufacturing
industry.!*® SEZs accounted for 15% of Cambodia’s exports in 2018, an increase from 4% in
2011.1* In addition to SEZs, the Ministry of Industry and Handicraft authorizes Industrial
Zones.

Researchers from the ERIA found that “SEZs do not incentive[z]e foreign firms to
locate themselves in the respective SEZs in the provinces.”!® Rather, the factors that had a
positive effect on foreign investment likelihood in Cambodian districts are “roads, supply,
rainfall (water supply), land area, and a young working population.”!!® The researchers
indicate that the inefficiency of the SEZs may distract the country’s investment policy makers
from more promising economic ventures.!'’ Despite these findings, the Cambodian
government continues to expand its SEZs, with plans to create more zones to attract
investment from countries such as Korea, Japan, and the PRC.® Ultimately, the Cambodian
government may find higher economic returns on its time and energy by focusing on
nationwide development inputs such as education and the rule of law rather than focusing on
SEZs.

Cambodia’s membership in regional trade bodies and acceptance of several FTAs puts
the country in a good position to attract FDI. Many of the agreements and frameworks now
include varying degrees of data policies due to the growing importance of digital trade and
technology in the modern economy. Cambodia has “most favo[]red nation and/or
generali[z]ed system of preference status” the United States, the EU, Korea, and Japan.!®
This enhances Cambodia’s market access and reduces tariffs. Cambodia has also been a
member of the RCEP since 2022.12°

Cambodia membership in the WTO also results in some requirements for the
country’s data policies. The WTO Joint Statement on E-Commerce has rules regarding data
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transfers and data localization.*?! Additionally, the WTO General Agreement on Trade in
Services requires the free transmission of computer-related services under the cross-border
provision.'?? Cambodia is theoretically required to “permit the provision such services under
the WTO Government Procurement Agreement.”*?® Several provisions in Cambodia’s draft
data laws threaten the nation’s compliance with these WTO requirements and objectives.

Cambodia’s membership in ASEAN since 1999 grants it access to ASEAN FTA. The
overall purpose of the AEC is to create a single market and production base among member
states. The ASEAN+3 framework, which includes ASEAN, the PRC, Japan, and South
Korea, enhances regional cooperation and integration.?* This framework has been
instrumental in various areas such as economic cooperation, financial stability, and
addressing transnational issues. ASEAN also has FTAs with Australia, New Zealand, the
PRC, Japan, South Korea, and India.'?® Cambodia’s bilateral FTA with South Korea and
another bilateral FTA with the PRC both came into effect in 2022.1%° It also signed a FTA
with the UAE in 2023.1?" The United States and Cambodia signed the TIFA in July 2006 with
the last TIFA meeting taking place between the signatories in January 2019.128 The lack of
recent TIFA meetings is concerning due to Cambodia’s heavy reliance on the United States as
an export market.

The trade agreements that Cambodia is a member of significantly influence
technology investments in the country. Specifically, RCEP enhances market access and
reduces trade barriers, making Cambodia an attractive destination for technology
investments.'?® This includes the tariff-free importation of ICT equipment.”**°Additionally,
Cambodia's bilateral investment treaties further bolster investor confidence by providing
legal protections and facilitating smoother entry for foreign technology firms.*®! These
agreements collectively create a conducive environment for technology investments by
ensuring market stability, reducing risks, and promoting economic integration. Consequently,
Cambodia's participation in these regional and bilateral agreements has been instrumental in
attracting technology investments, fostering innovation, and driving economic growth.

Cambodia's integration into the global financial system is influenced by its efforts to
comply with international standards set by organizations like the Financial Action Task Force.
Despite being previously listed as a high-risk jurisdiction, Cambodia has made several strides
in addressing deficiencies related to money laundering and terrorist financing, as highlighted
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in the Financial Action Task Force's 2023 follow-up report.'? This progress is crucial for
enhancing the country's financial credibility and attracting foreign investments. The
integration is further complicated by regional challenges in cross-border data flows, which
impact economic indicators and trade patterns.'®3 As Cambodia continues to develop its
digital infrastructure, the utilization of technology and data becomes increasingly important.
Effective data management and regulatory compliance are essential for fostering a secure and
efficient financial environment that can support the growth of technology-driven sectors.
Moreover, Cambodia's economic growth, underscores the potential for increased
technological investments in the finance, provided that regulatory frameworks continue to
evolve in line with global standards.3* These developments collectively position Cambodia
to better integrate into the global financial system, leveraging technology to enhance
economic resilience and competitiveness.

Cambodia has several public-private sector partnerships, including the Government-
Private Sector Forum.'® 3¢ Cambodia also has a plan to launch a commercial court in 2024
in Phnom Penh.'®” The objective of the court is to improve transparency and efficiency in
resolving trade and investment-related disputes, thereby boosting investor confidence and
reducing the reliance on offshore arbitration.!® Ensuring proper data policies are in place will
increase the likelihood of success for the commercial court.

The IMF recently emphasized that “[g]overnance and anti-corruption reforms are
important to attract new FDIs and sustain high growth” in Cambodia.'®® Unfortunately,
Cambodia continues to struggle in this regard. The country was ranked number 134 out of
141 countries in terms of corruption in the World Economic Forum’s 2019 Global
Competitiveness Report.}*® Cambodia also had the second lowest ranking among ASEAN
member states in Transparency International’s 2022 Corruption Perception Index where it
was ranked the 150th worst country in terms of corruption.}*! Cambodia’s economic
performance is likely to be negatively impacted if corruption is not effectively dealt with
since “[e]mpirical evidence has established the relationship between digital government and
reduced corruption.”#?

Attempts have been made to combat corruption with the 2010 Anti-Corruption law.
The law seeks to “combat corruption by criminalizing bribery, abuse of office, extortion,
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facilitation payments, and accepting bribes in the form of donations or promises.”**® The law
also established the Anti-Corruption Unit and requires all civil servants to “declare their
financial assets to the government every two years.”*** Governance and anti-corruption
reforms are critical to attract FDI by reducing the cost of doing business and “draw[ing]
investments from a wider range of source countries.”'*> Some data policies that may help to
chip away at the persistent corruption problems include incorporating whistleblower
protections and ensuring access to information. 148

PRC's FDI: Prioritizing Infrastructure Expansion and Tariff Arbitrage
Over Technological Transfers

The PRC is the major FDI player in Cambodia with its stock of FDI reaching “$19.2
billion [USD] by the end of 2022.”%#" Since 2021 the PRC has “accounted for more than two-
thirds of the country’s greenfield FDI capital expenditure.”**® The pandemic resulted in
reduced PRC investment in Cambodia. The Lowy Institute reported that “China's
development spending in Cambodia nearly doubled from 2015 to 2021 but fell dramatically
to $386 million in 2022.”**° Things seem to have rebounded for the country with the CDC
stating that Cambodia recorded FDI inflows of $1.3 billion in 2023, with 80% of the
financing from the PRC.°

Chea Vuhty, Secretary-General of CDC’s CIB stated that the PRC accounted for about
39 percent of total investment capital in the first two months of 2024.1%! Later in the same
Khmer Times article, it was reported that “[i]nvestment from China accounts for about two-
thirds of total investment capital.”**? In May 2024, the CTC reported that PRC investment
accounted for 49.67% of total financing compared to just over 30% for domestic financing. >3

The PRC’s BRI has been a driving factor behind many of the PRC’s investments in
Cambodia. BRI has enabled the PRC to be “seen as more active (81 percent) than all but
Japan (95 percent)” in the region by a recent survey of developing nations.** Over the past
decade, BRI projects have transformed Cambodia into a key trade hub within ASEAN by
constructing roads, bridges, and other infrastructure. For instance, the PRC has built eight
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bridges and 3,287 kilometers of roads in Cambodia, totaling more than $3 billion in
concessional loans.>®

However, the benefits of BRI investments in Cambodia remain subject to debate with
concerns about the quality and sustainability of these projects. Physical infrastructure projects
have historically received the most FDI money in Cambodia, although manufacturing has
constituted a larger percentage in recent years.'®® While the initiative has facilitated
significant infrastructure development, such as roads, bridges, and the Sihanoukville Special
Economic Zone, it has also sparked debate over the sustainability and quality of these
projects.’®” Cambodia's heavy reliance on Chinese loans, which constitute 41% of its total
foreign debt, raises concerns about potential debt traps and overreliance on a single country
for economic and non-economic needs.'*® Some argue that this could undermine Cambodia's
sovereignty and strain its relations with other ASEAN countries.!® Other experts, like Jayant
Menon, suggest that fears of a debt trap may be overstated, noting that BRI projects have
enhanced Cambodia's export competitiveness and reduced costs for consumers and
producers.'® Despite these benefits, the economic gains from Chinese investments are often
concentrated within Cambodia's Chinese community, limiting the trickle-down effect to local
businesses.'®! Moreover, the rapid development associated with BRI projects has led to social
challenges, such as increased crime and rising property costs in areas like Sihanoukville.®2
As Cambodia navigates its future with the PRC, it faces the challenge of diversifying its
economic partnerships while managing its substantial debt obligations.'®3

The PRC seems less concerned with Cambodia’s is corruption challenges with
Sovinda Po from the Royal University of Phnom Penh and Christopher Primiano from
Huntingdon College declaring that “Chinese actors are less concerned about the issue.”%*
According to a William & Mary AidData’s cross-sectional survey of key personnel in low
and middle-income countries, “[c]orruption was top-of-mind as a negative spillover from
PRC projects for respondents across regions, attracting the largest share of negative responses
(25 to 66 percent unfavorable).”*®® Even though the survey found that key personnel from
those countries thought that PRC funding came with “fewer economic, political, or
environmental conditions attached (41 percent)” and “more favorable financial terms (37
percent)[,]” the “PRC-financed projects discouraged greater transparency in reporting on

155 Afier 10 Years of China’s BRI Projects in Cambodia, Benefits Up for Debate, VOA NEWS,
https://www.voanews.com/a/after-10-years-of-china-s-bri-projects-in-cambodia-benefits-up-for-
debate/7316544 . html.

156 U.S. Department of State, 2023 Investment Climate Statements: Cambodia, U.S. Department of State,
https://www.state.gov/reports/2023-investment-climate-statements/cambodia/.

157 BRI Has Huge Socio-Economic Impact on Cambodia: Scholar, CGTN, https://news.cgtn.com/news/2023-10-
10/BRI-has-huge-socio-economic-impact-on-Cambodia-scholar-1nNjMkKESIS/index.html.

138 After 10 Years of China’s BRI Projects in Cambodia, Benefits Up for Debate, VOA NEWS (Oct. 17, 2023),
https://www.voanews.com/a/after-10-years-of-china-s-bri-projects-in-cambodia-benefits-up-for-
debate/7316544 . html.

159 14

160 77

181 China Belt and Road Initiative (BRI) Investment Report 2023, GREEN FIN. & DEV. CTR. (2023),
https://greenfdc.org/china-belt-and-road-initiative-bri-investment-report-2023/.

162 14

183 China’s Belt and Road Initiative and Its Implications for Japan’s Security Strategy, NAT’L INST. FOR DEF.
STUD. (2023), https://www.nids.mod.go.jp/english/publication/joint research/series17/pdf/chapter01.pdf.

164 Kimkong Heng, Cambodia’s Strategic Positioning Between the United States and China, E. ASIA FORUM
(Jan. 27, 2024), https://eastasiaforum.org/2024/01/27/cambodias-strategic-positioning-between-the-united-
states-and-china/.

165 Samantha Custer et al., The BRI at 10: A Report Card from the Global South, AIDDATA (Oct. 18,2023),
https://www.aiddata.org/blog/the-bri-at-10-a-report-card-from-the-global-south.

21



The Impact of Data and Privacy Frameworks on Foreign Direct Investment and Technology Transfers in Cambodia

project finances, terms, or progress (32 percent)” and “built less capacity in local partners (32
percent).”16®

With the significant investment that PRC entities are making in Cambodia, is worth
considering the contract terms that often accompany these investments. Recent research into
the PRC’s BRI funding point to common terms in the debt contracts that may create future
challenges for sovereign borrowers. To start, the PRC still does not “participate in the
OECD’s Creditor Reporting System, the OECD Export Credit Group or the Paris Club.”*%’
This will make it more difficult to reach multinational consensus on refinancing if a country
has difficulty making loan scheduled payments.

The primary caveat is that the research did not analyze contracts specific to Cambodia
due to the lack of public availability of such documents. The only ASEAN country with
documents analyzed by the researchers was the Philippines. Ultimately, the researchers found
that the “contract terms are similar across recipient countries, with little evidence that
Chinese state-owned banks tailor their contracts to specific borrower characteristics,
including default risk.”1%® The researchers found several eyebrow-raising clauses common
amongst the contracts including cancellation, acceleration, stabilization, and "confidentiality
clauses that bar borrowers from revealing the terms or even the existence of the debt.”1®® The
report found that half of the contracts in the sample included “cross-default clauses that can
be triggered by actions ranging from expropriation to actions broadly defined by the
sovereign debtor as adverse to the interests of ‘a PRC entity.””!’° Additionally, “[m]ore than
90% of the Chinese contracts we examined, including all CDB contracts, have clauses that
allow the creditor to terminate the contract and demand immediate repayment in case of
significant law or policy changes in the debtor or creditor country.”*’* These clauses may
allow creditors to influence the domestic affairs of the debtor nation, especially in a crisis.
The report also found that “the majority of the 100 Chinese contracts are governed by
Chinese law.”"?

Many of the contracts also included lender-controlled revenue accounts and so called
“no Paris Club” clauses that prevents collective debt restructuring common in the event of a
sovereign debt default.!’® These clauses have the effect of benefitting PRC creditors in terms
of seniority and repayment priority over other lenders such as multilateral or regional
entities.}’* Additional research and investigation would be required to determine if similar
contractual terms apply to the various PRC investment projects in Cambodia.

PRC affiliated technology enterprises like Alibaba, Tencent, and Huawei have made
some notable technology investments in Cambodia in recent years. One such investment
includes Alibaba's Logistics Hub where the company announced in March 2019 plans to
make Cambodia its logistics hub for the Greater Mekong region, with the possibility for
cloud infrastructure to support logistics operations.*”® PRC gaming company Tencent and
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Cellcard announced plans in 2022 to develop an e-sports platform. Cellcard also announced
in June 2021 that it had selected ZTE as its 5G partner for future telecommunications
upgrades. Alibaba and Cambodia's MOC signed an agreement in October 2023 that will help
boost “digital trade and e-commerce in Cambodia” by allowing Cambodia to join Alibaba's
electronic World Trade Platform.'’® Lastly, Huawei claims that its ICT equipment covers to
80% of the Cambodia population.’” The company also employs over 200 Cambodians and
provides “technology training courses to about 1,000 workers each year.”*®

The impact of PRC FDI in Cambodia, particularly through the BRI, has been
substantial yet contentious, especially in the context of technology transfers. While Chinese
investments have significantly contributed to Cambodia's infrastructure development, such as
roads, bridges, and energy projects like the $3 billion natural gas joint venture by China
Machinery Engineering Corporation, the extent of technology transfer remains debatable.
The focus of these investments has largely been on physical infrastructure rather than on
sectors that promote domestic technological innovation and capacity building. '8
Consequently, while these projects support industrial growth and have the potential to
enhance technological development indirectly, they often lack direct technology transfer or
skills development for the local workforce.8! This situation raises some concern about
Cambodia's long-term technological self-reliance and the sustainability of its economic
growth, as the country remains heavily reliant on Chinese expertise and financial backing.
The challenge for Cambodia is to leverage these investments to foster local technological
capabilities and ensure that the benefits of such projects are more evenly distributed across its

economy. 82
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Other FDI Sources

The remainder of Cambodia’s FDI is primarily sourced through ASEAN and other
east Asian nations. There has been a recent push by the government to attract other sources of
investment with the Cambodian Prime Minister traveling abroad to discuss with the
leadership of other Asian countries.

Japanese FDI in Cambodia

Japan ranks as the fourth largest investor in Cambodia, with total investments
reaching approximately $2.769 billion in the first quarter of 2023, marking an 11.6% increase
from the previous year.’®® Japanese investments span various sectors, including finance,
construction, real estate, and manufacturing, with notable projects such as the Minebea
machinery and motor factory, AEON Mall, and other initiatives in agriculture. The
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establishment of the Cambodia-Japan SEZ is anticipated to further attract Japanese
enterprises, enhancing the quality of domestic manufacturing and boosting Cambodia's export
capacity.'® Remarks from the Cambodian Deputy Prime Minister, Sun Chanthol, during a
session titled “Cross-border Digital Synergy: Enhancing Asia-Pacific Cooperation” at the
Future of Asia Forum hosted by Nikkei demonstrated interest in growing Japanese investment
to help curb its economic dependence on the PRC.1#°

In addition to infrastructure and manufacturing, Japan is also investing in Cambodia's
digital economy. One interesting collaboration between the Japanese company Soramitsu and
the NBC resulted in Bakong, a blockchain-based payment system that was launched in July
2019.18¢ As of the end of 2022, Bakong had 8.5 million users and handled around $15 billion
in payments, demonstrating Japan's commitment to fostering digital financial infrastructure in
the region.'®” Furthermore, Japan's broader economic engagement in ASEAN includes
initiatives to train 100,000 highly skilled digital professionals over the next five years, which
will benefit Cambodia by addressing the region's digital talent shortage and supporting the
growth of its IT sector.'8®

Japanese FDI in Cambodia has played a significant role in advancing the country's
technological landscape, particularly through initiatives like the blockchain-based Bakong
payment system. Bakong and other technological investments are likely just the beginning of
further technological transfers into Cambodia. Japanese investments have extended beyond
financial technology, as seen in the commitment to enhance broader investment cooperation
between Cambodia and Japan, which includes sectors like infrastructure and
manufacturing.'8 These efforts underscore Japan's influence in fostering technological
advancements and economic growth in Cambodia, contributing to a more diversified and
resilient economic landscape.

Republic of Korea’s FDI in Cambodia

By the end of 2022, South Korea’s stock of FDI in Cambodia totaled $5 billion
USD.* One prominent project is the Korea-Cambodia Friendship Bridge which was
announced in 2023.1%! It is expected to cost around $245 million USD and take around four
years to complete.®? Additionally the Khmer Times reported that the “South Korean
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government has pledged USD §$1.5 billion in economic development loans to the Kingdom
under the Economic Development Cooperation Fund.”%

ASEAN FDI in Cambodia

ASEAN investment into Cambodia has also been a key contributor to the country’s
growth. The FDI stock of Malaysia alone stood at $2.8 billion USD by the end of 2022.1%
Additionally, Cambodia and Indonesia have promised to expand cooperation on tech
innovation.® Tt is estimated that ASEAN will “contribute $1 trillion USD, or about 10%, to
global digital trade” by 2030.%

One especially positive aspect for the development of Cambodia is the fact that
“ASEAN’s digital economy is projected to triple by the end of the decade through the natural
adoption of digital technologies, growing from approximately US$300 billion to almost US$1
trillion by 2030.”%%” The projected growth of the digital economy will be highly dependent on
the data policies implemented in the region. The ASEAN Technology Transfer Centre is
expected to significantly enhance Cambodia's economic development by fostering
innovation, improving technological capabilities, and facilitating the transfer of advanced
technologies.%®

United States’ FDI in Cambodia

FDI by firms headquartered in the United States has been rather limited. Some factors
that reportedly dissuade U.S. and other western investors include “systemic corruption, a
limited supply of skilled labor, inadequate infrastructure (including high energy costs), a lack
of transparency in some government approval processes, and preferential treatment given to
local or other foreign companies that engage in acts of corruption or tax evasion or take
advantage of Cambodia’s weak regulatory environment.”®® In addition to corporate
investments, the United States government “has provided $3 billion in foreign assistance for
health, education, food security, economic growth, national reconciliation, democracy and
human rights, the environment, and clearance of unexploded ordnance and landmines” over
the last 30 years.?® USAID has funded Development Innovation projects that foster U.S.-
Cambodia tech partnerships by assisting Cambodia’s civil society and technology
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communities to design and implement ICT solutions, resulting in 91 technology products that
reached 1.6 million Cambodians.?*

One example of a greenfield FDI project funded by a U.S. domiciled corporation is
Ford's vehicle assembly plant in Krakor district, Pursat province.?%? Despite the limited
overall investment by American companies, there have been a few technology partnerships
involving U.S. and Cambodian companies. AWS partnered with EZECOM to offer a
selection of cloud services in an effort to improve the country's digital infrastructure and
support the nation’s digital transformation efforts.?®® Another telecom provider, SINET,
recently selected Juniper Networks to upgrade its network infrastructure.?* Lastly, Google
Cloud partnered with the OCIC Group “to support the growth of Cambodia's tech
community.”?%

American FDI in Cambodia, while currently limited, may have an outsized impact for
fostering economic growth and technological advancement in the country. Increased U.S.
engagement is usually seen as beneficial for both American investors and the Cambodian
workforce, as it can lead to the transfer of new technologies and skills, enhancing Cambodia's
economic resilience and diversification.?’®. However, a more focused and strategic
investment approach would be required to have any chance of counterbalancing the PRC’s
influence in the region.?’

EU FDI in Cambodia

The EU’s FDI in Cambodia is similarly limited, but it has attempted to play a larger
role in the aftermath of the COVID-19 pandemic.??® The EU, through its Joint European
Development Cooperation Strategy for 2021-2027, earmarked EUR 155 million to support
Cambodia's integration into ASEAN, focusing on fostering green growth and creating job
opportunities.?’® This financial support is complemented by investments mobilized through
the European Fund for Sustainable Development Plus, which aims to enhance Cambodia's
economic resilience and recovery.?® Additionally, the EU's Global Gateway initiatives, such
as the Green Team Europe Initiative and the Team Europe Initiative on Sustainable
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Connectivity, underscore the EU's commitment to promoting sustainable development and
regional connectivity in Cambodia.?!* These efforts are further bolstered by the EU's
engagement in strengthening Cambodia's public financial management, trade policy, and
private sector capacities, thereby facilitating a more robust and diversified economic
landscape for Cambodia.?*? Surveys have highlighted that Cambodia's attractiveness for EU
foreign direct investment is primarily driven by its strategic location, preferential trade
agreements, and competitive labor costs, although significant challenges such as regulatory
unpredictability and infrastructure deficits remain.?!3

Relation between Data Policies and Economic Growth

A primary focus of this paper is to explore the interplay between data policies and
economic growth. Although there has been a rapid growth in data policies, the quantity and
quality of publicly available research is relatively limited. Common data policies being
implemented by national governments and multinational organizations include privacy laws,
mandatory cybersecurity standards, and digital trade agreements. Most research has been
limited to measuring the impact of specific policies or use cases. This section will seek to
explore the relation between data policies, technological readiness indicators, and economic
measurements.

Data Transfer and Localization Policies

Data localization and transfer policies are among the most extensively studied data
policies. These policies are also commonly referred to as data residency or digital autarky
policies. This is most likely due to the financial incentives of researchers and think-tanks,
both of whom are often financed by large technology companies looking to reduce data
center expenses. Regardless of the research impetus, most analysis indicates that restrictive
data transfer policies and data residency laws negatively impact GDP growth, productivity,
and investment in the country. A report by the ITIF highlights that data localization
requirements can reduce a country's GDP by up to 1.7% due to increased costs and reduced
competitiveness.?!* These policies are likely to act as trade barriers that stifle growth by
“raising the cost of collecting, transferring, and storing data across borders.”?!® This is
especially concerning considering the results of one study that estimated “that digital tools
helped MSMEs across Asia reduce export costs by 82% and transaction times by 29%.”216 As
expanding into higher-value exports is expected to be a key driver of Cambodia's future
economic growth, restrictions on data flows or digital technology are likely to
disproportionately harm the country.

Data transfers are extremely important in the modern economy because they “not only
enable local firms to find prospective customers in export markets, [but] they also reduce
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supply chain-related transaction costs.”?!’ The IIF report emphasizes that data flows are
integral to the global economy, powering innovation and connectivity.?'® Economists have
estimated that data localization requirements “reduce GDP by 0.7%—1.7% particularly as
such measures reduce trade, slow productivity, and increase prices for affected industries.
Unless the Cambodian government can proffer an explanatory rational, it seems likely that
the data localization requirement in the proposed personal data protection law would create
similar economic impacts.

9219

In terms of productivity, the World Bank’s 2020 World Development Report found
that, “restrictions on data flows have large negative consequences on the productivity of local
companies using digital technologies” and that countries would “gain on average about 4.5
percent in productivity if they removed their restrictive data policies, whereas the benefits of
reducing data restrictions on trade in services would on average be about 5 percent.”??’ This
aligns with findings from the OECD, which indicate that digitalization is linked with greater
trade openness and increased productivity.??! A critical determinant of economic prosperity is
productivity growth. As the prior research indicated, Cambodia’s proposed data residency
requirements threaten much needed productivity growth. Lower productivity will be a
detriment to the government’s long term economic objectives.

These restrictive data policies also hurt foreign trade. The Information Technology
and Innovation Foundation estimates that for each point that OECD market regulations
“restrict cross border data flows, a country’s gross trade output is reduced by 7%, it’s
productivity drops by 2.9%, and downstream prices rise by 1.5%.”2%?2 These are significant
reductions that, if applicable in the similar manner to Cambodia, will disrupt progress
towards the nation’s economic objectives. The researchers are also worried that “international
fragmentation in data markets” will eventually “reduce the potentially sizable efficiency gains
from the economies of scale and scope inherent in free movement of data across borders
while also reducing financial resilience arising from the distribution of information on large,
secure global networks.”??3 Not only are data residency restrictions an economic concern, but
the restrictions also threaten the freedom of information across borders. It will be intriguing
to observe how comprehensive DEFA is in reducing data transfer barriers.

Additionally, investment is hurt by restrictive data policies in the form of higher
transaction costs for firms that conduct international trade. The Asia-Pacific Economic
Cooperation Committee on Trade and Investment reported that “data localization has been
associated with investment decreases of up to 4% because such restrictions reduce the
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attractiveness and competitiveness of an economy.”??* The IIF further notes that data
localization can undermine digital trade and economic growth, adding significant costs to
businesses and reducing their global competitiveness.??® The investment hesitancy also plays
out in surveys with the US National Trade Estimate identifying “restrictions on data flows
and data locali[z]ation requirements as a leading impediment to foreign direct investment by
US companies.”??® Over the last year, the Cambodian government has been aggressive in
seeking FDI from East Asian nations besides the PRC. These overtures are likely to result in
less investment than anticipated unless the proposed data restriction policies are abandoned.

One argument that is often made as a rational for implementing data localization
requirements is cybersecurity. Recent research has disabused this notion by indicating that
data localization requirements “expand[] the number of potential targets for cyber-attacks—
increasing the cost of protecting the whole network.”??” The IIF highlights that data
localization can weaken cybersecurity by concentrating data in fewer locations, making it
more vulnerable to attacks.??® Restrictions on cross-border data flows also limit international
cooperation in identifying and blocking malicious cyber activity. If these restrictions are
adopted in Cambodia, regional and international partners may find it difficult to advise or
assist Cambodia if critical infrastructure is being disrupted by cyber effects.

Specific analysis has been conducted on the impact of the EU’s GDPR and
Singapore’s DEA. The GDPR’s restrictions on international data transfers were found to have
“no effect in the EU on the Internet’s interconnectivity layer.”??° This demonstrates that a
well-designed privacy policy can minimize its impact to connectivity and the free flow of
information. With regards to Singapore’s DEA with Australia and New Zealand, a study by
the Asia Competitiveness Institute “found that the output of the ICT, Financial & Insurance,
and Business Services sectors is expected to increase by at least 6-7% for the three countries
involved.”?*° This substantial increase for an already wealthy nation demonstrates that
agreements reducing technical barriers can yield significant economic benefits for the
signatory countries.

Privacy Laws

There has been less published research analyzing the economic effects of privacy
laws. Part of this is due to the explosion in the number of laws and policies reducing the
number of easy distinguishable control groups that are not subject to some form of privacy
policy. Privacy as a concept “should not be understood narrowly as preventing the sharing of
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personal information, but rather as giving the data subject control over what they share.”?%!

The subtle differences in the language of privacy laws create technical nuances that are hard
to measure. Regardless, researchers at the IMF have concluded that the lack of control and
access rights over data results in data “being overused, with privacy insufficiently respected
in the absence of meaningful consent”?*? This is the situation that Cambodia finds itself given
the nation’s lack of comprehensive privacy legislation. The researchers indicated that the
nonrival and only partially excludable nature of data resulted in privacy externalities.?*®

Most economic analysis of privacy policy has focused on the GDPR because of the
scale of the EU economy and the GDPR being one of the first major privacy policies.?%*
Starting with the negative ramifications of the GDPR, economists found that it “hurt firm
performance by imposing costs, decreasing revenue, and thereby hurting profitability.”?% The
law also “hurt competition by creating greater harms for smaller firms and by increasing
market concentration in the data vendor market.”?*® The law limited economic dynamism in
the economic block “by accelerating market exit and slowing entry.”?*" This resulted in
increased market concentration in the data vendor market.?® In terms of the EU’s
technological development, GDPR resulted in reduced venture funding for technology firms,
“particularly for more data-related ventures.”?% This should serve as a warning shot to
Cambodian ministries and legislatures that are seeking to implement a bespoke privacy law.
If the EU, with its twenty-seven member states, faced this level of negative ramifications
from GDPR, the effects will likely be magnified in Cambodia unless the country adopts
regional or international privacy standards.

Other researchers have found a “statistically insignificant effect on profit margins|[,]
... but a statistically significant -1.9% reduction in profit margins among data-intensive
sectors in the EU.”?%° It has been estimated that GDPR is similar to “a 20% tax on the cost of
data storage.”?*! In terms of technology investment, “the number of EU venture deals fell by
26% after the GDPR enforcement deadline” with the most affected industries being “early-
stage ventures, data-related ventures, business-to-consumer (versus business-to-business)
ventures, and ventures in the healthcare and finance industries.”?*? Foreign investors appear
to have been particularly spooked by the law given the fact that “foreign investment in EU
technology ventures f[e]ll by more than local investment” due the heightened uncertainty.?*
Ultimately, the GDPR disproportionately hurts smaller firms due to fixed compliance costs. A
similar impact might be expected in Cambodia since such a large percentage of the economy
is sustained by SMEs.
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The obvious benefits to GDPR were enhanced privacy rights to EU citizens and the
corresponding worldwide spillover effects. The spillover effects enhance the privacy rights of
the rest of the world because EU-focused firms tended to “roll their compliance efforts to all
their consumers.”?** Some have argued that the market for data is not functioning efficiently
because of market power disparities and asymmetric information resulting from the fact that
“most users are not aware of how their data are being used.”?*® Some researchers argue that
the Coase theorem is “is unlikely to apply to data.”?*® If true, this would have broad economic
implications since the Coase theorem postures that “as long as the property rights over the
goods being allocated are well defined and respected, then a competitive market will be able
to achieve a social optimum” and “the initial allocation of property rights across agents will
not determine the final market allocation.”?*” The researcher’s argument is that an efficient
market in personal data is not currently possible because of the lack of consumer knowledge.
That could make regulation a reasonable market intervention.

Additionally, there were “post-GDPR reductions in data collection[,]” data
processing, and website’s use of third-party cookies.?*® Data storage in the EU fell by 26%
and processing fell by 15%.2%° Prior research indicates that GDPR provided a value of €6.50
per person per month in privacy benefits using a willingness to pay estimation. Lastly,
“GDPR increased the return on assets from acquisitions of Al technology companies—
particularly for acquisitions related to customer experience and cyber security.”?* Those in
favor of the GDPR see the law as a necessary step towards clarifying an “individual’s rights
and obligations over data ... for the market to function efficiently.”?®! Cambodia will have to
balance the benefits of individual privacy rights with the economic costs of the proposed
bespoke data protection law.

Common complaints prior to the passage of GDPR was that it would devastate online
news publishers, but researchers found that EU site traffic volume was “relatively stable
except for a small decline in pageviews per user” with no corresponding “impact on news and
media websites’ production of new content or social sharing of that content.”?*? One word of
caution is needed before progressing. It is difficult to directly apply the analysis of GDPR to
Cambodia for a whole host of reasons including the vastly different demographics and stages
of economic development. Ultimately, there is “a strong case for international dialogue and
cooperation to ensure that the digital economy does not become subject to undue
fragmentation.”?* It may be wise for Cambodia to head that advice with regards to its
proposed data protection law.
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Cybersecurity Regulations

It is even more difficult to draw economic conclusions from restrictive or human
rights constraining cybercrime laws and cybersecurity regulations. The research here is
lacking in part due to the restrictive nature of open research in the locations that typically
implement the most draconian cybersecurity laws. Some researchers claim that “private
incentives to invest in data security are unlikely to lead to socially optimal levels of
investment in cybersecurity” due to the nonrival and partial excludability of data that makes
the harms caused by improper data use hard to attribute to specific commercial entities.?*

It is also important to identify the different theoretical concepts of cybersecurity. The
Western world often views cybersecurity through a technical lens while the view that
originates in many authoritarian or socialist states view cybersecurity with an emphasis on
the ideological threats to the stability of the regime and the society.?>®

Some economic analysis has been conducted on the two prominent cybersecurity laws
in the region, the PRC’s Cybersecurity Law of 2016 and Vietnam’s 2018 Law on
Cybersecurity. As a warning, the research is inherently limited due to shifting agency
interpretation and administrative implementation.

The PRC’s Cybersecurity Law has been effectively enforced by the PRC’s “Great
Firewall” system, but this depth of internet restriction is not “easily transplanted to other
countries lacking a similar internet architecture.”?*® The PRC laws require data localization,
mandating that companies store data within the PRC, which poses challenges for foreign
firms by increasing operational costs and complicating compliance efforts.?>” This regulatory
environment can deter FDI as companies weigh the costs of compliance against the benefits
of entering the PRC market.?®® Additionally, the laws grant Chinese authorities access to
proprietary information under the guise of security checks, potentially disadvantaging foreign
firms while benefiting domestic competitors.?®® The stringent cybersecurity requirements also
have implications for the PRC’s ambitions in big data and smart city developments, as they
create barriers for foreign technology firms that are crucial for these initiatives.2°
Furthermore, the broader impact on FDI is underscored by research indicating that internet
security and regulatory environments significantly influence investment decisions, with
stricter regulations potentially deterring foreign investments.?®* Overall, while the PRC’s
cybersecurity laws aim to protect national security, they also present economic challenges by
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affecting the attractiveness of the Chinese market for foreign investors and complicating
international business operations.2%?

The Vietnam Digital Communications Association reported that the Vietnam Law on
Cybersecurity “could reduce GDP growth by 1.7% and decrease foreign investment by
3.1%.”2%3 Vietnam’s law may also violate the CPTPP since the treaty “does not allow
signatories to dictate whether or not a company can conduct business based on where its IT
infrastructure is located.”?®* It is also important to note that “Vietnam continues to struggle
with cybersecurity even after the passage of the law.”?% These factors collectively suggest
that while the law aims to enhance national security, it may inadvertently hinder economic
growth and deter foreign investment, necessitating a careful balance between regulatory
enforcement and economic openness.?®®

Data Policies

Summary

Stable, transparent, and well-grounded data policies and laws are essential to
Cambodia’s future economic growth. Many outside investors require a baseline level of
consistency and fairness in the rule of law before investing. For just one example, the 2017
eCommerce report from Asia Development Bank’s Mekong Business Initiative reported that
“[s]everal respondents indicated that international TPPs, including PayPal, have expressed
interest in entering the Cambodian market — but that these companies find it difficult to enter
because of regulations, concerns about fraud, and questions about enforceability of the rule of
law.”?%" This example was in reference to the Cambodia’s eCommerce law, but the same
principles apply to data and privacy laws as well. Cambodia should prioritize standardized
and predictable data laws to decrease the risk premium that investors associate with the
nation. This will help attract sustainable and high value-add industries to the country.

The broad types of data laws can be broken into a few categories including privacy,
cybersecurity, IP, and national security laws. Data privacy laws generally include definitions
of data categories, notice and consent requirements, data collection limits, and various opt-
out rights for individuals. Cybersecurity laws can be further divided into two categories:
cybercrime laws and cybersecurity standards. Cybercrime laws are criminal laws that target
malicious and unauthorized access to computer systems. Cybersecurity laws impose
minimum technical security requirements on data collectors and processors. Cybersecurity
laws also often include breach notification and reporting requirements. Patent, copyright,
trademark, and trade secret laws comprise the broader category of IP laws. National security
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laws include signal collection, content moderation in the form of censorship and defamation,
and data localization requirements. Data localization is also commonly referred to as data
residency. Cross-border data transfer agreements are another important tool that can help to
build the confidence of outside entities looking to invest in Cambodia. This paragraph is not
inclusive of every data law in existence but emphasizes some of the key rules of the
technological road in the 21% century.

Cambodia

Current Laws & Policies

Cambodia has a litany of policies and laws that are critical to data, technology, and
FDI. Cambodia's current data policies are shaped by a combination of national laws and
strategic frameworks aimed at fostering a digital economy. A collection of the country’s
general application laws include limited privacy protection provisions.?®® The Digital
Economy and Society Framework outlines the country's vision for integrating digital
technology across various sectors, emphasizing the importance of data protection and
cybersecurity to build trust in digital services.?*® Additionally, the MPTC has been active in
developing policies that support digital infrastructure and innovation, which are crucial for
enhancing connectivity and digital literacy.?’° These efforts are complemented by various
legislative measures that aim to regulate data usage and ensure compliance with international
standards, as seen in the comprehensive list of laws available through Cambodia's Council of
Jurists.2™ Collectively, these initiatives reflect Cambodia's commitment to leveraging data-
driven technologies for economic growth while addressing challenges related to data security
and privacy.

Policies

Beginning with Cambodia’s Pentagonal Strategy, the country aims to foster "crisis-
resilient economic growth" and promote "sustainable socio-economic development" by
focusing on five core priorities, including the digital economy.?’2 This strategy underscores
the importance of advancing Cambodia's digital infrastructure and systems, with
commitments to establish common technical standards, regulatory frameworks, and a
National Center for Digital Security, thereby supporting the nation's broader digital
transformation and economic goals.?”
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There is also the Cambodia Digital Economy and Society Policy Framework 2021 —
2035, which was released in May 2021 by the Supreme National Economic Council.?’* The
long term vision set out by the framework includes “building a vibrant digital economy and
society by laying the foundations for promoting digital adoption and transformation in all
sectors of society — the state, citizens, and businesses — to promote new economic growth and
improve social welfare based on the new normal.”?” The framework has two foundations.
The first involves “developing digital infrastructure focusing on digital connectivity, financial
technology infrastructure and digital payment systems, and logistics and last-mile
delivery.”?’® The second involves “building trust and confidence in digital systems focusing
on responsive and effective legal frameworks and strengthening digital security
management.”?’’ The legal frameworks that are mentioned in the framework likely involve
Cambodia’s draft laws on data protection, cybercrime, and cybersecurity.

Digital transformation is an important aspect of the framework since it predicts that
technology adoption will “increase productivity and economic efficiency, boost the national
economic growth, and build a civilized society where digital citizens can benefit from the use
of digital services with high inclusiveness, reliability, and trustworthiness.”?’® One way that
the framework seeks to conduct the digital transformation is by “building digital
infrastructure, attracting domestic and foreign investment, promoting new business ventures,
increasing productivity, and promoting economic competitiveness.”?’® The government
recognizes that foreign technology transfers will be key to achieving its digital goals. Within
that same line of thinking, the framework commits Cambodia to “participate in strategic
partnership cooperation as well as international digital initiatives on the economics, society,
business, finance, research, utilization and technology development, and cybersecurity within
bilateral and multilateral frameworks in line with open economy policies that support global
trade, international free trade and multilateral system.”?® The reference to bilateral and
multilateral frameworks is key when referenced against several of Cambodia’s proposed draft
laws that include isolationist articles.

In the framework, Cambodia established the National Digital Economy and Society
Council. The council works “to monitor, to provide directions, to set new policies, and to
coordinate relevant institutions to implement the Cambodia digital economy and society
policy framework.”?8

The framework also wants the laws and regulations for the digital economy to create
“favorable conditions for building an ecosystem of a digital economy and society.”?®? The
claim of utilizing a “light touch approach” to enforcement may run up against many of the
articles in the draft laws on various data policies.?®® Additionally the framework seeks a
regulatory regime that promotes competitiveness in the sector.?®* Finally, the framework

2% Digital Economy and Society Framework, SUPREME NATIONAL ECONOMIC COUNCIL,
https://data.opendevelopmentcambodia.net/en/dataset/8b25e8a7-ceb5-4659-b961-
9f66d1915a31/resource/b543c324-e2da-4{8c-84c1-64c636dad260/download/digital-economy-and-society-
framework-english.pdf.
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proposes “updating/amending and enacting additional laws and regulations to ensure
consistency, coherence, and harmonization in line with the development context domestically,
regionally, and globally.”?® It critical for maximizing technological development and
economic growth that Cambodian laws comply with regional and multilateral standards.

The framework also has a section on foreign investment that highlights the need for
the right mix of domestic human capital and foreign technological know-how. It aims to
“develop mechanisms to encourage, support and facilitate the private sector in providing
digital skills trainings to workers or transferring current skills toward digital skills.”?%® This
requires cooperation with domestic and foreign companies that have the requisite technical
knowledge to educate and train the local workforce. The framework acknowledged that “the
share of medium- and high-tech businesses are not yet high in Cambodia compared to
countries in the region.”?®” That is why attracting and partnering with outside firm that have
the requisite technical knowledge will be critical to Cambodia’s development.

The framework “focuses on promoting digital business in three areas: promoting the
digital transformation of enterprises, creating the entrepreneurial and startup ecosystems, and
enhancing the digital value chain.”?®® These three areas are seen as key to delivering future
economic growth in the country by establishing “collaboration between public and private
sectors in technologies and innovations.”28°

Multilateral and bilateral cooperation will be key to achieving the framework’s
objectives. Hence, Cambodia seeks to “[p]romote and implement bilateral and multilateral
digital economy agreements frameworks aimed at expanding markets for local enterprises
and supporting cross-border investment, business and trade activities.”?®® As mentioned
previously in this paper, Cambodia is a signatory of several free trade agreements, but many
of these do not include relevant twenty-first century data provisions. The framework also
identified the need for “strong cooperation between countries in the region, such as ASEAN,
to promote the development of an environmentally, equitable and non-discriminatory digital
economy.”?®! Many of the draft data laws proposed by the country seem to run counter to this
objective by discriminating against outside data sources and content.

The framework also focuses on developing digital infrastructure with the intent to
“[a]lmend or revise the laws and regulations related to the management of digital
infrastructure.”?%? Specifically, the government is looking to encourage the “establishment of
more domestic data centers” and cloud computing facilities via tax incentives. Unfortunately,
the government is unlikely to be able to deliver consistent and sustainable investment in this
area through monetary incentives alone. Short term incentives are unlikely to deliver
consistent and sustainable investment in this area without carefully planned policies,
international cooperation, and technical skills development.

The government seeks to “harness[] digital platforms to connect stakeholders in
production and supply chains by sharing real-time data” with the goal of building up more
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innovative and higher value-add industries.?®® The data sharing objectives will be
complicated by the data localization requirements in the Draft Data Protection Law.

Another area that the framework highlights is fintech. The country aims to “attract the
investment and participation from the private sector in the development of infrastructures
related to financial sector especially digital payment gateways, and the development of digital
payment system and financial technology, aiming to promote and develop digital financial
system”?®* As detailed in prior sections, the country has made significant progress in
developing its digital financial systems, especially at the consumer level. The MPTC and the
NBC will likely take the lead in creating “the relevant regulatory framework and guidelines
to enhance the reliability and confidence” of fintech systems while “encourage[ing] the
adoption of secure and guaranteed digital payment service.”?® The framework acknowledges
that “the development of digital payment infrastructure is still inadequate” due to the limited
resources of Cambodia’s banks and financial institutions.?%

The framework does not specifically address privacy concerns in the digital age, but it
does dive into the cybersecurity challenges that the nation faces. The policy correctly
identifies prominent risks including “network security, information security, operational
security, application security, and the lack of awareness of users and the general public on
cybersecurity.”?%” With these risks in mind, the framework seeks to “develop relevant laws
and regulations and develop the policy or strategy on cybersecurity.”?% This is likely a
reference to the draft data laws and the subsequent prakas that are likely to follow the law’s
approval.

Reasonable policy steps such as promoting cybersecurity skills development via
accreditation and technical trainings are discussed in the framework.?*® The importance of
bilateral and multilateral cooperation with the Cambodian public and private sector is also
key “to share information, experiences and best practices.”*® Specific articles in the draft
cybercrime and cybersecurity laws that degrade certain human rights may make this more
challenging given the potential reluctance of many nations to cooperate with Cambodia in the
face of human rights concerns.

The framework then goes into detail on seven specific proposals to increase
cybersecurity in the country. The proposals include “[s]trengthening technical capacity in
terms of human resources and institutional capacity,” preparing relevant laws and regulations,
ensuring essential infrastructures is resilient to cyber-attacks, protecting the public from
cybercrime, promoting public awareness of cybercrime, and “[c]ooperating with partners at
national, regional, and global levels.”**! A key concern is that the draft laws implementing
these proposals often run counter to the overall objectives in that they often do not follow
international standards and may result in decreased international cooperation. Variation in the
statutory language is likely to prevent or delay cooperation in times of digital despair due to
cyberattacks. The framework also includes the ambiguous proposal of “[n]ational defense in
digital space.”3%
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Many of the policy directions and key policy measures are directly related to speeding
up the digital transformation of the country via foreign investments and data laws. The first
key policy measure seeks to “[a]ccelerate the development of high- speed broadband
networks and infrastructure that is affordable with high quality in response to the actual
needs, by achieving 95% coverage of the total population in terms of Internet backbone
network, submarine cable network, and fixed and mobile broadband infrastructure.”3%

The second key policy measure seeks to “[aJmend or revise the laws and regulations
related to the management of digital infrastructure and the enhancement of regulators’
functions in improving competitiveness and providing openness.”*%* It also seeks to “build
the regulatory framework and principles in supporting and building up confidence and trust
among investors, and promote to establish a strong investment network”*% Although it is
good that Cambodia recognizes the importance of implementing consistent policies in
attracting FDI, some of the vague and non-standard language in the proposed data laws may
have the opposite effect than intended.

The seventh key policy measure seeks to “formulate the policy to provide tax
incentives for the investment on data and cloud computing facilities to encourage the
establishment of more domestic data center.”3%

The eleventh key policy measure seeks to “[p]romote the Public-Private Partnership
mechanism for the investment of digital infrastructure.”®’ Involving domestic and
international companies will be key due to digital infrastructure gaps in areas such as cloud
services and wired fiber. These are two areas where Cambodia currently lags behind regional
peers.

The thirty-eighth key policy measure seeks to “[c]ontinue to develop relevant laws
and regulations and develop the policy or strategy on cybersecurity.””3%

The thirty-ninth key policy measure seeks to "Develop and invest in infrastructures
and national cybersecurity management systems under the national committee to regularly
monitor risks on national, regional and global levels.””3%

The forty-fourth key policy measure seeks to “[e]stablish bilateral and multilateral
cooperation frameworks and establish cooperations with international organizations or
associations and the private sector related to cybersecurity to share information, experiences
and best practices.” Cambodia’s participation in and leadership of international cybersecurity
organizations is dependent on data policies that promote the safe sharing of data. Proposed
articles requiring data localization and the criminalization of freedom of expression runs
counter to this stated goal.

The fifty-sixth and fifty-seventh key policy measures seek to “encourage and attract
digital talents from abroad.”®!° This policy measure is a natural complement to the objective
in ASEAN’s DEFA of fluid transmissibility of technical talent across the region.

The fifty-eighth key policy measure seeks to “[d]evelop mechanisms to encourage,
support[,] and facilitate the private sector in providing digital skills trainings to workers or
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transferring current skills toward digital skills.” Government coordination with the private
sector is essential to ensuring that the populace acquires the relevant technical skills and the
ability to seek continuous technical upskilling after any formal education program concludes.

The seventy-third key policy measure seeks to “[d]evelop joint measures on
cybersecurity and data safety to strengthen protection, prevention and response mechanisms
against cybersecurity threats.” Cybersecurity threats should be narrowly defined in any law to
focus on technical threats to critical infrastructure rather than an expansive view that includes
national security and public order. See the conversation surrounding the impending UN
Cybercrime Treaty for additional reasoning behind this explicit language.

The eighty-seventh key policy measure seeks to “[e]nsure privacy and security of data
sharing and use” in a likely reference to the Constitutional rights of Cambodians and the
upcoming draft laws.3!

The eighty-ninth key policy measure seeks to “[e]xpand the scope of using artificial
intelligence, data science, big data and other advanced technologies for data sharing and the
creation of easy-to-use digital services.”®? It will be difficult for Cambodia to fully capture
the benefits of Al if data localization requirements hinder information sharing from overseas
R&D initiatives.

The one hundred and eleventh key policy measure seeks to “build regulatory
framework and principles in supporting and building up confidence and trust among
investors, and promote to establish a strong investment network.”*!3 The laws that Cambodia
implements based on this policy should take into account the predictable and stable rules that
investors seek. Investors typically prefer to adhere to international norms in order to reduce
compliance and overhead costs.

The one hundred and sixteenth key policy measure seeks to “[d]evelop mechanisms
for effective cooperation and facilitation among national and international stakeholders
through establishing agencies and the digital entrepreneurship ecosystem fund.”3!*
Coordination with international stakeholders will have the highest chance of constructive
developments if Cambodia’s laws and prakas adhere to international technical and human
rights standards.

The one hundred and seventeenth key policy measure seeks “to promote and attract
investments and participation from the private sector in high-tech investment projects,
combined with trainings, use and transfer of technologies, as well as research and
development and innovation.”3!> Here the framework correctly identifies essential elements
of the country’s next phase of development. As mentioned in the FDI section above,
Cambodia will need to attract high value-add technological investments that result in
technology transfers to local businesses and people. The most likely way to achieve this is for
Cambodia to adopt multinational standard data policies that reflect the evolving needs of the
citizens and businesses. This will best position the country to attract this type of investment
and training.

The one hundred and twenty-second key policy measure seeks to “[p]romote and
implement bilateral and multilateral digital economy agreements frameworks aimed at
expanding markets for local enterprises and supporting cross-border investment, business and
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trade activities.”3!® Similarly, the one hundred and twenty-third key policy measure nudges
the country to participate in “bilateral and multilateral digital economy agreements to boost
export-import flow of goods and products as well as to assist enterprises in E-commerce and
cross-border trade.”®!” Both of these policy measures will be difficult to achieve if, for
example, e-commerce platforms decide not to operate in the country due to the data
localization requirement in the draft Data Protection Law.

Constitution of the Kingdom of Cambodia

Several articles of the Constitution of the Kingdom of Cambodia directly relate to
privacy and other fundamental human rights in the digital age.

Article 31 states that the “Kingdom of Cambodia recognizes and respects human
rights as stipulated in the United Nations Charter, the Universal Declaration of Human rights
and the covenants and conventions related to human rights, women’s rights and children’s
rights.”3!8 This article provides a clear mandate that Cambodia should abide by international
human rights law.

Article 40 dictates that the “rights to privacy of residence, and to the confidentiality of
correspondence by mail, telegram, fax, telex and telephone, shall be guaranteed.”319
Unfortunately, “Cambodia has not elaborated on the meaning or scope of Article 40 by
providing any implementing any specific laws or measures about this right to privacy.”3?
Cambodia’s civil law system and the lack of public court decisions hamper the ability to
decipher the boundaries to the Constitutional right of privacy.

Article 41 guarantees Cambodians “freedom of expression of their ideas, freedom of
information, freedom of publication and freedom of assembly.”?! This Article does come
with the exception that “[n]o one shall exercise these rights to infringe upon the honor of
others, or to affect the good customs of society, public order and national security.”3?? These
restrictions appear to have been interpreted broadly by Cambodian authorities over the years.
Lastly, the Article states that “[t]he regime of the media shall be determined by law.”3?3

Directly related to FDI, Article 61 directs the state to “promote economic
development in all sectors and particularly in remote areas, especially in agriculture,
handicrafts and industry, with attention to policies on water, electricity, roads and means of
transportation, modern technology and credit systems.”*** The emphasis on modern
technology highlights Cambodia's commitment to integrating advanced technologies into its
development strategy, which is crucial for enhancing productivity and competitiveness across
various sectors, thereby attracting more FDI and fostering sustainable economic growth.3?°
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Law on Telecommunications

Cambodia's Law on Telecommunications, enacted in December 2015, has several
provisions that raise significant concerns regarding data privacy and freedom of
expression.®?® The law grants extensive powers to the government, allowing for increased
surveillance and control over telecommunications networks and data.

Article 97 is especially concerning for the surveillance powers that it grants to the
government officials, only requiring “approval from legitimate authority.”®?” The article
permits secret surveillance of any telecommunications without public accountability or
safeguards.3?® The article allows for unchecked government intrusion into private
communications, potentially violating the Constitutional right to privacy and potentially
being used to suppress dissent and freedom of expression.3%°

The second concerning provision is Article 6, which requires all telecommunications
operators to “provide to MPTC the telecommunications, information and communication
technology service data.”*° This gives the Ministry unfettered rights to access user data from
service providers without sufficient transparency or oversight provisions.*¥! This could grant
the government enhanced surveillance powers when combined with the data localization
requirements and broad definition of service provider in the Draft Data Protection Law.

Article 7 grants MPTC the authority to take "necessary measures" under the
undefined circumstances of "force majeure."**? This vague language could include
suspending services or seizing control of telecommunications infrastructure.333

Cambodia's Law on Telecommunications presents significant challenges to data
privacy and freedom of expression due to its expansive surveillance powers and lack of
transparency, which likely contravene international human rights standards.®** Some argue
that the law's vague provisions allow for arbitrary enforcement, which could lead to self-
censorship among internet users and hinder digital activism.>*® Despite government
assurances that the law is necessary for national security, its implementation has been
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criticized for undermining privacy rights and failing to align with Cambodia's obligations
under international human rights law.>%

Consumer Protection Law

Cambodia's Consumer Protection Law, enacted on November 2, 2019, includes
several provisions that intersect with privacy and cybersecurity considerations.¥’ The law
establishes rules to protect consumer rights and ensure fair business practices, which
inherently involve handling consumer data. Notably, the law mandates that businesses must
meet minimum information standards, including labeling requirements and the provision of
information in the Khmer language, to ensure transparency and consumer awareness. >
Additionally, the law empowers the NCCP to receive complaints, conduct investigations, and
issue decisions on matters related to consumer rights violations, which could involve
breaches of data privacy.®*® While the law primarily focuses on consumer rights and fair
competition, its requirements for clear and accurate information disclosure and the NCCP's
investigative powers indirectly support data protection and cybersecurity by holding
businesses accountable for the proper handling and protection of consumer data.

E-Commerce Law of 2019

Cambodia passed an E-Commerce law in 2019 that “includes certain provisions for
the protection of consumer data that has been collected electronically.”*® A Mekong Business
Initiative report from 2017 laid the groundwork for the law to be put into effect by explaining
that the law could be a significant driver of e-commerce activity in the country.3*! This
demonstrates the Cambodian government’s willingness to propel legislative initiatives
towards the finish line when economic growth is at stake.

The scope of the E-Commerce Law includes “all activities, documents, and electronic
commerce and civil transactions undertaken via electronic systems (Article 3, E-Commerce
Law), regardless of whether the e-commerce activity is within Cambodia or is cross-border
between foreign countries and Cambodia (Article 2, Sub Decree No. 134).”%42 This means
that any business conducting digital commerce with a Cambodian consumer would be subject
to the law regardless of the physical location of the business.

Although the law potentially grants the rights to correct and access an individual’s
personal data, it does not “does not provide comprehensive data protection rights.”3*® The law
also “imposes basic disclosure and data protection requirements for commercial activities” in
the normal course of e-commerce.3**
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The law includes definitions for some terms that are essential to data policies. The law
defines data as “a group of numbers, characters, symbols, messages, images, sounds, videos,
information, or electronic programs that are prepared in a form suitable for use in a database
or an electronic system.”3* Online data collected during e-commerce transactions such as
names and addresses may fall under the “personal data” category in the law.34®

Additionally, the law also contains a “blanket prohibition on certain forms of
cybercrime, including interference with any electronic system for the purpose of accessing,
downloading, copying, extracting, leaking, deleting, or otherwise modifying any stored data
in bad faith or without authorized permission.”**’ The Draft Cybercrime Law expands on this
list of offenses.

Other rules related to the law include Sub Decree No. 134, formally titled “The
Determination of Types, Formalities and Procedures for Issuing Approvals or Licenses to
Intermediaries and E-Commerce Service Providers and Exemptions” from August 2020 and
Prakas No. 290 on Granting of E-Commerce Permits or Licenses from October 2020.3*® One
business-friendly aspect of the E-Commerce Law is Article 7, which legally recognizes e-
signatures, provided that the identity of the signatory can be verified, and the signature is
collected through reliable means.3*

Sub-Decree No. 252 on the Management, Use, and Protection of Personal Identification Data

Sub-Decree No. 252 on the Management, Use, and Protection of Personal
Identification Data was issued on December 22, 2021, but is only available in Khmer.®
Although the sub-decree defines “personal identification data” and “personal private
information”, it only applies to data owned by the MOI and does not apply to data used by
other entities.*

0

Like many of the data laws that are currently being proposed, this sub-decree contains
broad policy objectives such as ensuring “the protection of peace and order[,]” furthering the
public interest, and promote national development by improving the provision of services.”>2
The first two objectives are concerning from a human rights perspective due to potentially
arbitrary enforcement mechanisms.

The sub-decree allows the MOI to “collect, compile, keep, manage, and protect the
security of personal identification data that is under the authority of the MOI, including the
registration of birth certificates, ID cards, statistics, and management of residency, passports,
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nationality, and other registrations.”**® While these actions appear to be standard for an
agency responsible for maintaining a National ID system, providing additional details on the
measures that the MOI takes to ensure the confidentiality and security of individuals' data
would be beneficial.

Civil Code of the Kingdom of Cambodia 2007

Cambodia’s Civil Code identifies the “personal right to identity, dignity, privacy, and
other personal interests of an individual.”®>* Several of the relevant articles are detailed
below.

Article 10 grants individuals their personal rights including the “right to privacy and
other personal benefits and interests, along with other rights, such as the rights to life,
personal safety, health, freedom, identity, and dignity.”®*® The key question is whether
personal data is protected as part of an individual’s personal rights. If so, “accessing,
obtaining, processing, or otherwise commercializing personal data must be contractual, and
thus require the data owner's consent in a valid agreement.”®*® This article could be a key
source of an individual’s privacy rights against corporate data possessors.

Article 11 presents the possibility that an individual may be able to secure a court-
ordered injunction if there is “a danger that an infringement of that person's personal rights
may occur.”*®’ The scope and applicability of this article once again depends on whether
personal data falls under personal rights.

Article 12 compliments Article 11 by allowing an individual to seek a remedy if the
infringement of a personal right continues. This means that, “[i]n the data privacy context, ...
a person can seek an order to remove, for example, any storage of their personal data
collected unlawfully.””3%®

Article 13 enables an individual “to seek compensation for any damage suffered from
an infringement of their personal rights.”**® This article allows individuals to pursue civil
cases if individuals have privacy rights over their personal data as part of their personal
rights.

Article 336 dictates the requirement for a proper offer and acceptance to consummate
a fully formed contract.3® It potentially relates to privacy policies in that “express consent
must be obtained from the data owner for the purposes of the data usage” and the requirement
for “proper disclosure obligations for obtaining the data owner's consent.”%6?

Article 345 gives an individual the option to retract their consent if the consent was
granted as a result of a mistake, misunderstanding, misrepresentation, exploitative intent, or
fraud.®®? This article may allow an individual to seek remedy if the terms and conditions
regarding the collection of personal data are misleading or insufficiently detailed.

33 Cambodia - Data Protection Overview, DATAGUIDANCE, https://www.dataguidance.com/notes/cambodia-
data-protection-overview.

34 Doing Business in Cambodia: Overview, Practical Law Country Q&A 3-524-4317 (Thomson Reuters 2023).
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Criminal Code of the Kingdom of Cambodia

The Criminal Code of the Kingdom of Cambodia, also referred to as the Penal Code,
was last amended in 2018, but a majority of the articles were added in 2009.3%® The Penal
Code criminalizes the “disclosure of secrets and the interception of private communications”
with punishments ranging from fines to imprisonment.3%*

Articles 301 and 302 “prohibit people from intercepting or recording private
conversations, or recording a person's image in a private location, without their consent[,]”
but allows “the interception or recording of private conversations and images authorized by
law.”®® These articles in combination with the Law on Telecommunications may enable
surveillance by the authorities.

Article 314 “prohibits unauthorized breaches of professional secrecy by any person
who holds, by reason of their position, profession, function, or mission, information of a
confidential nature.”®® This Article can be interpreted as an anti-whistleblower clause
depending on the scope of the disclosure authorization allowance.

Articles 317 to 320 and 427 to 432 are directly applicable to cybercrimes. Articles 317
to 320 concern the “Breach Of Privacy Of Correspondence And Telecommunication”3 while
Articles 427 to 432 focus on “Offences Related To Information Technology” in Cambodia.3®
Article 317 makes it an offense to “[m]aliciously open, destroy. delay or divert
correspondence sent to a third party.”%®® Article 318 focuses on breaches of privacy of
telephone conversation by criminalizing the “[u]nauthorized interception, recording, or
disclosure of telecommunications.”®"? Articles 317 and 318 work in tandem to prohibit the
“malicious opening, destroying, delaying, diverting, jamming, or intercepting of
correspondence sent to a third party, including telephone messages.”*'*

The “Offences Related To Information Technology” start with Article 427, which
criminalizes the “unauthorized access to or remaining in automated data processing
system.”®’2 Article 427 makes it a crime for anybody that “fraudulently accesses or maintains
access to an automated data processing system that causes destruction or alteration to data in
that system.””® The article also punishes the obstruction of the “the functioning of an
automated data processing system([,] ... fraudulently introducing data into, deleting, or
modifying data[,]” and participating in a group conducting or planning to conduct any of
these IT crimes.3’* Considering these provisions, the Draft Cybercrime Law appears
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redundant at times, but also expands off of this list of offenses by incorporating additional
offenses and specific definitions.

Article 428 focuses on “[o]bstructing the functioning of automated data processing
system’3”® by punishing those that intercept data without authorization. Similarly, Article 429
targets the “[f]raudulent introduction, deletion or modification of data.””*"®

The specified sections of Cambodia's Penal Code address various cyber or computer-
related offenses, including unauthorized access, data and system interference, and misuse of
devices.3”” These provisions aim to protect the integrity and security of information systems
and data, imposing penalties that include imprisonment and fines for violations. The quantity
and variety of these articles raises the possibility that it may be simpler and more human
rights compliant to simply amending the articles in the Penal Code rather than totally
reconstructing these cybercrime issues in the draft Cybercrime Law.

Code of Criminal Procedure of the Kingdom of Cambodia

Two articles are relevant to data policies in the 2010 Code of Criminal Procedure of
the Kingdom of Cambodia. Article 83 supports the due process of all individuals under
investigation by requiring the confidentiality of ““all information gathered over the course of
an investigation, including technical data gathered on the individual(s) being investigated.””3’®

Similarly, Article 91 proscribes due process requirements for searches such as prior
authorization and restrictions on time and place.®”® If the term “searches is interpreted
broadly, it may include private digital data, thereby granting digital due process rights to
individuals under investigation. 3

Sub-decree on Digital Signatures

Cambodia's 2018 Sub-Decree on Digital Signatures is only moderately related to
privacy and cybersecurity due to its establishment of requirements for the secure creation,
verification, and use of digital signatures.*®! The Sub-Decree mandates technical standards
for digital signatures and prohibits the storage of another person’s private key without written
authorization.®? Private digital keys are key for encryption standards.

Intellectual Property / Digital Property Laws

Cambodia has established a comprehensive legal framework for intellectual property
(IP) protection, encompassing a variety of laws and regulations aimed at safeguarding
creators' and innovators' rights. The Trademark and Unfair Competition Law, enacted in
2002, laid the groundwork for trademark protection, while the 2003 Law on Patents, Utility
Model Certificates, and Industrial Designs established a system for patent applications, which
are processed by MISTI. 382 Despite these efforts, the patent office reported that only 17
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patents had been granted as of June 2017, highlighting challenges in the system's
effectiveness.®®* Additionally, the Law on Copyright and Related Rights, also passed in 2003,
provides automatic protection for works, with authors or rights holders having the option to
register their works with the Ministry of Culture and Fine Arts.®® Cambodia's accession to
the World Trade Organization in 2004 further necessitated the adoption of various IP laws to
meet international standards, although challenges in enforcement and protection persist.3®

The Ministry of Commerce's Department of Intellectual Property Rights is
responsible for registering trademarks in Cambodia, providing a structured process for both
domestic and foreign applicants to secure trademark protection.®®” Similarly, industrial
designs must be registered with the Department of Industrial Property under MISTI, ensuring
that designs meet the necessary criteria for protection.®® A notable example of international
cooperation in IP is the Memorandum of Understanding on Cooperation in Industrial
Property between Cambodia's MISTI and the Intellectual Property Office of Singapore,
established in 2015.%% This agreement facilitates mutual assistance and technical
collaboration, allowing for the recognition and processing of patent applications between the
two countries, thereby enhancing the effectiveness and efficiency of IP protection in
Cambodia.?®

Cambodia became a signatory to the Paris Convention for the Protection of
Intellectual Property in 2016 and joined the Patent Cooperation Treaty as its 151st contracting
state, allowing for streamlined patent applications through international cooperation. %
Beyond these multinational agreements, Cambodia has established bilateral IP agreements
with countries such as Singapore, Japan, the EU, the PRC, South Korea, and the US,
enhancing its IP framework and fostering international collaboration.®*? Notably, Cambodia
signed an Agreement on the Validation of European Patents with the European Patent Office
in 2017, becoming the first Asian country to grant validation to European patents, which
allows EU and PRC patent holders to follow a validation process to gain protection of their
patents in Cambodia without reapplying for a Cambodian patent.>*®* Cambodia's IP policies
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are guided by the National Intellectual Property Policy 2023-2028, which aims to align the
country's IP system with international standards and support economic development.3%

International Law

Article 31 of the Constitution of the Kingdom of Cambodia binds the country to
international human rights law. The article stipulates that the Constitution “recognizes and
respects human rights as stipulated in the United Nations Charter, the Universal Declaration
of Human rights and the covenants and conventions related to human rights, women’s rights
and children’s rights.”3*® The explicit reference to these foundational documents underscores
the gravity with which Cambodia is expected to fulfill its human rights obligations.

Universal Declaration of Human Rights

Several articles from the Universal Declaration of Human Rights are directly
applicable to digital rights. Article 12 plainly states that “[n]o one shall be subjected to
arbitrary interference with his privacy[,]” and that “[e]veryone has the right to the protection
of the law against such interference or attacks.”*% This establishes the right to privacy with
only narrow, clearly defined grounds for a government to trespass on that right.

Article 19 holds that “[e]veryone has the right to freedom of opinion and expression
... without interference and to seek, receive and impart information and ideas through any
media and regardless of frontiers.”3®” Freedom of expression is subject to even fewer
restrgigzstions than the right to privacy under the three-part test in international human rights
law.

International Covenant on Civil and Political Rights
Although not explicitly mentioned in the Constitution of the Kingdom of Cambodia,
the country is a signatory to and has ratified the ICCPR. Article 19 requires State parties to
“guarantee the right to freedom of expression, including the right to receive and impart
information and ideas of all kinds regardless of frontiers.”**® This reinforces the right to
freedom of expression as detailed in the Universal Declaration of Human Rights.

Restrictions to the freedom of expression “are lawful only when such restrictions pass
a three-part, cumulative test.”*®° First, the restriction must be provided by law in a manner
that is clear and accessible to everyone.*®! Second, the restriction must serve one of the
legitimate purposes set out in Article 19(3) of the ICCPR, “namely: (i) to protect the rights or
reputations of others; (ii) to protect national security or public order, or public health or
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morals.”*%? Thirdly, the principle of necessity and proportionality must require the least
restrictive method be utilized only when necessary to achieve one of the aims listed above.**®

Lastly, the right to privacy is enshrined in Article 17 of the ICCPR, which states that
no one shall be "subjected to arbitrary or unlawful interference with his privacy"*** This right
is further elaborated in Human Rights Committee General Comment No. 27, paragraph 15,
which specifies that any restrictions on this right must be necessary, legitimate, and
proportionate.*%®

UN General Assembly Resolution 75/176. The right to privacy in the digital age*®®

UN General Assembly Resolution 75/176, titled "The right to privacy in the digital
age," was adopted on December 16, 2020.4%” The document builds off the 2013 and 2014
versions of the document with the same name.**® The resolution noted the benefits and harms
associated with the rapid development of the digital world. It noted “the capacity of
Governments, business enterprises and individuals to undertake surveillance, interception and
data collection, which may violate or abuse human rights, in particular the right to
privacy.”*®® A nation that adheres to the values documented in the resolution will foster trust
among consumers and businesses, reduce data market failures, and enhance the reputation of
its digital economy. The resolution’s recommendation to establish robust data protection
frameworks minimizes the risks associated with data misuse, creating a more predictable
business environment that supports data-driven innovation and cross-border trade. Although
initial compliance costs may be incurred, the overall impact can lead to greater economic
resilience, a competitive advantage in the global market, and potential growth in sectors
reliant on data confidentiality and integrity.

The resolution begins by “reaffirming the human right to privacy” and then calls upon
all States to respect and protect the right in the digital realm.*'° It also stresses the
“importance of full respect for the freedom to seek, receive and impart information, including
the fundamental importance of access to information and democratic participation.”*!! The
various content moderation articles in the Draft Cybercrime Law appears to run counter to the
resolution’s ideal version of freedom of information.

The resolution stresses the importance of maintaining “independent, effective,
adequately resourced and impartial judicial, administrative and/or parliamentary domestic
oversight mechanisms capable of ensuring transparency, as appropriate, and accountability
for State surveillance of communications, their interception and the collection of personal
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data.”*? The lack of a sufficiently independent oversight organization(s) is a critical
weakness in Cambodia’s current and future data laws. Independent organizations are needed
to “provide individuals whose right to privacy has been violated by unlawful or arbitrary
surveillance with access to an effective remedy.”*3

Furthermore, the resolution then dives into the role that States play in crafting
effective data policies. It implores States to develop and implement “legislation, regulations
and policies to ensure that all business enterprises, including social media enterprises and
other online platforms, fully respect the right to privacy and other relevant human rights in
the design, development, deployment and evaluation of technologies, including artificial
intelligence, and to provide individuals whose rights may have been violated or abused with
access to an effective remedy, including compensation and guarantees of non-repetition.”**
This is essentially asking States to develop a remedy mechanism for individuals to use if
private business violate their rights. The resolution asks states to adopt these remedy
mechanisms as part of larger “data protection legislation, regulation and policies, including
on digital communication data, that comply with their international human rights obligations,
which could include the establishment of national independent authorities with powers and
resources to monitor data privacy practices, investigate violations and abuses and receive
communications from individuals and organizations.”*'® Cambodia’s various draft data laws
indicate that the country is moving in this direction, but there remains a lack of an
independent authority to adjudicate privacy disputes.

In a nod to the specific privacy rights included in most data protection laws, the
resolution urges States to “consider developing or to maintain legislation, preventive
measures and remedies addressing harm from the processing, use, sale or multiple resale or
other corporate sharing of personal data without the individual’s free, explicit, meaningful
and informed consent.”*'® The notion of informed consent and the rights to “amend, correct,
update, delete, and withdraw consent for the data” is a consistent theme of most privacy laws,
including Cambodia’s draft Data Protection Law.*!” The resolution also identifies the
importance of States implementing “effective measures to prevent the unlawful retention,
processing and use of personal data stored by public authorities and business enterprises.”*!8

The resolution also spends a significant amount of text highlighting the impact that
“unlawful or arbitrary surveillance and/or interception of communications” has on the lives of
individuals across the globe. Many of Cambodia’s current and draft laws identify public or
national security to “justify the gathering and protection of certain sensitive information[,]”
but the resolution asks States to “ensure full compliance with their obligations under
international human rights law.”*°

Any legal framework that enables surveillance, such as Cambodia’s Law on
Telecommunications, should be “publicly accessible, clear, precise, comprehensive and non-
discriminatory” while ensuring that any State violation of the right to privacy “must not be
arbitrary or unlawful.”*?° The lack of transparency in many Cambodian government
institutions undermines the nation’s ability to abide by these principles when conducting
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surveillance. The resolution specifically mentions upholding the right to privacy when States
wish to “intercept digital communications of individuals and/or collect personal data,”
especially in the context of “information- and intelligence-sharing agreements” with other
nations.*?! This rings especially true given the Articles permitting intentional cooperation in
the Draft Cybercrime Law.

Lastly, the resolution identifies the importance of encryption in securing “the
confidentiality of digital communications” and emphasizes that “States should refrain from
employing unlawful or arbitrary surveillance techniques, which may include forms of
hacking.” 422

UN HRC 47/16. The promotion, protection and enjoyment of human rights on the Internet

The UN Human Rights Council's Resolution 47/16, adopted on July 13, 2021, emphasizes
the importance of promoting, protecting, and enjoying human rights on the Internet.*? It
recognizes the Internet as a critical tool for realizing a range of human rights, including
freedom of expression, and urges States to ensure that these rights are upheld online.*?* The
resolution calls on governments to bridge digital divides and encourages the sharing of best
practices to enhance Internet access and use, particularly for disadvantaged groups.*? It also
highlights concerns about Internet shutdowns and their adverse impacts on human rights,
urging states to refrain from such practices.*?® This resolution should be pivotal in guiding
Cambodian efforts to ensure that the digital space remains open, free, and secure for all users.

UN HRC 50/15. Freedom of opinion and expression

More recently, UN Human Rights Council Resolution 50/15 was adopted on July 8,
2022, in order to reaffirm the fundamental right to freedom of opinion and expression.*?’ The
resolution emphasizes the importance of protecting these rights in all forms of media and
communication. Even though the UN Human Rights Council has very diverse interests and
perspectives, it was still able to "reaffirm that the right to freedom of opinion and expression,
including the freedom to seek, receive, and impart information and ideas of all kinds,
regardless of frontiers, either orally, in writing or in print, in the form of art or through any
other media, is a human right guaranteed to all.”*?8 Any restrictions to freedom of speech or
the freedom of information must be “in full compliance with international human rights
obligations, including the principles of lawfulness, legitimacy, necessity and
proportionality.”*?® Widespread agreement on this issue is just one reason why the content
moderation articles in the Draft Cybercrime Law are unlikely to foster up much international
cooperation.

The resolution notes the dangers associated with the proliferation of technical
surveillance programs and tools by “[e]xpress[ing] its continuing concern that violations and
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abuses of the right to freedom of opinion and expression continue, often with impunity, and
are facilitated and aggravated by the abuse of states of emergency, as well as unlawful or
arbitrary surveillance and/or interception of communications, including through digital
surveillance technologies.”*° Although surveillance technologies are not explicitly detailed
in Cambodia’s draft data laws, numerous Articles require data to be stored in a manner that
enables authorities access without adequate privacy safeguards or independent oversight. The
Law on Telecommunications also lacks sufficient safeguards surrounding arbitrary
surveillance.

The resolution emphasizes “technical solutions to secure and protect the
confidentiality of digital communications, including measures for encryption,
pseudonymization and anonymity.”**! This includes not “interfer[ing] with the use of such
technical solutions.”**? Article 12 of the Draft Cybercrime Law may be in conflict with this
provision due to the required storage of content data for 180 days, an impossibility for many
end-to-end encryption apps.

The resolution identifies “laws, regulations, policies and other measures concerning
personal data and privacy protection online” as critical to upholding freedom of speech by
preventing “the arbitrary or unlawful collection, retention, processing, use or disclosure of
personal data on the Internet.”*3® Here Cambodia has started developing its privacy law, but
many of the proposed law’s provisions undermine freedom of expression rather than
bolstering it. Other restrictions that suppress speech or information availability such as
internet shutdowns, online censorship, or states of emergency are strongly condemned.*3*

In terms of the private sector, the resolution “[e]ncourages business enterprises,
including communications service providers, to work towards enabling solutions to secure
and protect the confidentiality of digital communications and transactions, including
measures for encryption, pseudonymization and anonymity.” Since ensuring the
confidentiality of communications is critical to both personal and commercial purposes,
States should not “interfere with the use of such technical solutions.”*%

Proposed laws & Policies

Personal Data Protection Law

The MPTC has been drafting a Personal Data Protection Law since at least 2021. The
2024 version has 55 sections.*® The draft law is part of a broader overhaul of the nation’s
data policies and online activity regulation.**” The numerous articles will have a significant
impact on the handling and transfer of Cambodian’s personal data.”*3
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The law first surfaced in February 2021 when the MPTC announced its intention to
prepare a comprehensive personal data protection law after finalizing the draft cybersecurity
law.** In September 2023, the draft law was made available to select private organizations
and companies by the MPTC for their comments.*® One such organization, the GDA,
published their comment in Oct 2023.#! A spokesperson for the MPTC responded to critiques
of the draft law on October 5, 2023 by stating that the draft law was designed to safeguard
vital information infrastructure and essential public services while aligning itself to the
Cambodia Digital Economy and Society Policy Framework 2021 — 2035.#2 In March 2024,
authorities hosted a select group of civil society organizations to discuss the draft law.*** One
month later, in April 2024, a version was leaked to VOA Cambodia.***

The draft law includes numerous articles that are deeply troubling from both a human
rights and foreign investment perspectives. Starting with Article 2, the draft law has an
extraterritorial scope. The law applies to any entity operating inside of Cambodia, and it also
applies to the personal data of Cambodians regardless of whether the data controller operates
from inside the physical borders of the country. This is a common feature in many privacy
laws such as the EU’s GDPR and Thailand’s Personal Data Protection Act, but it imposes
heavy compliance costs on data possessors.

Separately, the AIC wants the age of a child in Article 7 to be set at 13 years old
instead of 15 years old as it currently stands in the draft law.**> The age difference is
significant for internet companies because children have enhanced privacy protections, and
the consent of a parent or guardian is required before the collection, use, or disclosure of a
child’s personal data. This is purely a corporate request and is likely at odds with human
rights campaigners’ goal of protecting children. One area where both business groups and
privacy advocates are likely to have concerns is with the required age verification
mechanisms that threaten to de-anonymize parts of the internet.*4

Article 16 defines the special categories of personal data that data controllers and data
processors must provide special protection to. This category of data “includes, but is not
limited to, biometric data, genetic data, health data, and data related to ethnicity and
religion.”**” The AIC wants the government to “clearly and exhaustively define[] the types of
data that are covered by this requirement.””**® This request serves the interests of commercial
entities that are seeking reduced compliance risk by asking for certainty regarding the types
of data utilized in their operations. Additionally, the term “special protections” is undefined
with promises to provide additional interpretation in future unpublished prakas.*4°
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Article 17 prevents data controllers from “charg[ing] an extra fee or raise the price for
a good, service, or feature when a data subject exercises any right under this law” or
“terminat[ing], refus[ing] to provide, or degrad[ing] goods or services to, or otherwise
retaliat[ing] against a data subject that exercises any right under this law.”**° This is another
area where the business groups and privacy advocates are likely to disagree. The AIC wants
to be able to charge a “reasonable” fee to cover its compliance costs, whereas individuals and
privacy groups will want business to provide these services free of charge.**! The best
resolution is to adopt standard language and rules from multinational data privacy laws so
that corporate compliance costs are minimized while providing the critical data privacy rights
of individuals. As an example, the EU’s GDPR does not allow organizations to charge a fee
when individuals exercise their data rights.

Articles 22 and 24 lay out Cambodia’s data localization requirements. Article 22 is
titled “Transfer of Personal Data Outside the Kingdom of Cambodia” and Article 24 is titled
“Location of Personal Data Storage.”**? Article 22 prevents a data controller from
transferring personal data to any country outside Cambodia unless authorized by a specific
exemption to be determined by prakas issued by the Minister of the MPTC.** Article 24
requires data controls to store personal data in Cambodia. Technical specifications for the
requirements of personal data are to be issued at a later date by prakas from the MPTC.** It
should be noted that “[e]conomies including Indonesia, Malaysia, the Philippines, Singapore,
Thailand, Bangladesh, India, Pakistan, and Sri Lanka have all decided in recent years NOT to
adopt the types of strict localization mandates and transfer restrictions set forth in Articles 22
and 24.7%%

The GDA and AIC have requested that these articles be eliminated because it would
prevent the “free movement of data across borders™**® Alternatively, if this article is not able
to be eliminated, the GDA proposes that transfers of data should only be prevented if it is in
the public interest, or it is in the interests of the data subject. As detailed earlier in this paper,
data localization requirements are likely to hamper economic growth and deter foreign
technological investment. These articles are likely to counterproductive to Cambodia’s digital
economy goals because they are likely to decrease the variety of technical services available
in the country and decrease the willingness of foreign investors to make technological
investments in the country due to the difficulty of moving data across global operations. The
impact of data residency to GDP, productivity, and foreign investment predicted in previous
research is likely to apply to Cambodia as well. Data localization requirements will also
likely hamper the country’s ability to fully participate in ASEAN’s DEFA since one of the
key pillars is cross-border data flows. There are also cybersecurity implications to limiting
outside data sharing if outside technical expertise is required to investigate a cyber breach.

In summary, this law provides significant protections of individual privacy rights, but
also includes concerning articles that could restrict cross-border data transfers, decrease the
free flow of information, and support state surveillance.**’ Both the ICJ and Access Now
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have argued that the draft law would could undermine privacy rights and freedom of
expression, and expose individuals to increased cyber threats.**® Businesses and foreign
investors may be particularly concerned with the compliance costs even with slight variation
outside of the standard terminology and articles utilized in regional or multinational privacy
laws. Lastly, the lack of an independent oversight organization and effective remedial
mechanisms could lead to abuse since the penalties in Article 49 include possible fines and
license revocation.**°

Draft Cybersecurity Law

The stated objective of the Draft Cybersecurity law is to “protect network, software,
or hardware.”*®® The law has been drafted by the MPTC. It was last leaked publicly in
September 2022.%6! The law comes in response to cybersecurity breaches suffered by the
government and the proliferation of cyber scam centers that have been reported on by news
outlets.*®> Cambodia ranked 132nd out of 160 countries in the Global Cybersecurity Index
2020.%62 Significant fines and potential imprisonment are potential punishments for
violations. The law applies to public and private organizations across various sectors,
including telecommunications, banking, healthcare, and media.*%*

The impetus for the draft laws is the series of significant cyber breaches and attacks in
the country, some of which have been attributed to Chinese state-sponsored hacking groups.
These cyber espionage activities have targeted various sectors, including government,
defense, commerce, and human rights organizations, often aligning with the PRC’s
geopolitical objectives in the region. Notably, in the lead-up to Cambodia's 2018 general
elections, the hacking group TEMP.Periscope, linked to the PRC, breached multiple
Cambodian political and governmental organizations, underscoring the use of cyber
capabilities to influence political processes.*®® More recently, reports indicate that Chinese
hackers have continued to penetrate Cambodian government networks, with at least 24
organizations compromised as part of a long-term espionage campaign.*®® These incidents
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highlight the persistent vulnerabilities in Cambodia's cybersecurity infrastructure and the
ongoing challenges the country faces in safeguarding its digital sovereignty.*®’

The law grants the government extensive powers to manage cybersecurity threats and
incidents. It enables the government to seize computer systems from entities that it deems
unable to mitigate critical cybersecurity threats on their own.*® This is one of the more
controversial provisions because it grants the government the ability to intervene and take
control of IT systems during a cyber-attack but lacks several key safeguards against abuse. It
does not contain a minimum business size threshold or limit the provision only to essential
service or critical infrastructure. Additionally, the government has the authority to investigate
any broadly defined incident with significant disruptive effects. There are also due process
concerns stemming from situations when a court order may or may not be required. Lastly,
deference to the principle of necessity is lacking. The cyber-attack intervention provision
grants the government excessive control over private data, raising significant privacy issues
and potential for abuse.

The law includes numerous broad definitions that could enable an expansion of the
surveillance state. Cybersecurity threats are broadly defined as events causing "significant
harm" to national security, defense, foreign relations, the economy, public health, safety, or
public order.*®® The vague language can be exploited to suppress dissent and undermining
freedom of expression and privacy. These unclear definitions also increase the risk for foreign
investors who would prefer clearly defined rules.

The law also enables prosecution for those that obstruct or oppose the MPTC’s
duties.*’? Lastly, the law introduces a licensing requirement for cybersecurity services that
would likely decrease the options available to private enterprises seeking to enhance the
security of their IT systems.*’* This imposes an unreasonable administrative burden on
businesses and civil society, potentially stifling innovation and security efforts. It will also
make it more difficult for foreign defensive cybersecurity companies to offer their services
and products in the country.

Cambodia's draft Cybersecurity Law poses significant threats to human rights,
particularly regarding privacy and freedom of expression. The law's broad and vague
provisions grant the government excessive powers, such as the ability to seize computer
systems and monitor data without independent oversight, potentially violating international
treaties and standards.*’> Human rights organizations, including the International
Commission of Jurists and Access Now, have urged Cambodia to withdraw or substantially
amend the draft law to align with international human rights obligations and ensure a secure
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yet open digital environment.*”® The draft law's excessive government control and lack of
independent oversight create a landscape ripe for abuse, undermining trust and security, and
raising concerns about further restrictions on media outlets and digital service companies.*’*

Draft Law on Cybercrime

The MOI has been drafting the Law on Cybercrime since at least 2014. That was
when an unofficial first draft of the cybercrime law was released in English.*” In 2020,
Human Rights Watch posted what was thought to be the third known draft of the law.*’® The
fourth version of the law was dated June 2021. The draft law is still being reviewed and
revised by the MOI.*"” Authorities hope to complete the drafting process and send the law to
Parliament for passage before the end of 2024.

The law contains numerous articles that are typical of laws that seek to criminalize
cyber activity, but it also contains articles that are not standard in international model
cybercrime laws. Some of the offenses include accessing a computer system without a legal
right, illegal interception of non-public computer transmissions, and data interference.*’® The
law also enables authorities to search and seize computer data for evidence while requiring
the preservation of data for investigations. Punishment ranges from fines to terms of
imprisonment.

Numerous organizations have raised potential human rights issues with the law and
noted inconsistencies with other model cybercrime laws. There are several model cybercrime
laws that have been published since the proliferation of the internet. The Council of Europe
Budapest Convention on Cybercrime was opened to signatories in 2001 and became effective
in 2004.4" A total of 75 nations are party to the convention that had the goal of ensuring “the
confidentiality, integrity and availability of computer systems, networks and computer data as
well as the misuse of such systems, networks and data by providing for the criminali[z]ation
of such conduct, as described in this Convention, and the adoption of powers sufficient for
effectively combating such criminal offences, by facilitating their detection, investigation and
prosecution at both the domestic and international levels and by providing arrangements for
fast and reliable international co-operation.”*8°

Another model law frequently used as a basis for a country’s domestic cybercrime
law 1s the Commonwealth Model Law on Computer and Computer Related Crime. First
approved in 2002 and then later revised in 2016, the model law has been used by 22
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Commonwealth members as the basis of their national cybercrime laws.*®! The model law
aims to “support Commonwealth countries in putting a place a legal framework for
criminali[z]ation and investigation of computer and computer-related crimes.”*%?

The ITU has also developed a few regional model cybercrime laws including the
Harmonization of ICT Policies, Legislation and Regulatory Procedures in the Caribbean -
Cybercrime/e-crime: Model Policy Guidelines & Legislative Texts (HIPCAR), the ITU-EC
project on Capacity Building and ICT policies, Regulations and Legislative Frameworks” for
Pacific Islands Countries - Pacific Island Regional Model Cybercrime Legislation
(ICB4PAC), and the Harmonization of ICT Policies in Sub-Saharan Africa - Computer Crime
and Cybercrime: Southern African Development Community Model Law (HIPSSA).*83

The most significant development in cybercrime law has been recent UN negotiations
on a worldwide cybercrime treaty. The official title for the group developing the draft is the
“Ad Hoc Committee to Elaborate a Comprehensive International Convention on Countering
the Use of Information and Communications Technologies for Criminal Purposes.”*3
Although negotiations have been ongoing since May 2021, most of the definitions and
articles in the draft law have been settled in the most recent revisions.*® The treaty aims to
create a global legal framework for international cooperation in preventing and investigating
cybercrime and prosecuting cybercriminals. Some critics argue that the current draft contains
overly broad criminal provisions and weak human rights safeguards, which could facilitate
intrusive surveillance and the misuse of the treaty to target activists, journalists, and other
vulnerable groups.*3®

Returning to Cambodia’s draft Law on Cybercrime, specific articles that may be
troubling to business groups and civil society organizations alike include the extraterritorial
jurisdiction included in Article 2. Some potential issues with enforcing this provision include
difficulty coordinating with international and multinational law enforcement agencies due to
the non-standard definitions and Articles. It may also create a strain on current and future
extradition treaties that Cambodia has with other countries.

Article 3 contains definitions for over a dozen terms utilized throughout the draft law.
While including a list of definitions is a good practice, many of the definitions do not adhere
to the multinational standards included in the model laws mentioned prior. Additionally, the
terms "security," "public order," and "interests of the Kingdom of Cambodia" are not defined.

Articles 7 and 18 enable a competent Ministry to revoke the license of a business for a
violation. Article 18 includes an appeals process through the relevant Ministry and a
subsequent appeal to a court, but a business would still be shut down in the meantime. This
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creates a substantial amount of risk for businesses since inadvertent noncompliance could
result in a total loss of the ability to operate in Cambodia. These articles are likely to deter
foreign business entry into the country if due process concerns are not addressed.

Article 12 requires the preservation of computer data and traffic data for a period of
180 days by service providers if a request is made by a ministry. This article also has due
process concerns and is likely to increase data storage and compliance costs for all
businesses. This provision may impose the highest costs on SMEs that lack the resources and
technical capability to efficiently comply. Many popular services and apps like encrypted
messaging apps potentially violate this article in their current state.

Articles 14 and 15 introduce privacy and surveillance concerns into the law due to the
procedures for seizing computer data and the real-time collection of traffic data. Article 14
enables judicial police officers to request a court to search and seize a computer system as
part of an investigation. Article 15 allows authorities to conduct real-time collection of traffic
data for “serious offenses” with the possibility of extensions beyond 180 days. In response to
these articles, civil society organizations are seeking independent oversight, a reasonableness
standard, and limits to the scope and duration of these authorities. These articles also have
client confidentiality implications for businesses that deal with customer data.

Article 32 is effectively a cryptocurrency ban. Authorization or license from a
competent authority is needed to exchange cryptocurrencies, but no processes are included in
the draft law for obtaining such a license. Although cryptocurrencies are involved in many
ransomware attacks, provisions promoting international cooperation and support financial
institutions implementation of KYC rules may be more effective than a total ban.
Additionally, fintech businesses operating in ASEAN are likely to find these regulations
troubling.

Articles 42, 43, 44, and 49 contain content moderation clauses. Article 42 makes it a
crime to cause intimidation, threat, or abuse to another person by IT related means. Article 43
makes defamation a crime. Article 44 criminalizes insults. Article 49 criminalizes “false
information” without an explicit definition of what that entails. All of these articles suppress
freedom of speech and freedom of information in online spheres. Daron Tan, associate
international legal adviser at ICJ, has stated that these articles do not comply with the
ICCPR.*7 Investors should be concerned about these articles due to the extraterritorial nature
of the draft law and the possibility for an individual’s actions to transfer liability onto the
corporation via Article 24.

Article 45 punishes any IP violations with a jail sentence and fines. There is no Mens
Rea or intent standard included in the article’s language. This creates significant risks for
technology companies that accidentally use external works or allow external content to be
uploaded and shared. As seen previously, Cambodia does have a relatively comprehensive
collection of IP laws but decided to criminalize violations in the draft Cybercrime Law.

Critics argue that Cambodia's draft Cybersecurity Law poses significant threats to
human rights, particularly in terms of privacy and freedom of expression. The law's broad and
vague provisions, combined with excessive government powers, likely violate international
treaties and standards.*®® Human rights organizations have urged Cambodia to withdraw or
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substantially amend the draft law to align with international human rights obligations and
ensure a secure yet open digital environment.“®® The draft law's excessive government control
and lack of independent oversight create a landscape ripe for abuse, undermining trust and
security.*®® Additionally, the law fails to address one of the primary cyber-related issues
facing the country: cyber scam centers operating out of Cambodia, which the USIP has
estimated that “the annual value of funds stolen worldwide by these syndicates could be as
high as US$64 billion.”*®! The draft law is not tailored to the intricacies of dealing with
organized crime and human trafficking, and experts suggest that providing additional training
and resources to police forces and prosecutors may have a greater impact on these issues than
simply reformulating the cybercrime law.*%

National Security Laws

National Internet Gateway

Another important privacy related policy that has been bandied about in Cambodia is
a national internet gateway that would “funnel all web traffic through a state-controlled entry
point.”*% The policy emerged in 2021 when a decree was published “that required all Internet
traffic in Cambodia to be rerouted through the National Internet Gateway by February
2022.7%°* When February 2022 rolled around, “a sub-decree was signed ordering Cambodia
to power up a new National Internet Gateway.”*®® The current operational status of the
national internet gateway is unclear. Agence France-Presse reported that the gateway was set
to become operational on February 16, 2022.4% VOA later reported that the gateway was
delayed by the MPTC that same month due to the COVID-19 pandemic.*’ Several sources
have indicated that the gateway is still not operational as of Dec 202348

The gateway would make it easier for the government to order telecommunication
companies and internet service providers “to block websites and connections that adversely
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affect ‘national revenue, safety, social order, morality, culture, traditions and customs.’”**%°

Those companies would also be required to “report activity to the government in a way that’s
traceable to specific individuals.”®® Information that must be provided to the authorities
could include an individual's IP address, website visits, and location. It was also reported that
the initial decree required service providers “retain all traffic data for 12 months.”%*

The gateway has been heavily criticized for the surveillance and privacy issues it
creates.’? The AIC “urge[d] the Ministry of Post and Telecommunications to take the time to
hear the concerns of industry experts and stakeholders” because the gateway “will restrict
Cambodians’ ability to access a free and open Internet and greatly harm the country’s nascent
digital economy.”® In addition to concerns involving freedom of speech and freedom of
information concerns, network operators also “face degradation of network performance and
increase in costs.”® This would reduce the speed and bandwidth of the internet in the
country, impeding the ability of businesses and individuals to operate normally. The gateway
is just on aspect of the “increasing ... technical and financial barriers that network operators
face in becoming part of the global [i]nternet.”*%

Draft Law on Access to Information

The Ministry of Information has also been drafting a Law on Access to Information.
The draft law is currently being reviewed by the Ministry of Justice before being submitted to
the Council of Ministers.>®® The Ministry of Information is finalizing the draft law as part of
its 2024 work direction, with a commitment to complete it by 2025.°%7 The stated purpose of
the law is to promote good journalism and establish audiovisual standards.>%®

Although the draft law is not directly related to data policies such as privacy laws or
cybersecurity standards, many of its provisions would significantly impact society's access to
information. Furthermore, the lack of transparency and broadly defined terms in the draft the
law could make Cambodia less attractive to FDI as investors seek environments with clear
and predictable regulatory frameworks. Civil society organizations have raised concerns
about certain provisions of the draft law, such as broad exceptions to disclosure and the lack
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04 Cambodia’s National Internet Gateway, INTERNET SOCIETY (2023),
https://www.internetsociety.org/resources/internet-fragmentation/cambodias-national-internet-gateway/.

505 74

5% Ministry of Information Finalizing Protracted Access to Information Draft Law, CAMBOJA NEWS (2024),
https://cambojanews.com/ministry-of-information-finalizing-protracted-access-to-information-draft-law/;
National Information Society Agency, Technical Assistance Report for Open Government Data in Cambodia:
APT Expert Mission 2022 (prepared for the Cambodian Ministry of Posts and Telecommunications).

07 Ministry of Information Finalizing Protracted Access to Information Draft Law, CAMBOJA NEWS (2024),
https://cambojanews.com/ministry-of-information-finalizing-protracted-access-to-information-draft-law/

508 74

61



The Impact of Data and Privacy Frameworks on Foreign Direct Investment and Technology Transfers in Cambodia

of an independent oversight body.>® These groups have urged the government to amend the
draft to align with international standards.>°

This is not the first time that Cambodia has implemented content moderation policies.
In 2018, an Inter-Ministerial Prakas on Website and Social Media Control was issued to
require internet service providers to install surveillance software to monitor online conten
The prakas ordered the “Ministry of Information and Ministry of Posts and
Telecommunications to ‘take action and shutdown websites and social media page that ...
[cause] discrimination and [undermine] national culture and tradition.’”®?

t.511

Cambodia has previously forced service providers to block independent media outlets.
A directive issued in July 2023 “require[d] blocking media web sites that the Department of
Information and Audiovisual considers to ‘disseminate misleading news affecting the honor
and reputation of the Royal Government and that fail to comply with the requirements ... [of]
the Ministry of Information.’””>*2 The result has been independent media in Cambodia being
targeted by the aforementioned laws and prakas.

As currently drafted, the draft Law on Access to Information falls short of
international standards due to its narrow definitions and overbroad exemptions, which could
undermine its effectiveness in promoting open governance.”* Critics have pointed out that
the law does not adequately cover all public bodies, lacks a presumption of full disclosure,
and fails to establish an independent oversight body to enforce compliance.®'® The inclusion
of civil society input and amendments to address these gaps will be crucial for the law to
truly empower citizens and foster a culture of transparency in Cambodia.>*®

Spyware

There has been very little public reporting on spyware in the Cambodian context.
Spyware represents a critical global issue at the intersection of privacy and cybersecurity in
the modern world, with governments frequently funding and developing the technical
capabilities to intrude into personal data. Kiripost warned about the Israeli spyware Pegasus
being detected in neighboring Thailand, but there is little information on whether the
Cambodian government has access to or has purchased any spyware capabilities.’!’ The
Cambodian government has been tangentially linked to the use of surveillance tools, such as
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the locally developed messaging app CoolApp, which critics argue is designed to monitor and
control political discourse.>!8

In terms of the cyber defense, reports indicate that PRC hackers have penetrated some
Cambodian government networks, likely as part of an espionage campaign.®'® These
activities have serious implications for privacy, as they may allow foreign entities to obtain
access to confidential data on Cambodian citizens. The potential implications of offensive
cyber activities in Cambodia are unclear due to the lack of public reporting on the issue.

ASEAN

ASEAN digital policy is currently a patchwork of mostly voluntary initiatives and
committees that cover a wide range of technologies and regulatory issues, including data
governance, cybersecurity, and digital trade. ERIA researchers have stated that “ASEAN's
digital economy faces regulatory gaps and inconsistencies in areas such as data protection, e-
commerce, privacy laws, and cybersecurity.”*?° The researchers worry that “policies in these
areas were not designed to keep pace with the rapid advancements in the digital
landscape.”®? ASEAN has proposed DEFA as its solution, but the agreement is still at least a
year and a half away and will face its own challenges with standardization and compliance. In
the meantime, the “varying levels of digital maturity and diverse regulatory frameworks
across ASEAN Member States™ has created “complexities in standardi[z]ing regulations
within the region” with “noticeable regulatory gaps and inconsistencies, encompassing areas
such as competition, data privacy, cybersecurity.”*?? Specifically regarding individual
privacy, the researchers identify the “widespread sharing of private information with service
providers [as] rais[ing] concerns about data usage and potential misuse.”*?

The need for regulations that adhere to multi-lateral standards is clear. That is why
ERIA proposed the “ASEAN Digital Community 2045 to support economic growth and
individual rights with standardized rules and regulations.?* The proposal has four
fundamental elements. The first element is labeled “Data Governance” and seeks to
encourage a “regulatory transformation to moderni[z]e its outdated policies and frameworks
to keep pace with the rapidly evolving digital era.”®?® ERIA would like to see the
development of “data protection regulations, prioriti[z]ing digital governance, and
establishing unified and standardi[z]ed regulations across all ASEAN Member States are
crucial steps to increase legal clarity, promote interoperability, foster innovation, and
encourage investment.”*?® Cambodia is individually trying to tackle all of these issues
through the various draft laws detailed in the previous section, but those initiatives run the
risk of becoming non-compliant with ASEAN initiatives. Cambodia’s frequent deviations
from standardized definitions, articles, and international human rights norms only adds to the
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worry that Cambodia will fall out of compliance with ASEAN data policies that have the
potential to deliver significant economic growth to the region. ERIA initiative seeks to
establish “unified and standardi[z]ed regulations pertaining to competition, data privacy,
cybersecurity, patents, and copyrights across all [ASEAN Member States.]”®?’ The adoption
of these unified regulations would stand to benefit Cambodia immensely in terms of human
rights and economic efficiency.

Currently, several ASEAN member states are party to some free trade agreements
such as the RCEP and the CPTPP that contain a limited number of data policy provisions.
Cambodia's involvement in the RCEP and potential participation in the CPTPP offer
significant opportunities in terms of data policies and digital trade. RCEP includes
commitments to avoid imposing customs duties on electronic transmissions, which can
facilitate digital trade and reduce costs for businesses operating in Cambodia. The agreement
also addresses data localization requirements and cross-border data transfers, although these
obligations come with broad exceptions for national security and public policy reasons.>?
While Cambodia is not yet a member of CPTPP, joining could further enhance its digital
economy by providing stronger frameworks for digital trade, including more robust
protections for cross-border data flows and e-commerce. An alternative method adopted by
Malaysia and Thailand is a conditions-based approach to cross-border data flows.>?® These
agreements collectively help Cambodia integrate into the global digital economy, fostering an
environment that supports technological growth and innovation.

ASEAN has a robust history of developing data policies and frameworks, marked by
significant milestones and less significant non-binding agreements. Each has laid the
groundwork for member states to harmonize their data governance practices, thereby
facilitating secure and seamless data flows across the region. The first major data policy was
the ASEAN Framework on Personal Data Protection.® This non-binding framework from
2016 established a “common set of principles and standards for data protection” and included
key provisions such as “consent, notification and purpose, accuracy of personal data, security
safeguards, access and correction, transfers to another country or territory, retention, and
accountability.”%* Unfortunately, the framework did not publish detailed regulations that
member states could adopt verbatim.>2 The framework also sought to encourage the
development of domestic privacy laws that would facilitate cross-border data transfers. 3

The ASEAN Cybersecurity Cooperation Strategy (2017-2020) sought to “enhance
Information and Communications Technology security within ASEAN and align priorities

3
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based on the ASEAN ICT Masterplan 2020.”%% This strategy was subsequently updated with
the ASEAN Cybersecurity Cooperation Strategy (2021-2025).%%

In 2018, the non-binding ASEAN Digital Data Governance Framework was released
to support the development of digital government initiatives.’*® The framework also
contained a strategic priority centered on “cross-border data flows, which consists of
principles to ensure free data movement while upholding trust.”¥

In 2019, the ASEAN Digital Integration Framework Action Plan, 2019-2025 was
published to ensure the “protection of data while supporting digital trade and innovation.”>3®
Focus was also placed on the cross-border digital trade enabled by digital payments, all of
which requires unrestricted data transfers.>3 ERIA noted that “some initiatives within the
DIFAP have not yet been implemented and there are no updated versions of the original
DIFAP document.”>*

In response to the COVID-19 pandemic, the non-binding 2020 ASEAN
Comprehensive Recovery Framework addressed “the need for investment in digital
infrastructure that focuses on data governance, cybersecurity, the legal framework, and
institutional capacity.”®*! ERIA was dismayed at the lack of transparency and accountability
regarding the implementation of the plan and noted that there is “no single, readily available,
and easily traceable document permits monitoring of the progress of the ACRF’s
implementation.”#?

In 2021, the Work Plan on the Implementation of ASEAN Agreement on Electronic
Commerce sought to facilitate cross-border e-commerce transactions.>*® Once again though,
ERIA identified “the lack of accessible information about the up-to-date status of the work
plan overall” as a limitation.>**

Also in 2021, the ASEAN Digital Masterplan 2025 was launched with the vision of
“ASEAN as a leading and digital community and economic bloc, powered by secure and
transformative digital services.”®* This masterplan aimed to enhance digital connectivity,
promote digital innovation, and build a trusted digital ecosystem across the region, thereby
supporting economic growth and social development.

The non-binding ASEAN Data Management Framework from 2021 also tried to
"assist all businesses operating in ASEAN to participate in the digital economy and practi[c]e
data governance across all data types within an organi[z]ation throughout the data life cycle
and to consider adequate protection for different types of data.””®*® This voluntary framework
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included Model Contractual Clauses for Cross Border Data Flows, but Cambodia’s draft data
protection law nor digital trade agreements appear to utilize the model clauses.>*’

The Bandar Seri Begawan Roadmap from 2021 envisioned technology as a key
economic driving force and therefore sought to advance trade facilitation and digitalization
through cross-border digital payments.”>*

Two years later, the 2023 Boracay Digital Declaration was a “non-binding agreement
that focuses on digital transformation and the digital economy.”**° The text focused on
creating a “trusted, secure, and safe digital market by adopting digital data governance,
including data management, cybersecurity, and artificial intelligence.”®* As part of its overall
focus on facilitating digital trade among the ASEAN member states, the text identified a
“need to create an enabling environment for digital trade, including e-commerce, by
developing frameworks and regulations that facilitate cross-border digital transactions and
reduce barriers to trade; and [enable] cybersecurity and data protection.” The reduction in
barriers to trade and e-commerce boost is certainly appealing to the business communities in
the region, but the lack of specific developments to reduce technical trade barriers is
disconcerting.

The 2023 Framework for Promoting the Growth of Digital Startups is a “voluntary
and non-binding” framework that sought to promote “a vibrant digital startup ecosystem” in
the region.”®!

ASEAN has also conducted preliminary discussions on Al policy. The 2024 ASEAN
Guide on Al Governance and Ethics established voluntary guidelines for generative Al and
created a working group for the topic.>*? Several policy and regulatory gaps are
acknowledged. This includes a lack of binding protections for free data flows, IP, and cross-
border digital services. Within ASEAN, Singapore’s authorities are leading regulator with
programs such as Al Verify, the SEA-LION LLM, and interoperability with NIST.%*3

Remarks from current and former Cambodian authorities during the session titled
“Cross-border Digital Synergy: Enhancing Asia-Pacific Cooperation” at the Future of Asia
Forum hosted by Nikkei highlighted the need for improved cooperation among ASEAN
member states on digital policies in order to stimulate economic growth. The Cambodian
Deputy Prime Minister, Sun Chanthol, expressed interest in growing Japanese investment to
help curb its economic dependence on the PRC.>** The current ASEAN Secretary-General,
Kao Kim Hourn, previously served as Minister Delegate for the Prime Minister of the
Kingdom of Cambodia.>*® He emphasized the need for ASEAN to increase cooperation with
external partners to accelerate digital transformation in the region. He identified three key
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challenges: accessibility, affordability, and reliability of internet access. Tackling these
challenges will require engagement at the political, the policy, and the technical level.

There was also a brief mention on the level of trust that must be earned by
corporations and governments with so much personal data being digitally stored. Other
challenges faced by the region include making sufficient investments in digital skills
development, building up the digital infrastructure, and minimizing the impacts of cyber
threats. The ASEAN Secretary-General wanted to ensure the “peace of mind” of the public in
the face of growing cybercrime threats.>®® The promise to "minimize threats associated with
[the] digital dimension" is slightly concerning given the censorship laws common in several
ASEAN states.

Before delving into the ASEAN DEFA, it is important to highlight ASEAN's
historical trend of launching various data frameworks and policies, only to seemingly
abandon them shortly thereafter due to their voluntary nature. This pattern raises questions
about the potential effectiveness and longevity of DEFA. In his speech, the ASEAN
Secretary-General stressed the importance of DEFA as a way to "harmonize regulations
across entire region" on key topics such as privacy, data transfers, and cybersecurity.>®’ The
key consideration will be the political will to adhere to the regional policies.

Digital Economy Framework Agreement

ASEAN’s Digital Economy Framework Agreement is an ambitious plan by the bloc
to invigorate its digital development and capacity. It seeks a “rules-based approach to
ASEAN’s cooperation in the digital ecosystem to establish an open, secure, interoperable,
competitive, and inclusive regional digital economy.”**®

The central issue is whether DEFA will become binding on the member states rather
than a voluntary initiative like so many of the previous ASEAN initiatives mentioned above.
A mandatory framework will be far more likely to ensure national compliance with the
individual policies in the agreement.

Discussions regarding DEFA started in 2022.%%° The nine elements of DEFA were
officially endorsed without prejudice at the 55" ASEAN Economic Ministers meeting on
August 19. 2023.50561 The following month, the framework was endorsed by the “ASEAN
Economic Community Council at their 23rd Meeting during Indonesia’s ASEAN
Chairmanship.”®®? In November 2023, “panel discussions about key provisions” were held at
the 10th ASEAN Economic Community dialogue.’®® In December 2023, formal negotiations
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started on DEFA among the ASEAN member states.’®* ASEAN’s stated goal is to “conclude
negotiations by the end of 2025.”°%°

There are several core elements of DEFA. One such core element is to facilitate cross-
border data flows and establish a regional framework to protect data privacy.>®® Core
elements include the “ASEAN data transfer mechanisms and the recently launched Global
Privacy Rules Forum.”®" A significant obstacle to progress on these core elements will be the
data localization rules that presently exist in member states such as Indonesia and Vietnam.>®®
Cambodia’s data localization requirement in its draft Data Protection Law will only
compound the issue in DEFA negotiations.

Another core element is online safety and cybersecurity. The agreement wants to
spearhead “cooperation in cybersecurity and create an open and secure online environment,
with comprehensive protection to parties in a digital transaction.”®®

Digital trade priorities such as cross-border e-commerce, digital payments, and e-
invoicing are other core elements alongside digital identification and authentication.>’® DEFA
contains a proposal that would enable mutual recognition of digital identities between
member states.>’! While this would certainly make cross-border travel and commerce easier,
concerns surrounding digital surveillance and tracking remain. Al regulation and talent
mobility are also included as core elements of DEFA.

Outside opinions on DEFA from industry groups and multilateral organizations have
generally been positive and cautiously optimistic. The Asian Development Bank and Amazon
Web Services are encouraged by specific proposals included in DEFA.>"? Those two
organizations are especially attracted to the prospect of standardized “digital trade rules that
promote cross-border data flows and discourage data localization.”"® The promise to
establish “non-discriminatory and risk-based approaches to cybersecurity” is also a step in the
right direction from a national security, human rights, and economic development
perspective.®’* DEFA will enable “MSMEs and startups in ASEAN to embrace digital
transformation via cloud, tap into customers across borders, expand overseas, and access
digital tools that may not be available locally.””*”® The multilateral nature of DEFA may help
to ensure that SMEs are not overburdened with regulatory paperwork since “MSMEs and
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startups are particularly vulnerable to regulatory obligations, such as data localization, as they
increase the compliance and cost burden.”®’®

The Diplomat also called attention to the benefits of DEFA in allowing “consumers
[to] utilize digital services across various platforms, mitigating the negative impact of being
constrained within national markets and enhancing the user experience[,]” but was worried
that “interoperability among Southeast Asian economies is still potentially hampered by three
factors: namely, a lack of clarity on interoperability categorization, the region’s uneven cyber
resilience, and ASEAN’s insufficient attention to intellectual property rights.”>’” ASEAN
varying degrees of technical infrastructure and know-how will likely restrain the ability to
create standardized policies. There is also a need for “more administrative capacity to enforce
privacy and data protection measures in order to safeguard sensitive information.”*’® A law or
policy is only as good as the consistency of the enforcement power behind it.

The final organization to comment on DEFA was Grab’s Tech for Good Institute who
stressed that, if the agreement is finalized, it would be the “world’s first region-wide and
legally-binding digital economy agreement.”®’® This advocacy group also warned against
data localization laws as “[d]ata flows are critical to reali[z]ing complete digital integration
and digital economy growth, making the region more attractive to global investors.”*®° The
free flow of information opens up market access to a wider base of customers and suppliers
and encourages a higher level of digital economic integration. %!

Grab’s Tech for Good Institute goes on to state that “[d]ata is the backbone of the
digital economy” while making the case that “disparities in data regulations would dampen
the potential for free flow of data.”®®? This is the scenario that is currently playing out, with
each ASEAN member state adopting its own unique data policies. One possible solution is to
“pursue digital integration in a phased and progressive manner” by gradually unify
fragmented data policies to attract global investors.>*

The organization also recommended that “proper baseline cybersecurity measures are
in place in order to preserve the trust of various stakeholders of digital technologies.”*®* The
struggles of various ASEAN members states, including Cambodia, in the field of
cybersecurity are well documented. Grab’s Tech for Good Institute proposed using
“[s]andboxes as a tool ... to promote regulatory learning and to encourage innovation to drive
growth and serve the needs of the region.””®%

The organization also had the innovative idea of beginning “progressive alignment
through a modular approach.”®® A gradual implementation of the relevant rules and policies
will allow member states, regardless of their technical readiness, to adapt to DEFA
seamlessly over time. In the end, ASEAN member states should embrace DEFA as an

576 14
577 The Importance of Interoperability for ASEAN's Digital Framework Agreement, THE DIPLOMAT (Jan. 2024),
https://thediplomat.com/2024/01/the-importance-of-interoperability-for-aseans-digital-framework-agreement/.
578 [4

57 ASEAN Digital Economy Framework Agreement: Unlocking Southeast Asia's Potential, TECH FOR GOOD
INSTITUTE (Dec. 2023), https://techforgoodinstitute.org/wp-content/uploads/2023/12/TFGI_DEFA-Report.pdf.
580 7,7

581 Id.

582 Id.

583 77

584 The Importance of Interoperability for ASEAN's Digital Framework Agreement, THE DIPLOMAT (Jan. 2024),
https://thediplomat.com/2024/01/the-importance-of-interoperability-for-aseans-digital-framework-agreement/.
585 1

586 7

69



The Impact of Data and Privacy Frameworks on Foreign Direct Investment and Technology Transfers in Cambodia

“opportunity for ASEAN to leverage technology to create an interoperable market for goods
and services that are digital.”>®’

The ASEAN Digital Governance Forum was held in Cambodia on May 5, 2024,
several months after DEFA was announced.®® The forum focused on “enhancing ASEAN
collaboration and innovation” in privacy and cybersecurity initiatives “to ensure secure
digital transactions and foster trust among ASEAN member states.”®® Discussions included
“the implementation of advanced encryption technologies, the establishment of regional
cybersecurity standards, and the promotion of cross-border data flow agreements.”% The
prominence of these three measures in a public forum at ASEAN contrast with Articles in
Cambodia’s draft data laws that are likely to hamper cross-border data flows and impede the
development cybersecurity and encryption technologies.

ASEAN’s history of over-promising and under-delivering with regards to digital
policies does not necessarily inspire the utmost confidence in widespread adoption of DEFA.
Most of ASEAN’s prior initiatives have been voluntary and resulted in limited adoption of
the most economically significant (and therefore challenging) provisions by its member
states. ERIA has pointed out that “the absence of a clear enforcement mechanism given the
nature of the non-binding agreements and non-established legal obligations™ hinders their
overall effectiveness.>®! The problem is compounded by the “limited access to data on the
progress of the frameworks’ desired outcomes and objective.”®*? DEFA’s ultimate success or
failure will depend on the political will to adopt binding measures on data policies and
interoperability standards across ASEAN member states' digital systems.

Singapore

The Deputy Prime Minister of Singapore, Gan Kim Yong, spoke at the Future of Asia
Forum hosted by Nikkei during the “Cross-Border Digital Synergy: Enhancing Asia-Pacific
Cooperation” panel. He emphasized the benefits that come with a common set of rules for
cross-border data transfers and flows such as increased digital trade. Singapore has signed
several bilateral DEAs, namely agreements with Australia, the United Kingdom, and the
Republic of Korea.%® It has also agreed to a multilateral DEA with New Zealand and Chile
called the “Digital Economy Partnership Agreement.”®* Singapore and Malaysia also have a
“framework for cooperation on personal data protection and cybersecurity.”*% Another
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bilateral agreement between the Philippines and Singapore allows for all types of data to flow
freely between the two nations.>%

Singapore was also a first mover in the field of data privacy and cybersecurity with its
PDPA and the Cybersecurity Act. These legislative measures aim to protect personal data and
enhance cybersecurity resilience, thereby fostering a secure and trustworthy environment for
businesses and individuals.

The PDPA was enacted in 2012 and amended in 2020.%°’ The law serves as the
cornerstone of Singapore's data protection regime by balancing the need for data protection
with the interests of businesses.>® It provides a baseline standard for the collection, use, and
disclosure of personal data, ensuring that organizations manage personal data responsibly and
transparently. Organizations must comply with several obligations such as obtaining consent,
providing access to data, and ensuring data accuracy and security.>*® Additionally,
organizations are required to notify the Singapore Personal Data Protection Commission and
affected individuals if a data breach poses significant harm.%% Unlike the EU’s GDPR, the
financial penalties for PDPA breaches only amount to a percentage of the organization’s
financial turnover inside the country rather than its global turnover.5

The Cybersecurity Act, enacted in 2018 and amended in 2024, provides a legal
framework for the oversight and maintenance of national cybersecurity.®%? It focuses on
protecting CII, which includes sectors such as energy, water, banking, healthcare, and
transportation.®®® The Act requires organizations classified as CII to implement robust
cybersecurity measures and report incidents to the CSA.®% There is a flavor of extraterritorial
jurisdiction in the law because the CSA is able to regulate CIIs supporting essential services
from overseas, provided that the owner is based in Singapore.®®® Recent amendments have
expanded CSA's oversight to include Systems of Temporary Cybersecurity Concern and new
classes of regulated entities, such as Entities of Special Cybersecurity Interest and
Foundational Digital Infrastructure.®%®

The transparency and stability of Singapore’s data laws enhances trust among
consumers and businesses, attracts FDI, and fosters a vibrant digital economy.®®” While the
policies impose compliance costs on businesses, particularly in sectors designated as CII,
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these costs are often outweighed by enhanced trust among consumers and businesses.®% A
comparative analysis of data laws from select countries is available in a separate spreadsheet.
Cambodia would likely benefit immensely from coordination and standardization with
Singapore’s various data laws.

Vietnam

Vietnam has enacted numerous data laws. The 2006 Law on Information Technology
(No. 67/2006/QH11) regulates IT use, development, and management in Vietnam, covering
various aspects such as digital information production, transmission, collection, processing,
storage, and exchange.®%® Additionally, the Civil Code 2015, the Law on Cyber Information
Security No. 86/2015/QH13, and the Law on Personal Data Protection introduced in July
2023 also play significant roles in shaping the data protection landscape in Vietnam.®® In
2010, Vietnam passed the Law on Protection of Consumers' Rights.®!! The Law on Cyber
Information Security No. 86/2015/QH13, also referred to as the 2015 law on network
information security, prescribes activities related to cyberinformation security, including the
protection of information systems in cyberspace, civil cryptography, standards and technical
regulations, trading in cyberinformation security products and services, development of
human resources, and state management of cyberinformation security.!2

The GDA graded Vietnam as “level 3: highly restrictive” due to the number of legal
restrictions that substantially impede cross-border data transactions.”®'® The laws mentioned
above also establish data localization requirements, which are particularly unappealing to
businesses.®!

Vietnam’s Cybersecurity Law is worrying from a human rights perspective due to the
limitations on freedom of expression and privacy granted in the law in the form of the
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government’s broad powers to censor online content, monitor internet activity, and access
personal data without judicial oversight.®®® The law grants “the government relatively
unchecked authorities to delete or block access to data infringing upon cybersecurity.”%8
Rather than the technical standards often thought of in the West, cybersecurity in Vietnam’s
law 1s defined as “national security, social order and safety, or the lawful rights and interests
or agencies, organizations and individuals.”%’

The law also gives the government the ability to “inspect computer systems on the
basis of working to improve cybersecurity” regardless of the actual cybersecurity threat.58
Critics have argued that the law is “quite blatantly about spying on citizens and controlling
information flows and is less about minimizing vulnerability to cybersecurity threats.”%%°
Freedom of speech is directly curtailed due to the “criminaliz[ation of] propaganda against
the Socialist Republic of Vietnam.”®?° Most concerning for Cambodian CSO’s are the many
similarities between Vietnam’s laws and various Articles in Cambodia’s draft data laws. For
more detailed analysis of Vietnam’s data laws, a comparative analysis of selected countries is
available in an accompanying spreadsheet.

Indonesia

Indonesia has developed a comprehensive framework for data protection and
cybersecurity, primarily through the enactment of Law No. 27 of 2022 concerning Personal
Data Protection.®?! This law, effective from October 17, 2022, is modeled largely on the EU’s
GDPR and aims to align Indonesia's data protection standards with international norms.%%2
The Personal Data Protection Law applies to all data controllers and processors handling
personal data within Indonesia, as well as those processing the personal data of Indonesian
citizens outside the country, thus asserting its extraterritorial reach.®?® It mandates explicit
consent for data processing, comprehensive privacy notices, and the appointment of data
protection officers.®?* Additionally, the Personal Data Protection Law introduces stringent
requirements for cross-border data transfers, allowing such transfers only if the receiving
country has adequate data protection standards.®?

Complementing the Personal Data Protection Law, Indonesia's cybersecurity
provisions are primarily embedded in the Electronic Information and Transactions Law and
Government Regulation No. 71 of 2019 regarding Operation of Electronic Systems and
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Transactions (GR 71).9%® These regulations, along with various ministerial decrees, outline
the responsibilities of electronic system providers and mandate measures to ensure the
security and integrity of electronic data.®?’ The National Cyber and Crypto Agency also plays
a pivotal role in coordinating national cybersecurity efforts, as highlighted by Presidential
Regulation No. 47 of 2023, which provides strategic guidelines for enhancing national
cybersecurity and managing cyber crises.%?8

In conclusion, Indonesia's approach to data protection is evolving through a
combination of regulatory frameworks and collaborative efforts among governmental bodies.
The Ministry of Communication and Information has taken proactive steps to address data
security concerns by engaging with BRI Life to enhance system and data management
security, while also coordinating with the National Cyber and Crypto Agency and the
National Police to investigate potential data breaches.®?° This reflects a broader commitment
to safeguarding personal data in the country. Additionally, the Financial Services Authority
has implemented risk management regulations under OJK Regulation Number
4/POJK.05/2021, which aims to protect non-bank consumer data within various financial
sectors, including insurance and pension funds.®*® These measures indicate a comprehensive
strategy to strengthen data protection and cybersecurity in Indonesia, ensuring that both
regulatory oversight and inter-agency collaboration are prioritized to mitigate risks associated
with information technology use.%! The GDA graded Indonesia as “level 3: highly
restrictive” given the numerous and varied restrictions that substantially impede cross-border
digital transactions.”® Like Vietnam, Indonesia has “varying requirements for data
locali[z]ation, citing public and national security concerns.”®®® A comparative analysis of data
laws from the selected countries is available in an accompanying spreadsheet.

High Income Countries in East Asia

Japan

The primary data privacy law in Japan is the APPI, which establishes comprehensive
guidelines for the collection, use, and protection of personal data by both public and private
entities.3* Additionally, Japan's cybercrime law, known as the “Unauthorized Computer

5% Indonesia GR71 Compliance, GOOGLE CLOUD, https://cloud.google.com/security/compliance/indonesia-
gr7l.

827 Key Data Privacy and Cybersecurity Laws: Indonesia, BAKER MCKENZIE,
https://resourcehub.bakermckenzie.com/en/resources/global-data-privacy-and-cybersecurity-handbook/asia-
pacific/indonesia/topics/key-data-privacy-and-cybersecurity-laws.

528 Fortifying Indonesia’s Cyber Defenses: New Regulations for National Security and Crisis Management,
SSEK LEGAL CONSULTANTS, https://ssek.com/blog/fortifying-indonesias-cyber-defenses-new-regulations-for-
national-security-and-crisis-management/.

629 Kebocoran Data Nasabah, Bukti Lemahnya Proteksi dan Regulasi, TEMPO (July 28, 2023),
https://fokus.tempo.co/read/1488710/kebocoran-data-nasabah-bri-life-bukti-lemahnya-proteksi-dan-
regulasi?page num=2.

630 77

831 [SEAS Perspective 2023/75: Indonesia’s Cybersecurity Landscape, ISEAS — YUSOF ISHAK INSTITUTE (Aug.
2023), https://www.iseas.edu.sg/wp-content/uploads/2023/08/ISEAS_Perspective 2023 75.pdf.

832 Cross-Border Data Policy Index, GLOBAL DATA ALLIANCE, https://globaldataalliance.org/resource/cross-
border-data-policy-index/.

833 ASEAN Digital Economy Framework Agreement: Unlocking Southeast Asia's Potential, TECH FOR GOOD
INSTITUTE (Dec. 2023), https://techforgoodinstitute.org/wp-content/uploads/2023/12/TFGI_DEFA-Report.pdf.
834 Act on the Protection of Personal Information, Cabinet Office (Japan),
http://www.cas.go.jp/jp/seisaku/hourei/data/ APPI.pdf.

74



The Impact of Data and Privacy Frameworks on Foreign Direct Investment and Technology Transfers in Cambodia

Access Law, 2013”, aims to prevent unauthorized access to computer systems. %%° As a
member of the CPTPP, Japan is obliged to adhere to stringent data protection standards and
facilitate cross-border data flows while ensuring the security and privacy of personal
information. %% Furthermore, Japan launched its Data Free Flow with Trust initiative which
seeks to ensure that the “free flow of data can drive innovation, inclusivity, economic growth,
and the adoption of digital technologies” while balancing the need for “measures that
safeguard data protection, privacy, and security.”®3’ It may be prudent for Cambodia to seek
such an agreement with Japan due to the country’s relatively high level of FDI in Cambodia
and Cambodia’s desire to absorb technical know-how from the country. A comparative
analysis of data laws from the selected countries is available in an accompanying spreadsheet.

South Korea

South Korea has established a robust legal framework to regulate data protection and
cybersecurity, primarily through the PIPA. The law was enacted in 2011 and subsequently
amended to address evolving privacy concerns.®*® PIPA is the cornerstone of South Korea's
data protection regime, applying to all organizations and individuals who process personal
information within the country.®® It mandates stringent requirements for the collection, use,
and storage of personal data, ensuring that data subjects are informed about how their

information is handled and granting them rights to access, correct, and delete their data.®*°

In addition to PIPA, South Korea has implemented the Act on the Protection of
Information and Communications Infrastructure, which aims to secure critical information
and communications infrastructure by formulating and implementing protective measures.
This act is crucial for maintaining the stability and security of essential services such as
national security, public administration, defense, finance, and energy, by preventing and
responding to electronic intrusions and cyber threats.®4?

641

The Act on Promotion of Information and Communications Network Utilization and
Information Protection complements the two aforementioned laws by promoting the safe and
efficient use of information and communications networks.®*® It includes provisions for
protecting personal information, preventing misuse of network services, and fostering a
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secure digital environment with a focus on identifying the responsibilities of service
providers.®4

The GDA has graded South Korea as "level 2" in terms of cross-border digital
openness, indicating that certain regulatory measures impede the potential of cross-border
data to support economic objectives.®*® A comparative analysis of data laws from the selected
countries is available in an accompanying spreadsheet.

People’s Republic of China

The PRC has implemented a comprehensive framework of data protection laws and
directives, with the central piece of legislation being the Personal Information Protection
Law. Enacted to safeguard personal data, the PIPL applies to all “organizations and
individuals who process PII in China or who process data of China citizens' PII outside of
China.”, thereby asserting an extraterritorial reach similar to that of the EU’s GDPR.%*¢ The
PIPL uses a very broad definition of personal data to include any “information that may lead
to discrimination or harm if leaked or used illegally, such as personal identifying information,
individual biometric features, medical health, financial accounts, location tracking, and other
sensitive information.”%4

Under the PIPL, data processors are required to obtain explicit consent from
individuals for the collection, processing, and transfer of their personal data.5® Additionally,
they must provide a clear and appropriate privacy notice and appoint a local representative
within the PRC to ensure compliance with the law.54°

Another significant regulation is the "Decision of the Standing Committee of the
National People's Congress on Strengthening the Network Information Protection," enacted
in 2012.%%° This decision laid the groundwork for subsequent data protection measures by
emphasizing the need for robust network information security and the protection of personal
information in the digital age.%®! A comparative analysis of data laws from the selected
countries is available in an accompanying spreadsheet.

The PRC has numerous restrictions on cross-border data transfers and appears to be
“attempting to relax some of its existing restrictions” due to complaints from business
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groups.®>? Cambodia’s restrictions on cross-border data transfers in Articles 22-24 of the
Draft Data Protection Law appear to be even more restrictive than the PRC’s articles. The
GDA grades the PRC as a “level 4: extremely restrictive” country with comprehensive and
systemic cross-border data restrictions in both the economic and societal spheres.®*

Even more concerning are the PRC’s various cybersecurity laws which have raised
significant human rights concerns due to their broad and often ambiguous provisions that
grant extensive powers to the government for surveillance and control over both domestic
and international entities. The Cybersecurity Law of 2016 is a cornerstone of this framework,
mandating that companies operating in the PRC store user data locally and provide technical
support to security agencies, effectively facilitating state surveillance and censorship.®>* This
law also requires real-name registration for internet users and imposes stringent requirements
on network operators to monitor and report security incidents, thereby restricting online
anonymity and freedom of expression.%*®

In addition to the Cybersecurity Law, the National Intelligence Law of 2017 further
exacerbates these concerns. Article 7 of this law explicitly requires all organizations and
citizens to support, assist, and cooperate with national intelligence efforts, effectively
compelling businesses and individuals to participate in state surveillance activities.®®® This
provision applies not only within the PRC but also extraterritorially, meaning that Chinese
companies operating abroad, as well as foreign companies with operations in the PRC, may
be obligated to comply with these demands.®®” The law's broad and undefined terms, such as
"national security" and "intelligence work," grant the government wide latitude to interpret
and enforce these requirements, posing significant risks to privacy and human rights.®°®

Furthermore, the Counter-Espionage Law and the Data Security Law complement
these measures by imposing additional obligations on businesses and individuals to provide
access to data and cooperate with security investigations.®®® These laws collectively create an
environment where the Chinese government can exert extensive control over the ICT domain,
both domestically and internationally, undermining privacy, freedom of expression, and other
fundamental human rights.%%°

While in-depth economic studies on the correlation between the PRC’s cybersecurity
and national security laws and the country's economic growth are lacking, numerous
commentators have highlighted the potential economic spillover effects of these laws.
Freedom House researchers make the claim that countries with higher internet freedom scores
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tend to have fewer barriers to information flow and communication, which can enhance
business operations and economic activities.®®* One of the primary concerns for business is
that these laws increase the compliance and regulatory burden. The cybersecurity law
imposes stringent requirements, such as data localization and mandatory cooperation with
public security forces, on foreign companies operating in the PRC.%%? The laws may
inherently disadvantage foreign firms which could have the effect of reducing competition
with domestic firms.?®® The laws also create IP risks for companies if they are forced to
divulge sensitive proprietary information, which may then be passed on to domestic
competitors.®®* This risk of IP leakage may deter foreign companies from entering or
expanding in the Chinese market.®®°All of these requirements stifle economic dynamism by
creating additional overhead costs for businesses and discouraging foreign investment.®%®

The comments from the president of the U.S.-China Business Council, Craig Allen, at
the Stanford center on China’s Economy and Instructions in May 2024 are particularly
relevant to the situation in Cambodia.®®” A summarization of the key points of Mr. Allen’s
speech follows. He mentioned the PRC leadership’s current techno-utopian vision where
technology is hoisted to overcome perceived historical restrictions imposed by Western
colonialism and imperialism. ®% This is part of Xi Jinping’s goal of achieving the “great

rejuvenation of the Chinese nation” (FIER A K E3%).5%° The PRC seeks to utilize “new

productive forces” (FTER4E > ]) to move up the value chain with advanced technology and

robotics, which will allow the nation to overcome its impending labor shortage.®’® The party
is working towards these goals by heavily subsidizing (Allen claimed 10-11% of GDP) select
industries in a manner that may not be WTO compliant. ®’* Additionally, the PRC seeks to
conduct import substitution and become self-reliant in key technologies.®"2
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The most analogous part of the PRC’s plan is to utilize "data" as 5th factor of
production.®”® Leadership in Cambodia also views technology and data as a way to leapfrog
stages of development without careful consideration of the specific policies that will best
achieve sustainable growth. Cambodia also seeks a capability similar to the CAC’s ability to
control cross-border data flows of important information.

In the PRC, the negative implications of these technological plans are not widely
discussed. The plan may boost high value-add exports but may not help the average citizen
who is forced into underconsumption.®’® This is especially true of rural citizens due to the
“hukou” registration system.®”® Provincial leaders that are forced to implement the central
government’s policies often focus on the selected industries rather than engendering organic
growth in their regions.®”® SOEs in the PRC, which often encounter diminishing returns to
supply-side subsidies, are increasingly being favored over private companies.®’” Lastly, the
foreign intelligence law of 2019 has created some uncertainty regarding the boundaries for
civil-military fusion.®®

All of this does not undermine the fact that the PRC remains an innovation leader
with extremely fast commercialization due to the very demanding requirements of technology
consumers in the country.®”® The country also has the ability to manufacturing at a scale not
seen anywhere else in the world.®®® Shenzhen’s development and manufacturing prowess in
the technology realm is nearly unparallelled.®®! The number of STEM graduates that the
country produces alongside its rising R&D spending in the sciences bodes well for the
country’s future.58?

The world has reacted with both envy and anger over the PRC’s overproduction in
key areas. Many countries, including the US, have attempted to duplicate some of the PRC’s
industrial policy with lavish subsidies.%®3 Allen indicated that overproduction and waste are
the likely results of these policies if many countries start subsidizing the same industries.®®* It
raises the possibility of more “zombie” companies being kept alive in a manner similar to
what happened in Japan in the 1990’s.5% The chips act and the IRA are the best example of
this in the United States.%%% On the other hand, many countries have imposed WTO Atrticle 25
tariffs on PRC exports and attempted export controls of key technologies.®®’

The war for technical talent is another issue that Cambodia can related to. Mr. Allen
mentioned visa issues for Chinese scientists trying to work in the United States, whereas
Cambodia faces the dilemma of brain drain to higher income Asian countries. This is an area
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where it may be beneficial for Cambodia to seek consensus in ASEAN through the DEFA
negotiations.

European Union

The centerpiece of the EU’s privacy regime is the General Data Protection Regulation
enacted by the European Parliament in 2016 with enforcement starting in 2018.588 The law is
often viewed as the standard-bearer for data privacy across the globe and is constantly being
refined by the Data Protection Authority in each member country. GDA grades EU at “level
2> with a decreased level of cross-border digital openness distorting the flow of cross-border
data in part due to the GDPR.%8 A comparative analysis of data laws from the selected
countries is available in an accompanying spreadsheet.

The EU has established robust cybersecurity laws to protect critical infrastructure,
particularly through the NIS2 Directive.?®® This directive, which entered into force on
January 16, 2023, mandates that member states enhance their cybersecurity frameworks and
ensure effective cooperation among national authorities.®®* The directive requires that
operators of essential services and digital service providers implement stringent security
measures and report significant cyber incidents promptly.®®? Additionally, the EU
Cybersecurity Act empowers the European Union Agency for Cybersecurity to support
member states in managing cybersecurity crises, further strengthening the EU's collective
resilience against cyber threats.5%

Lastly, the EU’s groundbreaking Al act received approval in May 2024 with the
objective of furthering the development of safe and trustworthy Al systems while protecting
the fundamental rights of individuals living in the EU. The Law also provides definitions and
some legal certainty to relevant organizations in the Al space. Like the GDPR, the law
applies extraterritorially and contains potential penalties enforced by authorities in member
states that can equate to a percentage of a firm’s global revenue.®%

The AT act takes a risk-based approach to regulating Al systems. Systems with an
“unacceptable” level of risk, such as social credit scores and biometric identification in
public, are banned outright.®% “High-risk” Al systems must be limited in scope and serve a
legitimate purpose and intent.®® The “high-risk” systems must also include mitigations that
preserve the integrity and transparency of data while also protecting fundamental rights.%%
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Conformity assessments are also required in this category.®®® The next category down the risk
ladder is “limited risk,” which includes Al systems like chatbots and spam filters.®® These
systems are obliged to follow transparency requirements for end-users.’® The final category
of Al systems, “minimal risk,” do not use personal data or offer predictions to the public.”*
The law has a carve-out for general-purpose Al systems that only need to adhere to the strict
regulations if they pose a “systemic risk.” Future adjustments to the law may address
concerns about copyright infringement in Al training datasets.

United States of America

The United States of America does not have a comprehensive privacy law at the
federal level, although it does have sector specific laws that protect the privacy rights of
select groups. The GDA graded the USA as “level 1: Relatively Open Digital Policies” with
“Open to Cross-Border Digital Economic Opportunity and Digital Transformation.”’%?
Examples of sector specific privacy laws include the Health Insurance Portability and
Accountability Act, COPPA, and the Gramm-Leach-Bliley Act for financial information.
COPPA sets the age of a child for the purposes of the data protection law at 13 years of
age.703

Numerous states have individually passed various privacy laws. This has created a
very fragmented compliance market regarding privacy in the United States. California was a
leader of the ensuing wave of privacy laws that have since been proposed and implemented
across the country. The California Consumer Privacy Act became effective on January 1,
2020, and granted Californians the right to access, delete, and opt out of the sale of personal
information. The law was amended by the California Privacy Rights Act to expand consumer
rights and establish the California Privacy Protection Agency for enforcement.’® The
Colorado Privacy Act became effective on July 1, 2023, and provides the right to access,
correct, delete, and opt out of data processing while mandating data protection assessments
for high-risk processing activities.”® The Connecticut Data Privacy Act became effective on
July 1, 2023, and includes strong protections for children's data.’® The Delaware Personal
Data Privacy Act became effective on January 1, 2025, and it includes rules regarding data
processing and specific protections for children's data.’®” The Virginia Consumer Data
Protection Act became effective on January 1, 2023, and grant the rights to access, delete, and
correct personal data while requiring data protection assessments for certain processing
activities.”%® The Utah Consumer Privacy Act became effective on December 31, 2023, and
provides a slightly lower level of consumer rights when compared to other state privacy
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laws.”® The Texas Data Privacy and Security Act became effective July 1, 2024, and it
applies primarily to large companies.’*® The Oregon Consumer Privacy Act became effective
on July 1, 2024, and focuses on biometric and sensitive data.”** The Tennessee Information
Protection Act became effective on July 1, 2025, and enables consumers to confirm data
collection, obtain copies, and correct inaccuracies.’*? Indiana, Iowa, Kentucky, Montana,
New Hampshire, and New Jersey also have data privacy laws set to come into force over the
next couple of years. '3

There are several common attributes of the state privacy laws. Most of the laws
include some form of consumer rights to access, correct, delete, and transfer data. Some laws
also include opt-out rights. The laws frequently impose obligations on businesses to conduct
data protection assessments and implement reasonable data security measures. Each state
usually establishes an enforcement mechanism through the state Attorney General or via a
dedicated agency.’**

At the federal level, the primary cybercrime law enacted in the United States is the
Computer Fraud and Abuse Act of 1986.”*° Codified at Title 18, United States Code, Section
1030, the CFAA was initially introduced to address the growing threat of hacking and
unauthorized access to computer systems.’*® The CFAA criminalizes various activities,
including accessing a computer without authorization, exceeding authorized access, and
transmitting code or commands that cause damage to protected computers.”*” Over the years,
the CFA A has been amended multiple times to expand its scope and address new forms of
cyber threats, including the distribution of malicious code and denial-of-service attacks.’*8
The CFAA also allows for civil actions, enabling individuals and organizations to seek
damages for violations.'® Despite its comprehensive nature, the CFAA has faced criticism for
its broad and sometimes ambiguous definitions, which have led to calls for reform to prevent
misuse and overreach in its application.’?

The United States has been comparatively more restrained regarding regulation of Al
when compared to the EU’s actions. The federal government has preferred voluntary safety
agreements and executive orders directed towards the federal agencies rather than
comprehensive, binding legislation. Some existing laws and rules at the Federal Trade
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Commission, Equal Employment Opportunity Commission, and Consumer Financial
Protection Bureau touch on the privacy and discrimination concerns surrounding Al 21722

The president issued the Executive Order on Safe, Secure, and Trustworthy Al in
October 2023 which sought to establish new standards for Al safety and security by
mandating the sharing of safety test results by developers of powerful Al systems.’? The
White House Office of Science and Technology also published the nonbinding Blueprint for
an Al Bill of Rights in October 2022 which outlined five principles to guide the design, use,
and deployment of automated systems to protect public rights, opportunities, and access to
critical resources.’?* Several other federal policy initiatives include the National Al R&D
Strategic Plan, NIST’s Al Risk Management Framework, and the Office of Management and
Budget’s Policy on Government Use of AL."?® Lastly, the Presidential administration sought
voluntary commitments from Al companies regarding safe development of Al technologies in
July 2023.7%® The Senate has also released their own Roadmap for Artificial Intelligence
Policy, which outlines a comprehensive strategy for fostering Al innovation while addressing
ethical, legal, and societal implications.”?’

Recommendations

Summary

Proposed data policies in Cambodia that do not adhere to international standards,
violate human rights, and impose restrictions on the free flow of data are likely to hamper the
country’s ambitious goals of reaching upper-middle-income status by 2030 and high-income
status by 2050.72 The unilateral, privacy-reducing data policies that have been proposed by
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Cambodian authorities are likely to hamper the achievement of the country’s Sustainable
Development Goals of “enhanc[ing] research and upgrad[ing] industrial technologies” and
“support[ing] domestic technology development and industrial diversification.”’?® UNCTAD
refers to these types of restrictive data policies as “[d]ivergent data nationalism.”"3°
Cambodia is likely to graduate from the international trade benefits granted to it by its Least
Developed Country status by the end of the decade.”! This necessitates a rapid enhancement
of its technological base, enabled by shrewd data policies that attract foreign technology
transfers, to propel Cambodia’s next phase of development.

The IMF has identified “[i]nvestments in key infrastructure, such as in transportation,
energy, logistics and telecommunication” as important requirements as Cambodia’s
“comparative advantage in labor cost diminishes at a higher income level.”"*? Cambodia also
needs to “promote export market and product diversification” while “strengthening regional
economic ties.”’®® The best way to attract these investments and technological diversification
is to adopt data policies that adhere to international standards and reduce data transaction
costs. Cambodia can “promote investment in high-value added manufacturing” by
implementing coordinated data policies in key areas such as cybersecurity, privacy,
cybercrime, and artificial intelligence.”®* The necessity of this is heightened since
“Cambodia[n] FDI vulnerability to geo-economic fragmentation is higher than other EMDEs
and Asian economies.”’®

Economic impact of privacy policies

Cambodia’s Future Economic Growth

As Cambodia makes progress on its ambitious GDP goals, its current “labor cost
advantage will gradually diminish” which will make economic growth harder, especially in
the face of “strong international competition in the export industries.”’® This necessitates
“policy incentives for domestic oriented FDI [to] be more targeted toward attracting
companies that provide technology, skill or knowledge that allows the long-term growth
potential of the economy to be enhanced.””®” The best way to attract the necessary
investments is by adopting data policies that have been negotiated through regional bodies
and global forums. Combined with prudent enforcement and responsive adaptation of the
polices by relevant authorities, Cambodia will lay the groundwork for sustainable long term
economic growth. The need to develop policies that enable Cambodia to move beyond
“labo[ |r-intensive and ‘footloose’ (low value-added) industries, such as the clothing and
garment industries” and instead incentivize “higher-value-added activities amongst domestic
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firms” will only increase as the country makes progress on its economic goals.’®® Research
published by ERIA identified a need to establish transparency in regulations as one step
towards “attracting more stable and higher-value-added foreign investment into the domestic

economy.”’3°

Poorly designed data policies in Cambodia could have significant negative
ramifications for SMEs. Cambodia’s proposed data laws, characterized by vague language
and broad provisions, could lead to increased governmental surveillance and arbitrary
enforcement, creating an environment of uncertainty and fear among the general public and
business entities. For instance, the proposed cybercrime law includes provisions that could
criminalize online speech and allow real-time monitoring of internet traffic, which may be
used to suppress dissent and target specific groups.’*® Additionally, the cybersecurity law
could grant authorities the power to seize computer systems and lock businesses out of their
digital operations, potentially leading to catastrophic business interruptions.’”*! Other
measures may impose unreasonable administrative burdens on SMEs, making it difficult for
them to operate efficiently and securely.”*? The lack of clear protections and oversight
mechanisms further exacerbates these risks, potentially stifling SME’s innovation and growth
in Cambodia.

Data policies are likely to have a direct impact on exports. Research indicates that a
“0.1-point reduction in a country’s level of digital services trade restrictiveness is associated
with a 145% increase in overall exports” with the largest positive impact on digitally
deliverable services.’* Digital services trade restrictions include items like data localization
requirements and internet accessibility. Specifically with regards to SMEs in Asia, “digital
tools reduce export costs by 82%, and transaction times by 29%.”"44

The resulting regulatory fragmentation if the draft laws are enacted will create
definitions and articles that diverge significantly from established ASEAN and multilateral
standards, complicating cross-border data flows and cooperation, and ultimately hindering
regional integration and economic collaboration. The United Nations Secretary-General
appointed High-Level Advisory Board on Effective Multilateralism believes that regulatory
fragmentation in the digital landscape is “most likely to adversely impact low-income
countries, less well-off individuals, and marginalized communities the world over.”’* The
heightened compliance costs will fall hardest on SMEs in Cambodia since they are least
likely to be able to spread the fixed compliance costs over multiple business lines.

738 Jayant Menon & Sothea Oum, Investment Facilitation and Promotion in Cambodia: Impact of Provincial-
level Characteristics on Multinational Activities, ERIA (2024), https://www.eria.org/uploads/Investment-
Facilitation-and-Promotion-in-Cambodia-Impact-of-Provincial-level-Characteristics-on-Multinational-
Activities-.pdf.
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Cambodia’s ability to latch on and integrate itself with the numerous data and
technology proposals coming out of ASEAN is also at stake. Cambodia’s isolated drafting of
its data policies acts as an impediment to ASEAN’s goal of “unlocking the full benefits of
digital transformation to improve the productivity and the lives of the people and eventually
boost the ASEAN economic growth as recogni[z]ed in the Boracay Digital Declaration
adopted by the ASEAN Digital Ministers in 2023.”74¢ A central goal of ASEAN’s DEFA is to
ensure the “seamless and secure flow of goods, services, and data.”’*’ This goal will simply
not be possible if Cambodia enacts the aforementioned draft laws without substantial
adjustments.

Of note, Cambodia is not a member of the WTO’s Joint Initiative on E-commerce
even though the country passed its own E-commerce law in 2019.7#¢ Cambodia’s lack of
concurrence on this matter may be due to the impending data localization requirements in the
draft Data Protection Law. The WTO’s initiative seeks to develop standards related to “online
consumer protection, open government data, transparency, open internet access, cross-border
data flows, data locali[z]ation, source code, electronic transactions, frameworks,
cybersecurity.”’*® The various draft laws being developed by the Ministries in Cambodia will
hurt the country’s prospects of participating in this WTO initiative.

Comments from the CEO of ABACUS digital, Sutapa Amornvivat, during the “Cross-
border Digital Synergy: Enhancing Asia-Pacific Cooperation” speaker panel at the Future of
Asia Forum hosted by Nikkei, indicated that the fragmented and inconsistent regulations in
the region discouraged investment and made it hard to expand cross-border. She worried that
individual ASEAN members states would become small fragmented markets that each have
bespoke privacy and cybersecurity regulations that reduce the individual nations’ business
friendliness. A unified regulatory framework would facilitate business activity, but such a
framework requires political willpower under ASEAN’s shared decision making. Ms.
Amornvivat also expressed an interest in additional skilled worker visas as part of a broader
request to increase the fluidity of labor across the region. She postured that one way to
reverse the brain drain that had occurred in many less resourced nations would be to create
sufficient opportunities for business growth and social impact.

Technology Innovation & Adoption

Cambodia’s proposed data laws may also hamper technology innovation and adoption
in the country. The World Bank’s 2021 World Development Report found that domestic
policies that restrict cross-border data flows “materially affect a country’s competitive edge
in the burgeoning trade of data-enabled services.”’*® UNCTAD emphasized that these
policies reduce “market opportunities for domestic MSMEs to reach worldwide markets” and
“opportunities for digital innovation, including various missed opportunities for inclusive
development that can be facilitated by engaging in data-sharing through strong international

46 Leaders' Statement on the Digital Economy Framework Agreement, ASEAN (Sept. 2023),
https://asean.org/wp-content/uploads/2023/09/Leaders-Statement-DIGITAL-ECONOMY-FRAMEWORK-
AGREEMENT rv.pdf.

7 1

48 Joint Statement Initiative on E-commerce, WORLD TRADE ORGANIZATION,
https://www.wto.org/english/tratop _e/ecom_e/joint statement e.htm.
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cooperation.”’! It follows that select Articles in Cambodia’s draft data laws are therefore
likely to reduce the country’s digital competitiveness. This contravenes ASEAN’s Digital
Master Plan 2025, “which envisions ASEAN as a leading digital community and economic
bloc, powered by secure and transformative digital services, technologies and ecosystem.”>2
Cambodia will struggle to fully participate in this ASEAN initiative if it has bespoke data
policies that are out of step with international norms. The World Bank has stated that “free
and open cross-border data flows are key to the global trade in digital services.”’

The proposed policies may also impact domestic technical talent management and
contribute to brain drain by creating an environment of surveillance and censorship, which
discourages talented professionals from staying in the country. This runs counter to the goals
of Cambodia's Digital Economy and Society Policy Framework 2021-2035, which aims to
foster a vibrant digital economy and retain skilled technical talent.

One commonly cited reason for the rush to implement the various draft laws is the
need for enhanced cybersecurity in the country. While it is true that Cambodia has
traditionally ranked poorly on measures of data protection and cybersecurity (see 2021
ASEAN Digital Integration Index), the draft laws do little to address the underlying
challenges in this area.”* Improving cybersecurity education and training while engaging
with the private sector on coordinated network defense tactics would be more effective in
delivering improved cybersecurity. The draft laws do little to hinder or prevent many of the
most pressing cybersecurity challenges that the country faces such as ransomware and cyber
scams. The NBC has specifically identified banks and financial institutions as needing to put
more attention “into cybersecurity to ensure the smooth operation of digital financial
services.” "

Lastly, Cambodia’s policies may hinder the use and development of artificial
intelligence in the country. Sutapa Amornvivat specifically mentioned the data availability
and computational power requirements of Al during the Future of Asia Forum. She requested
ASEAN cooperation in this area so that it was not overregulated by the individual ASEAN
member states.

Other Impacts

Restrictive and human rights-abusing data policies could severely hinder research and
development, scholarship, and education in the country by fostering an environment of
surveillance and censorship, thereby stifling academic freedom and discouraging open
collaboration and innovation. One particular industry that will likely experience a significant
impact from these policies is the financial industry due to the potentially higher data transfer
costs imposed by the draft laws.

8 Digital Economy Report 2021, UNITED NATIONS CONFERENCE ON TRADE AND DEVELOPMENT (2021),
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https://asean.org/wp-content/uploads/2023/09/Leaders-Statement-DIGITAL-ECONOMY-FRAMEWORK-
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Additionally, these policies may significantly impede environmental scientists
conducting climate research and weather modeling by imposing stringent restrictions on data
sharing, thereby limiting collaboration, access to critical information, and the ability to
produce accurate and comprehensive climate models essential for effective environmental
management and policymaking. This will ultimately diminish the country's preparedness and
resilience to natural disasters, increasing the likelihood that these weather events will harm
the population.

Lastly, reciprocal punishment and retaliation could spiral into a vicious cycle as other
nations may implement their own restrictive data policies in response, further fragmenting
global data governance and undermining international cooperation. The World Economic
Forum summarized this train of thought by emphasizing that countries that impose local data
storage, processing, and retention requirements “to secure better [data] access for themselves
can expect multinational businesses to stay away and other countries to retaliate.”’*® This
spiral may result in “reduced access to global data and technology, pressures for compromises
in bilateral trade negotiations, and accumulating complexities.””®’

Future Research

Future research should continue to track developments in the draft laws. It will be
especially important to measure and track any changes in digital capability and readiness if
the laws get enacted. If the individual laws are enacted, the various government Ministries
will likely issue a large number of prakas that implement various Articles of the Law. Focus
should be on ensuring that the prakas and enforcement of the law abides by international
human rights law.

A separate topic for future research may be to make data on the most popular websites
and apps in Cambodia publicly available. As it stands, Alexa last published its list of the most
popular websites in Cambodia in May 2022. SimilarWeb continues to publish lists of the
most popular Android and iOS applications, but the publication is not available through an
APL. It is also unclear where the company sources its data from. Future researchers should
reach out to the telecom companies and mobile OS platforms to publicly release data on the
most popular websites and applications in the country. An automated script can use that data
to determine the 1.P. address and geographic location of where the data is being stored and
processed for those websites and applications. That dataset should be updated monthly and
made publicly available so that researchers can track any changes that may be correlated with
implementation of Cambodian data laws or prakas.

6 4 Roadmap for Cross-Border Data Flows, WORLD ECONOMIC FORUM (2020),
http://www3.weforum.org/docs/WEF_A Roadmap for Cross Border Data Flows 2020.pdf.
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